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An analysis method for complex attack pattern using the coupling metrics
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ABSTRACT

Recently, since the most software intensive systems are using internet environment for data exchange, the software security
is being treated as a big issue. And, to minimize vulnerability of software system, security ensuring steps which are applying
secure coding rules, are introduced in the software development process. But, since actual attacks are using a variety of
software vulnerabilities, it is hard to analyze software weakness by monotonic analysis.

In this paper, it is tried to against the complex attack on the variety of software vulnerability using the coupling which is
one of the important characteristic of software. Furthermore, pre-analysis of the complex attack patterns using a combination
of various attack methods, is carried out to predict possible attack patterns in the relationship between software modules. And
the complex attack pattern analysis method is proposed based on this result.

Keywords: Secure Coding, Coupling Metrics, Software security
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e Fan-in |Fan-out|Complexity
Html_main 1 0 0
Html_converter 1 0 0
Load_Xml 1 1 1
open_Html 1 1 1
Xml_handler 1 0 0
Make_Html 1 0 0
Upload_Gui 2 1 4
Upload_FTP 1 0 0
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public void openMassageBox(){
Shell s = new Shell();
MessageBox dialog = new MessageBox(s, SWT.ICON WARNING) :

this.username = id.getText();
this.password = pwd.getText();

dialog.setText("error”);
dialog. setMessage("idépassword input.");
int result = dialog.open();
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System. out.println{"test defaultPath : " + defaultPath + Path);
ftpclient. changsWorkingDirsctory(defaultPath + Path);

2o YR

for (int 1 = 0; 1 < fileNamelist.length; i++) |
FilsInputStresm inputStream = new FileInputStrsam(filsPath
+ "™A\" + fileNameList[i]);
String temp = fileMameList[i];
Systen. out.println(temp);
Boolean result = ftpClient.storeFile(temp, inputdtream);
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