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ABSTRACT

We propose an improvement on the Guideline of Secure Software Development for Korea e-Government that is under
revision by the Ministry of Public Administration and Security in 2012. We adopted a rule-oriented organization instead
shifting from the current weakness-oriented one. The correspondence between the weakness and coding rules is identified.

Also, added is the coverage of diagnostic tools over the rules to facilitate the usage by programmers during coding period
When the proposed guideline is applied to secure software development, the weakness would be controlled indirectly by enforcing
coding rules. Programmers responsibility would be limited to the compliance of the rules, while the current version implies that
it is programmers responsibility to guarantee being free from the weakness, which is hard to achieve at reasonable cost.

Keywords: weakness, secure coding, coding rule, coding guide
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5 }
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(1) MITRE CWE: CWE-476, "NULL Pointer dereference”
(2) CERT C Secure Coding: EXP34-C, “Do not dereference null pointers”
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