EREAEREHNGE
B22% H65E, 2012 12

24 A $7 AF iAUZS Aok 2

Study on Vulnerability and Countermeasures of Authentication Mechanism in
Wireless LAN

Jin-Ho Choi,” Soohyun Oh?%
"Korea Security Evaluation Laboratory Co., Ltd, ?Hoseo University

P

>~jﬂr%

—l> oy to X o

< WEP, WPAS} 22 B3 wiAUZS o] &ate] 5 & 7[UAe] Algs= 7
Akl ARzt Al 32 A eF

%% ¥ LA :404

=+ 5ol g AHAES
Faz Qe A 2+ g v AUZY] FHekde] HAE L o] &
Hzr]o] o3l 34 7 Ee] AlFEICE £ =ellAs A A B vl A
3te] PSK(Pre-Shared Key) 27 2 7] Al stel47] 4L asta, PSK ZHA 34 e
1% 4-way handshake HAUZH F7] AA slolAlZ) 345 Wl 4= 9l 7] A S &3] dAUZ
|okatct. Algtsle | WA o] FebAol tf-&3te] wr) ot F41 @ 3S Sl 248
& 710 R 7|git

o

i
o,
op
_,_’,
&

>
>
OFO
>

°]

<

rr °1‘° 5 °F‘? o

N

2

szzmo;&i-.l

ABSTRACT

Recently, lots of users are using wireless LAN providing authentication and confidentiality with security mechanism such
as WEP, WPA. But, weakness of each security mechanism was discovered and attack methods that user’s information was
exposed or modified to the third parties with it and abused by them were suggested. In this paper, we analyzed architecture
of security mechanisms in wireless LAN and performed PSK cracking attack and cookie session hijacking attack with the
known vulnerability. And, an improved 4-way handshake mechanism which can counter PSK cracking attack and a cookie
replay detection mechanism which can prevent cookie session hijacking attack were proposed. Proposed mechanisms are

expected to apply to establish more secure wireless LAN environment by countering existing vulnerability.

Keywords: WEP, WPA, PSK Cracking, Session Hijacking
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