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ABSTRACT

Due to the widespread use of smart devices, threats of direct observation attacks such as shoulder surfing and recording
attacks, by which user secrets can be stolen at user interfaces, are increasing greatly. Although formal security models are
necessary to evaluate the possibility of and security against those attacks, such a model does not exist. In this paper, based
on the previous work in which a HCI cognitive model was firstly utilized for analyzing security, we propose STM-GOMS
model as an improvement of GOMS-based model with regard to memory limitations. We then apply STM-GOMS model for
analyzing usability and security of a password entry scheme commonly used in smart devices and show the scheme is
vulnerable to the shoulder-surfing attack. We finally conduct user experiments to show the results that support the validity of
STM-GOMS modeling and analysis.

Keywords: Security model, GOMS model, Smart devices, Shoulder-surfing attack, Usability and Security Analysis
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USER_TASK: RANDOM-SPACE-KEYBOARD-SCHEME
FGOAL: INPUT-PW (|BW|=i)

—SGOAL A: PREPARE-METHOD
{a) RECALL-PW

——SGOAL B: ITERATE-GOAL B.1-i-TIMES
[ SELECT B:

GOAL B.l: INSERT-PW-CH

[ SELECT B.1:

;
!

! ...GOAL B.1.1: INSERT-NEW-CH-METHOD

| : ({a) RECALL-PW-CH

| (b} FIND-CH-KEY

| ; (¢} MOVE-HAND-TO-CH-KEY

| : (d}) PRESS-CH-KEY

| LGOAL B.1.2: INSERT-PREVIOUS-CH-METHOD
| {a) RECALL-PW-CH

! (b} PRESS-CH-KEY |

L--GOAL B.2: DELETE-WRONG-CH-METHOD

{a) FIND-DELETE-KEY
(b) MOVE-HAND-TO-DELETE-KEY
(c) PRESS-DELETE-KEY )

L —SGOAL C: CONFIRM-INSERT-PW-METHOD

(a) FIND-CONFIRM-BUTTON
(b) MOVE-HAND=-TO-CONFIRM=-BUTTON
(c) PRESS-CONFIRM-BUTTON

* Selection rule for B:

if a wrong character is inserted, then accomplish
GOAL B.2 instead of GOAL B.1

*

Selection rule for B.1l:

if a current character is the same as the previous
character then accomplish GOAL B.1.2,

else accomplish GOAL B.1.1

(T 2) Y S 7|2 7|Ho| ALK A M
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——SGOAL A:PREPARE-ATTACK-METHOD b

: After B.1.1.(d) or
(a) FIND-INPUT-WINDOW Colanoln]
USER_SGOAL C
L —SGOAL B: EXECUTE-ATTACK : AFTER C.(c)

[ SELECT B:
1---GOAL B.l: ITERATE-GOAL B. -AND-GOAL B.1.2 or B.1.3
;-GOAL B.1.1: OBSER! SER ' s-INPUT-METHOD

(a) LOOK-AT-USER's-INPUT
EOAL B.1.2: MEMORIZE-USER's INPUT-METHOD

i
I
I
|
1
1
I
i
1
! (a) REMEMBER-USER's INPUT
i

---GOAL B.2: CONFIRM-USER's-PW-METHOD-METHOD

STM-GOMS =8¢ ejxjz= 8 CPM Al3he=
A& A 3A) Aele B2 ALgAkst 3
AAe| 2% AES A3t A4S B A}

) (=) mveER-usER's-pw ) SAtel Az 2 2~AE AE F|sE Bl o
after GOAL B.1.1, ifitne confirm key is pressed by a user, then X‘i/\j © T,‘:_L/K;IT ‘],J‘;_—. 1";_]-7:“0]];]_ /\]__Q_;(].g]. .J—ﬂx],_/] 75‘ }j%
accomplish GOAL B.2 instead of GOAL B.1.2.
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