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ABSTRACT

Recently, security incidents occur continuously, resulting in the leakages of a large amount of the company’s confidential
and private information. For these reasons, the security technologies such as the authentication and the access control in order
to prevent the information leakage are attracting attention. In particular, location-based authentication that utilizes the user’s
current location information which is used an authentication factor. And it provides more powerful authentication by controlling
the users who attempt to access and blocks internal information leakage path. However, location information must be handled
safely since it is the personal information. The location based authentication scheme proposed in this paper enhances the
stability of the process location information compared with existing relevant location-based authentication protocol. Also it
strengthens the end-user authentication by using one-time password. In addition, the proposed scheme provides authentication
to prevent information leakage and employs the concept of the user’s physical access control. Resultingly, the proposed scheme

can provide higher security than the previous studies, while guarantee to low communication cost.
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