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ABSTRACT

With the rapid evolution of mobile devices and the development of wireless networks, users of mobile social network
service on smartphone have been increasing. Also the security of personal information as a result of real-time communication
and information-sharing are becoming a serious social issue. In this paper, a framework that can be linked with a social
network services platform is designed using OpenAPI. In addition, we propose an authentication and detection mechanism to
enhance the level of personal information security. The authentication scheme is based on an user ID and password, while the
detection scheme analyzes user-designated input patterns to verify in advance whether personal information protection
guidelines are met, enhancing the level of personal information security in a social network service environment. The
effectiveness and validity of this study were confirmed through performance evaluations at the end.

Keywords: SNS, OpenAPI, Security, Framework
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