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ABSTRACT

Security visualization is a form of the data visualization techniques in the field of network security by using security-related
events so that it is quickly and easily to understand network traffic flow and security situation. In particular, the security
visualization that detects the abnormal situation of network visualizing connections between two endpoints is a novel approach
to detect unknown attack patterns and to reduce monitoring overhead in packets monitoring technique. However, the
session-based visualization doesn’t notice a difference between normal traffic and attacks that they are composed of similar
connection pattern. Therefore, in this paper, we propose an efficient session-based visualization method for analyzing and
detecting between normal server activities and attacks by using the IP address splitting and port attributes analysis. The
proposed method can actually be used to detect and analyze the network security with the existing security tools because there
is no dependence on other security monitoring methods. And also, it is helpful for network administrator to rapidly analyze the
security status of managed network.
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