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Research on the Classification Model of Similarity Malware using Fuzzy Hash
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ABSTRACT

In the past about 10 different kinds of malicious code were found in one day on the average. However, the number of
malicious codes that are found has rapidly increased reachingover 55,000 during the last 10 year. A large number of malicious
codes, however, are not new kinds of malicious codes but most of them are new variants of the existing malicious codes as
same functions are newly added into the existing malicious codes, or the existing malicious codes are modified to evade
anti-virus detection. To deal with a lot of malicious codes including new malicious codes and variants of the existing malicious
codes, we need to compare the malicious codes in the past and the similarity and classify the new malicious codes and the
variants of the existing malicious codes. A former calculation method of the similarity on the existing malicious codes compare
external factors of IPs, URLs, API, Strings, etc or source code levels. The former calculation method of the similarity takes
time due to the number of malicious codes and comparable factors on the increase, and it leads to employing fuzzy hashing
to reduce the amount of calculation. The existing fuzzy hashing, however, has some limitations, and it causes come problems
to the former calculation of the similarity. Therefore, this research paper has suggested a new comparison method for malicious
codes to improve performance of the calculation of the similarity using fuzzy hashing and also a classification method
employing the new comparison method.

Keywords: Fuzzy Hash, Malware, Similarity
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