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ABSTRACT

The modern society with the wide spread USB memory, witnesses the acceleration in the development of USB products that
applied secure technology. Secure USB is protecting the data using the method as device-based access control, encryption of
stored files, and etc. In terms of forensic analyst, to access the data is a lot of troubles. In this paper, we studied
software-based data en/decryption technology and proposed for analysis mechanism to validation vulnerability that secured on
removable storage media. We performed a vulnerability analysis for USB storage device that applied security mechanism. As

a result, we found vulnerabilities that extracts a source file without a password.

Keywords: Digital Forensic, Secure USB, Data encryption, Vulnerability
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