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A Study on ACAS for Enhanced Security in Cloud Virtualization Internal Environment
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ABSTRACT

As the utilization of cloud computing service rapidly increases to meet demands for various forms of service recently, the
virtualization technology has made a rapid rise, further leading to some issues related to security, such as safety and reliability.
As a system to provide environments what multiple virtual operating systems can be loaded, hypervisors may be a target of
various attacks, such as control loss and authority seizure, since all the agents fcan be damaged by a malicious access to the
virtualization layer. Therefore, this paper was conducted to investigate the access control for agents and suggest a plan to
control malicious accesses to the cloud virtualization internal environment. The suggested technique was verified not to have
effect on the performance of the system and environment through an analysis of its performance.

Keywords: Access Control, Cloud Virtualization, Agent Management, Hypervisor
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