EREAEREHNGE

B22% H65E, 2012 12

AZEo] Helekde] Q%o st
Ak 3y} 71E A

[LE ’ ’ o
'St2EFostm, ‘SRS Y, *EHoixiig

Quantitative Scoring Criteria on the Importance of Software Weaknesses'

Joonseon Ahn," Ji-ho Bang,? Eunyoung Lee™
'Korea Aerospace University, 2Korea Internet Security Agency,
3Dongduk Women’s University

fO
12

AmESe] Axge nak FaAzyE wEab] slaat 2eslels] A wol e AT AAle) AA
O

BopES AASHE Aol SpHe olaw 91 Sl glod) Adste] Basl 3 gl TheRd Bakebrl S
Shale] A28 weks) AA] B4 SAol A dao] 2 nelebd S AMale] ] GhASHE o] Hole) 1
ERAAE 2xEse] uolerd W nelAoRge] Fa4ol R 712 A% Wk WHEES 2N, o) F
2% A7} FA5 L] ALl halel walebiel AuAs 444 AdALe B 5 gl
% 7k 71ES Alkieh, my AR 1S AHsle] 2011 CWE/SANS Top 25 Helebd Aol b Fow

7 CW
J7ME 538 ‘h I AAE 7|1E A5} v|agte =y AgkE Frplee 448 HoluAl g

ABSTRACT

In order to protect a software system from security attacks, it is important to remove the software security weaknesses
through the entire life cycle of software development. To remove the software weaknesses more effectively, software
weaknesses are prioritized and sorted continuously. In this paper, we introduce the existing scoring systems for software
weakness and software vulnerability, and propose a new quantitative standard for the scoring system, which helps evaluate the
importance of software weakness objectively. We also demonstrate the practicability of the proposed standard by scoring 2011
CWE/SANS Top 25 list with the proposed standard and comparing it to the original score of MITRE.

Keywords: software security, software weakness, software vulnerability, scoring system
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Improper Neutralization of Special Elements used in an SQL
1 CWE-89 Coilmznd ("SQL Injection’) g ? 93.8 %
Improper Neutralization of Special Elements used in an OS
2 CWE-T8 Coilmznd ("OS Command Irﬂzction') 83.3 94.6
3 CWE-120 gsifl?éosvgi)y without Checking Size of Input (‘Classic Buffer 79.0 90 2
4| OWETY | ion (Crosesite Seripting) | %
5 CWE-306 | Missing Authentication for Critical Function 76.9 87.4
6 CWE-862 | Missing Authorization 76.8 85.2
7 CWE-798 | Use of Hard-coded Credentials 75.0 83.9
8 CWE-311 | Missing Encryption of Sensitive Data 75.0 79.4
9 CWE-434 | Unrestricted Upload of File with Dangerous Type 74.0 80.2
10 CWE-807 | Reliance on Untrusted Inputs in a Security Decision 73.8 80.2
11 CWE-250 |Execution with Unnecessary Privileges 73.1 78.3
12 CWE-352 | Cross-Site Request Forgery (CSRF) 70.1 74.4
13 CWE-22 I(%r;rt(})lp?rrr;vigisgal‘ei)on of a Pathname to a Restricted Directory 69 3 78 9
14 CWE-494 | Download of Code Without Integrity Check 68.5 78.3
15 CWE-863 |Incorrect Authorization 67.8 74.6
16 CWE-829 |Inclusion of Functionality from Untrusted Control Sphere 66.0 74.2
17 CWE-732 |Incorrect Permission Assignment for Critical Resource 65.5 73.4
18 CWE-676 |Use of Potentially Dangerous Function 64.6 73.4
19 CWE-327 | Use of a Broken or Risky Cryptographic Algorithm 64.1 69.8
20 CWE-131 |Incorrect Calculation of Buffer Size 62.4 85.2
21 CWE-307 |Improper Restriction of Excessive Authentication Attempts 61.5 65.5
22 CWE-601 |URL Redirection to Untrusted Site ("Open Redirect’) 61.1 69.4
23 CWE-134 | Uncontrolled Format String 61.0 85.2
24 CWE-190 |Integer Overflow or Wraparound 60.3 71
25 CWE-T759 |Use of a One-Way Hash without a Salt 59.9 63.7
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Theresa Lanowitz, "Now is the time for
security at application level,” Gartner
G00127407, http://www.gartner.com/id
=487227, Dec. 2005.

Common Weakness Enumeration (CWE),
http://cwe.mitre.org.

Common Vulnerabilities and Exposures
(CVE), http://cve.mitre.org.

2011 CWE/SANS Top 25 Most Dangerous
Software Errors, http://cwe.mitre.org/
top25.

Top 10 2010 - OWASP, https://www.
owasp.org/index.php/Top_10_2010.
Common Weakness Scoring System
(CWSS), http://cwe.mitre.org/cwss.
Common Vulnerability Scoring System
(CVSS), http://www.first.org/cvss.
National Vulnerability Database, http://
nvd.nist.gov/home.cfm.
CAPEC-Common Attack Pattern Enumer-
ation and Classification (CAPEC), http://
capec.mitre.org.
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