EREAEREHNGE

B23% H 25k, 2013. 4

BitTorrentE o]£3F Az&E B3 3~
ZA} b "t’."??} A+

oot H R, o Az
TeCfEtm HE R ST ClX|YEHAl T M

Methodology for digital investigation of illegal sharing using BitTorrent*

Soo-Young Park,* Hyun-Ji Chung , Sang-Jin Lee'
Digital Forensic Research Center, Korea University

o ok
s =

)

Az g2 glo] g Ffehe A9l Ewelrh. ey BitTorrent®s &3 WA= 24 37} A%
7kt slek. olelqt F7h FAlele Bk, B SRk Ak f13 WA 27k $AF AAt mEkeka)
57) Wl B9 FfAES Al ok 5“_, A7} EA814) e BitTorrent®] 5422 Qls) P2PE 538
H -‘~ﬁ-°ﬂ gt 7)E AP ARe] Ag A ofgir}, ® =l A BitTorrent s o]43ke] Hbsh= £ 3-fl
& A pab Aol disjx Ao zA A Al 48 7hedt 24 29l aE Akt det

o

=tz §2 ofN
ofl

ABSTRACT

Sharing copyrighted files without copyright holder’s permission is illegal. But, a number of illegal file sharers using
BitTorrent increase. However, it is difficult to find appropriate digital evidences and legal basis to punish them. And, there are
no framework for digital investigation of illegal sharing using BitTorrent. Additionally, role of server in BitTorrent had been
reduced than server in conventional P2P. So, It is difficult to apply investigation framework for illegal sharing using
conventional P2P to investigation process of illegal sharing using BitTorrent. This paper proposes the methodology about
punishing illegal sharer using BitTorrent by suggesting the digital investigation framework.

Keywords: BitTorrent protocol, uTorrent, Illegal file sharing, Digital investigation framework, Packet analysis, Analysis of disk
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