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ABSTRACT

Recently, cloud computing is one of the parts showing the biggest growth in the IT market and is expected to continue to
grow into. Especially, many companies are adopting virtual desktop infrastructure as private cloud computing to achieve in
saving the cost and enhancing the efficiency of the servers. However, current digital forensic investigation methodology of
cloud computing is not systematized scientifically and technically. To do this, depending on the type of each cloud computing
services, digital evidence collection system for the legal enforcement should be established. In this paper, we focus on virtual
desktop infrastructure as private cloud computing and introduce the most widely used around the world desktop virtualization
solutions of VMware, Citrix, and Microsoft. And We propose digital forensic investigation methodology for private cloud
computing that is constructed by these solutions.

Keywords: cloud computing forensics, desktop virtualization forensics, citrix, vmware, hyper-v
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