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Integrity verification of VM data collected in private cloud environment and
reliability verification of related forensic tools*
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ABSTRACT

Recently, a large number of corporations are adopting cloud solution in order to reduce IT-related costs. By the way, Digital
Trace should have admissibility to be accepted as digital evidence in court, and integrity is one of the factors for admissibility.
In this context, this research implemented integrity verification test to VM Data which was collected by well-known private
cloud solutions such as Citrix, VMware, and MS Hyper-V. This paper suggests the effective way to verify integrity of VM
data collected in private cloud computing environment based on the experiment and introduces the error that EnCase fails to
mount VHD (Virtual Hard Disk) files properly.
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.M 2

e AFHE AT 1T AlA 7 2 4%
S Holy 9l Rolgx] ¢to gy Lo g XA}
ALz o &E L glek. o] HF F&e] AXb= Z=t
S= Agigelt Fehgs Aulag o437 W)
WA da] Fod Ao oabEl=d, A Fe)
zAAel W fo% FEL Aoz welr)

2ol Fehes 24 FeAE A 2

dlele 4] 2} 1ef] whe} 5~
VM dlelefe] 724 75 whel Hi3 A5
A dstolet. oluf, Ageiite] H= A F2he= Al
F¥2 2 Citrix, VMware, MS Hyper-V &F410]
A= St
=g, 45 VM dHlelele] +24 A5S #lsto]
A AAReZ de AFeEH I 3‘{_ \—Eﬂﬂ Tl
GuidanceAle] EnCase =7-%
2E8A7} FA (dynamic) &2 ffé%‘r%
Case =7+ 39 VHD Z99] 518 A= vpg-

E3b] o 0FE M3 Qe Helskdet

Il. At ClATE Ttk oMl &
|:.||0||_:_.| DM ZH=

T=2o \mo

A D5 27 % sptolet,
Fepor pob dig A A SApAE

3% VM dlolelEo] Zd WA A xsle] 3
HelE 95 & dde EE 28 5 oS
SR VM dlolelol W FA4E % Fast
A Aelrh. 919k e AN B =EeA=
Citrix, MS Hyper-V, VMware VDI 7 ¢]x]<]

HE(Original) VM t©x= oux|e} F&%
(Exported) VM tlzaz o|ulx]e] gt 43t
(MD5)& A4l 2 vlwgrezxn AMd Feher 34
oA Ak VM dlo|elEoll tigt +24 75 b~

1) dubd ez FEles AT o8 B3 AR AT
Agel weld =ZA FF(Public) =, AR
(Private) Z=}¢=2 28 A Zeless 3
FEhpeoke g AlgbHo|AY HaE A <t
= AMALE A bRl E EE FEE AFY
AL onlshd, djx A<l A FERele Citrix,
VMware, MS Hyper-V o] gt}

ES 73| Hsirt

2.1 Citrix
WA Citrix Xendesktop 743} $H7 ¢4 424
F VM dlolele] FA4A4 75S 913 AdsAd o

34 dolHEE 3},

7 Elaa 2R A E AAE] $1Eke] Citrixel
I =74 XenCenters 53t NFS(Network
File System) Storage AWE TF33k5oH,
NFS Storage AH F3Fo] skgH o] Fo= 35 Al
L¢3 g JMdAle® Windows7S NFS
virtual disk storage $]oll A=]3}gic}.

dazgy 7Hs e VMES A A
virtual disk storage® 4 (static)22 & A<l
7] = £4 (dynamic) o2 & Zelx] VM &g
7] &% e (Allocation type of storage) =
A3 Folok sh=dl, olw] VM ~E2|#|9] HHE
F4 (dynamic)22  AAHZ  HSol=  Thin
Provisioning? 7|&°] ZE=o] & VMS F&

Al 7P Y23 9l (vhd) & H&x AAE 2712 F
ZHA ¥a 2ozl e @rwE FEHL

Citrix VDI 37olA #3% VM dle]gle] 524
A $13 A AP (E 13 R
(£ 1) tiole] 22M ASS 95t Al Az

Index Content

Type of Virtual Disk Storage | NFS disk Storage

Experiment VM OS Windows 7(32bit)

Allocation of VM storage Dynamic

Size of Default VM Storage | 24GB

Calculation Hash-value EnCase v7.03.01

(MD5)

Aot 2 A3l xR f‘iEH
(Allocation type of storage)+ 574_‘1& A%
o]F (¥ 1)3} %] Citrix VDI €349 A
gl =7< XenCenter¥ Export 75 &4 6}03]
VM t]2= oA & 24 PCE F&E3}9it).3)

r‘ﬂr

) Vg ARE B Al EAQ taz S g9
Zlo] ope}, AA| S F72 dlofe] 27|17} WA uj
AHEE = e

3) Citrix XenDesktop VDI #7ell4 VM dHlole]E &

3
&l 73] 2% ‘I"Ed’t‘ a1y ‘l1 HoLﬂ\j 0“



R ek

(2013. 4) 225

File View Pool Sever VM Storage Templates Tools Window Help

1 Qﬂazk ~ © Forward [@ Add New server | ] New pool T New storage ] New vm | (@) start
i Show:| Server View DO]+|[@ vocal sk
= € XenCenter General | Memory | Storage | Networking [ Console | Performance [ snapshots [ Logs |
2 B rerserverss LA L
B Copy of NFS SR VM General Properties
1@ ooc
18 pomain Controller Properties
[ have not 05 e —
‘B input the ovi(vhd) Generl
Guune© s T
18 nes SR,
Copy VM.
Beiovs| P L
@ arsis Move VM. <Nne>
Sovwal  Bpot e
& local s Take a Snapshot.
NSVl Converto Template System: Unknown
Brsvin o ign to v s copled: No
8 Remov ssign to vApp > P
Delete VM. 597¢5473-487d-23b3-1918-95be46bedcaa

(23 1) Exported VM(.vhd) Image File

o] % A 7% A¥E ¢I3te] NFS Virtual

disk Storage?] AA| A=A =eld = gle YR

VM3 XenCenter?] Export 7|53 Eato] 22

PCE F&% VMdIA Y gt =7], 343
ad Hopedl 1 A (£ 2)9 o)

[{0

2) =1 F&E VM o|o|x| melo| FAH A

@
ol

=% (Exported)
VM

UUID | 010fb7¢9-xxx.vhd 38falbb2-xxx.vhd

CEDB64BD9510566 | 06D6A00ADOASIEFR
MD5 | BD3A7TA516CADF6 | E1E31B04B0D473B
444 E2

Index | ¥ (Original) VM

Disk

Size 5,309,903,360 Bytes |5,200,160,256 Bytes

* VM A4 Al Default Disk Size : 24GB
* Allocation of VM Storage : dynamic

(& 2)ollA Bz vhe} o] Ad diide] == VM
< AT FAlo| f2az9 Default Sizew 24GB
l9ev}, VM Storage® %4 (dynamic)o-g &
Zeksl7] watell 59 VMY Y2z z2rle a9
5 (Volume) el 224zl <dde] =z7] whEal
4.84GB (5,200,160,256 Bytes)7} =3ic}. 33
Citrix Xendesktop &7 ¢l A VM9] Z:EEW%
Aoz sty FEshe A% § (£ 2)9 (Disk
Size Column]dlA R nle} o] ;‘013}7111.:_ A

VM= 325 VMS] txz 277} deiAe B4

o

ol-nf

o riz

¥ 48 Backup =% 5 F&941e] k. CLIE
A VME 5317 918 W3 ol= "xe vm-export
vmm=[(vm name) filename =[(path) /[storage
UUID)/(exported name)” o]®, A4 Backp =7
o= PHD Virtual Backup %°] <t}

3
topxltke Z1& &l 4= 9lsic). o)==
7oA XenCenterg F3he] 4
= 5AE A, 7 Ha3 el s e
IR FF me BAEA ofdsty A2 Heo
VHD EHo= Aujdslr] wiolct. (27 2)9}
(2™ 3)ellA Xz nje} o] &3 25 VM o]
w)z] 34 Hex Bytes® &l Az}, T3 3hs
WA= offsete] 3] deidls & 5 ik

rlO:CFFOh: 00 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 EB
10:D000R: 52 90 4F 54 46 53 20 20 20 20 00 02 08 00 00 00
10:D010n: 00 00 00 00 F8& 00 00 3F 00 FF 00 00 08 00 00 00
10:D020n: ©0 00 00 B0 00 80 00 FF 1F 03 00 00 00 00 00 5§
10:D030n: 21 00 00 00 00 00 00 0Z 00 00 00 00 00 00 00 F6
10:D040n: 00 00 00 01 00 00 00 6A 79 4D C4 BC 4D C4 4C 00
10:D050R: 00 00 00 FA 33 CO 8E DO BC 00 7C FB 68 CO 07 1F
10:D060n: 1E 62 66 00 CB 88 16 OE 00 66 81 3E 03 00 4E 54
10:D070n: 46 53 75 15 B4 41 BB AR 55 CD 13 72 0C 81 FB 5§
10:D080R: AA 75 06 F7 €1 01 00 75 03 E9 DD 00 1E 83 EC 18
10:D090R: 68 1A 00 B4 48 8A 16 OE 00 88 F4 16 1F CD 13 9F
10:DOAOR: 83 G4 18 9E 58 1F 72 E1 3B 06 OB 00 75 DB A3 OF
10:D0BOR: 00 C1 2E OF 00 04 1E 5A 33 DB B9 00 20 2B C8 &6
10:D0COR: FF 06 11 00 03 16 OF 00 8E C2 FF 06 16 00 E8 4B
10:DODOR: 00 2B C8 77 EF B8 00 BB CD 1A 66 23 CO 75 2D 66 .+Ewi,.»I.f#hu-f
10:DOEOR: 81 FB 54 43 50 41 75 24 81 F9 02 01 72 1E 16 68  .GICPAuS.Q..r..n
10:DOFOR: 07 BB 16 68 70 OE 16 66 02 00 66 53 €6 53 66 55 .».hp..h..LSESLU
10:D100R: 16 16 16 68 BS 01 66 61 OF 07 CD 1A 33 CO BF 28 . fa..i.30¢(
10:D110n: 10 B3 D8 OF FC F3 AA E9 SF 01 90 30 66 60 1E 06 = :

10:D120h: 66 AL 11 00 66 03 06 1C 00 1E 66 68 00 00 00 00
10:D130n: 66 50 06 53 68 0L 00 68 10 00 B¢ 42 8A 16 OE 00 £P.Sh..n.. B3...
10:D140n: 16 1F 88 F4 CD 13 66 50 SB 5A 66 53 €6 50 1F OF  ..<41.fY[ZLYEY..

(& 2) Origin VM(.vhd) Image File

T0:CIFOR: 00 D0 00 00 0G 00 00 00 00 0D 00 00 00 00 00 00
I 10:C800h: EB 52 90 4E 54 46 53 20 20 20 20 00 02 08 00 00
TETeRTON 12y T =
10:C820h: 00 00 00 00 80 00 80 00 FF 1F 03 00 00 00 00 00
10:C830n:| 55 21 00 00 0O 00 00 00 02 0D 00 00 00 00 00 00 | U
10:C840h: F6 00 00 00 01 00 00 00 6A 79 4D C4 8C 4D C4 4C G.
10:C850n: 00 DO 00 Q0 FA 33 CO 8E DO BC 00 7C FB 68 CO 07
10:C860h: 1F 1E 68 66 00 CB 88 16 OE 00 66 81 3E 03 00 4E «hf.E* f > N
10:C870n: 54 46 53 75 15 D4 41 55 AR 55 CD 13 72 OC 81 FB .
10:C880h: 55 BA 75 06 F7 C1 01 00 75 03 E9 DD 00 1E 83 EC
10:C890n: 18 68 1A Q0 B4 48 GA 16 OE 0D S5 F4 16 1F CD 13
10:Cenoh: 9F 83 C4 18 9E 58 1F 72 E1 3B 06 0B 00 75 DB A3
10:C8BOR:| OF 0O C1 2E OF 00 04 1E SA 33 DB B9 00 20 25 C8
10:CeCon: 66 FF 06 11 00 03 16 OF 00 8E C2 FF 06 16 00 E8
10:CsDon: 45 00 25 C3 77 EF 58 00 53 CD 1A 66 23 CO 75 2D | K.+Ewi,.»l.chhu-
10:CBEQh: 66 81 FB 54 43 50 41 75 24 81 F9 02 01 72 1E 16 £.GICPAu$.g..r..
10:CsFon: 68 07 BB 16 62 70 OE 16 65 09 00 66 53 €6 53 66 | h.
10:C900n: 55 16 16 16 68 B2 01 66 61 OE 07 CD 1A 33 CO BF
10:C910h: 28 10 BS D8 OF FC F3 AL E9 SF 01 90 90 66 60 1E
10:C920n: 06 66 Al 11 00 66 03 06 1C 00 1E 66 €8 00 00 00
10:C930h: 00 66 50 06 53 68 01 00 68 10 00 B4 42 8A 16 OF
10:C940n: 00 16 1F 8B F4 CD 13 66 59 5B 5A 66 59 €6 59 1F

- IVMAAL

<8t fY[Zfo‘I

(a2l 3) Exported VM(.vhd) Image File

A3S EaA Fela] B A3} Citrix VDI 2740l
Ae VM(vhd) & & A, 98 VM delgE
A Z7)e] B 92 2le] A s EAS
Qe o]F Al koA AS 2 dlo|HE 23
3ko] t}A] VM(.vhd) o|vl#A] ez w3lsles A
< Az, old A2 9] VHD ZHoz A
wdsh= o2 galEgich

= VM2 33 A4 VHD Zwe] 32 24|
7} %E}&Wl o Citrix VDIIA S 724 A%

o f
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dolele] +24 153 B Y =qe] A=A A5

e,

By 239 7W) tlaz s Ee

AE FEAME gl & 5 gl
E,L Citrix VDI #7348 7244 7158 Fell
3 VMware, MS Hyper-V 87 A<} &
23} 223 74 ta3 sbel (vhd) o) =efol
B(C\, D\) Adlx¢] s43k vlaE 53l 3=
o]zjo} gt

2914 4
H

jl o

B

|z
Qe ©

9 A %:3: Jat7] ste] ofl (¥ 4)ellA B
= ule} Zo], NFS Virtual disk Storageel A%+
o] 9l Citrix XenDeskop®] ¥+ VM o]v]#]
JJra‘JJr F2% VM o]n#] 3}dE Mount Image

ro 2hs =75 AMESke] ZH7) vh-E ki)

W o s . = |

Select the image file, or other device to Mount:
‘

) origin.vhd F:WE ORI 2 Walix(i= ) Woltix 1= EWeump vhdWorign.vhd 2400GBFie  Unknown Im...

= 2400G8Fle  Unknown I,

nLme SATA (scsD)
1.59GB NTFS  SATA (Win)

18278 SaTA (scsD)

%69.45GB NTFS  SATA (Wir)

@ ncainege)
)| [ addra)

884.11GBNTFS  SATA (Win)

62.45GENTFS  SAT:

Mount Disk [T Mount Filesystem

(32! 4) Mount the VHD File using the Mount Image Pro

VM B Eefol odelel A (C\, DV a4l
Atk A3) (£ 3ol 2 wlsk e, 2 A3 @
o AAFE AT F Aseh.

o]%, EnCase T7& 83l &z 24
5
Z

i

(£ 3) Selo|= dojolMel 2y UE 2t

iig
Index | ¥¥(Original) VM —rg‘_(gﬁ)orted)

092D9487556456C6 | 092D9487556456C68
881F16BEAIFABC |81F16BEA9FABCD
DA A

2TA83C3709DEE6
FO42AA064C56B7 27A83C3709DEE6GF0

DE29 42AA064C56B7DE29

* Mount the Exported VM Disk : Mount
H] 3L Image pro

Boot
Area

Data
Area

_\ AccessData FTK Imager 3118
Mount Image To Drive s -

Add Image

Image File:

P = DR B Hotrix{ = 2)Watrix = 2 fump vhd export.vhd
Mount Type: [Physical & Logical ~
Drive Letter: [Next Avaiable (M:) S|
Maunt Method: [glock Device /Read Only |
F: 2 2ERLE Weitrix (= =) Weitrix &= & Wdump vhd

Mapped Image List

Mapped Images:

Drive [ Method [ Partition [ 1mage

PhysicalDrive3  Block Device/Read ... Image FriffE!

I [4 Block Device/Read ... Partition 1[100M...  Fr
L: Block Device/Read ... Partition 2 [24474... Fr

PhysicalDrive?  Block Device/Read ...

1 Block Device/Read ... Partition 1 [100M.

I Block Device/Read ...

gl *XIEWumx

of I
FAEOHIE
FARZOHTLE Wi
Partition 2[24474...  FftE0FAIE W

(22! 5) Mount the VHD File using the FTK Imager

°]% EnCase =75 43l &2z &4
VMel| i3k =efo]H ddol4 (C\, D\)¢] sz
Axgr A3l (F 4)ell4] B upe} zro] 2 A3} gk
o] dxghe Fald 4 gl

(£ 4) S2jol= goiolMel 2Py #E T}

iiﬂ

Index | $1%(Original) VM TgL(gi}forted)
Boot 092D9487556456C6 | 092D9487556456C68

881F16BEA9FABC |81F16BEA9FABCD
Area

DA A
Data %Zﬁgii%%i%%%gg 2TA83C3709DEEGF0
Area 42AA064C56B7DE29

DE29

* Mount the Exported VM Disk : FTK
H| Imager

» Hash Calculation : EnCase v7.03.01

A= Citrix VDI #7042 3% VM dlo]g]
of thak F2A4 735* Eebo] B(C\, D\) a9
a4k vls Tl Fejolnt g} w3k =efol
B oo o9l siqgke Akl $siAe WA
Mount Image Pro, FTK Imagers} 2 vl$-E
=75 E3t VHD 3Hd S vle-E g o] 3o 413k
< Aol sk

2.2 VMware, MS Hyper-V

» Hash Calculation :

EnCase v7.03.01

91 AR ARAE ol 154, (23] 5

)l

#o] 'FTK Imager 2}= = o} & ‘j}" E AL TE
E3t] T3 o HAEES #dE) E°}E}

VMware, MS Hyper-V VDI 374 443
VM dle]efel gk 44 HEe S35 A= 714
WA ~&2]x] & e (static, dynamic)

glo]

— =~

ol A

=% (exported) VM= 92 (original) VM
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3 dAske AR T e AEE

VMware, MS Hyper-V VDI &7 ¢4
3 VM-E telo]B odedof|4]9] oﬂj—]%} v a7}

54
ohd, %% VM(vmdk, vhd) o]=|A]el & &
A3l Sl4lgk Wl aE ool 1 AN 1T 5
i}

. 7k SHECIAZ(Virtual Hard Disk)Of|
CHEE EalA| =7 ME|M HE

VHD(Virtual Hard Disk)+ Citrix, VMware,
MS Hyper-V 7Pd3} £546l4] 27 ARG & )
= 7HI3E 3ol dEA]l 2F 7M Y=g 29
o]t

ol Aol AMd dlzzg 73t A FA

= dlojelell gk FAS A3 3t o8 7}
2 2AA 5 ARSIl Ed, HaEE A8E
A fds] A AARCE de AMEHZ Sle

VHD 23 dd$ A2 wE 6}%1 F3h=

5 7 e Eﬂl =},

Ax Sele Ao WelE Léﬁw Al A oA
de] AHgEw gle A e =780 AWt sk=
Hazag Az ek sheAdd dig A 13

HAES 23l sl laES 8 A8 3
7L (X 5)9} 2t
(% 5) EnCase Tool2 mount error &2lg $/st A3

&

T Bl
Citirx Xendesktop
Windows 7(.vhd)

EnCase v6.19.6 &
v7.03.01

Solution Name
Experiment VM OS

Test Tools FTK v4.1.0.165
X-ways Forensics
Mount Tool Mount Image Pro v4

FTK Imager 3.1.1.8

3.1 VM S8 &= (Dynamic allocation)

9] Aol A e AFA AE AdS
slod ~E2]|A] 7} Ao 2 % Windows 7 OS

lo 4o

7PdAl a3 o] (vhd) S B2 ARR &
sledt}, o]& NFS Virtual Storage?] AA A=
oA &eld 4= ¢l ¥ (Original) tl2= o]v|#]
o} 24 ARZ FZ% (Exported) tlaz o]n|A| &
tAto 2 $lellx] g8 Al 71| Test Tooldll 2H2t
neEE & o]F | gh(MD5) S Alitel gk,
a2 A= (% 6)3 g}

(Z 6) VHD 7t B{23 o|o|x| sH#gt(MD5) Aldt

Index EnCase FTK X—way
Forensics
Origin | €69289228 | C5F64F49C | C5F64F49C
VHD XXXXXXXXX

Export | 64C4D1298 | C5F64F49C | C5F64F49C
VHD

(£ 6)9 A3 Ao &
EnCase =7 AH3t 23 &3 5% VHD
tez olwA|e]  &Hgte] EAXAEIEY, o=
EnCase 77} VHD 3« =9S A& v}$-E3}
23}7] wji-olct. EnCase =7-9] vle-E olz] ¢

{

A
Q& 7] 318k} 3} 235 VHD t]4 o] A

thA] EnCase® vH&E g o]F talo]n <oy

| BE AEel Bgo s e e 4]

pa =N

File Name

MD3s

$TxfLog Containerd0000000000000000001

f3faflba0adce9sadced1a8848963612

$TxfLog Container00000000000000000001

39bbf66a82a1a00f40037180e7c6b5 2e

$TxfLog Containerd0000000000000000002

13ee8b616764e132294ec96fb3304726

$TxfLogContainer00000000000000000002

de7ca2e7able259cf4e0cbboe59f6fdc

DataStore.edb

d1ef2f277315ca67e1850a4a899%¢3a

pagefile.sys 1¢89f4647c7f0e86e6367d3dcafd3cd1

lqmgro.dat 37c72a33319b1444e006326 26353150
qmgri.dat 37c72a33319b1444e006326 253150
tmp.edb #460488b07156b74d2560385c5964720

Windows edb

16220eaec2e9a139cad5e52778ec8972

WA=

{6cced300-601-11de-8bed-001e0bed 1824 TxR O.regtrans-ms |8b36838f22¢0aae32¢1314a23b030bf5
(6cced300-6e01-11de-8bed-001e0bed 1824} TR 1regtrans-ms |01abS2af1237d9c22eedeb0esbba012d
{6cced300-6e01-11de-8bed-001e0bed 1824} TxR 2 regtrans-ms |6042552a8675884daf661a4a78026b41

(22! 6) EnCase7 Mount - Original VHD

File Name

MD3

$TxfLog Container00000000000000000001

f5f586879488d7c053592178¢a04905

$TxfLog Container0000C000000000000001

2ab99a1757fc21c4c25150623f016029

$TxfLog Container00000000000000000002

d1dd210d6b1312cb342b56d02bd5e651

$TxfLog Container00000000000000000002

f1c9645dbc14efddc7dBa322685126eb

DataStore.edb

23102aa3637630dd089d8ada5243bfe

pagefile.sys 81b9504ec32a5c2bae14f51392bfd135
lgmgro.dat 613cbe64727 cc52fd4bebsdabs 5b6706
amgri.dat 613cbe64727 cc52fd4bBb5dab5 56106
tmp.edb <76284f7164764a30030815008201398

(Windows.edb

c2d79f282079ac70f248e9c75319e55¢

(6cced300-6201-11de-8bed-001e0bcd1824}. TaR O.regtrans-ms [23d9d810740eed4c5a3f04c3293a8578
(6cced300-6201-11de-8bed-001e0bcd 1824} TxR L regirans-ms |5f363e0e58a95{06cbegbbee2csdibs
{6cced300-6e01-11de-8bed-001e0bcd1824). TxR 2.regirans-ms | 5f363e0e58a95f06cbedbbe662c5dfb6

(z2! 7) EnCase7 Mount - Export VHD
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rﬁ

7ol A" VM dolEe] #4244 153 dad 234 =72] AN A%

of

WER A 5, 2 dAA AR5 Els] Bl
Q3 =25 VHD 7 t]A3 o]u]#| 7_1[—71—‘,] e
AEZ gt s4ghe Ak A3k F 59127709
AEZ FelM (23 6)3 (23 T)eA —‘E Fe} 2
o], 137H2] ghalellA sf4lzte] 2ebxls &l 4 3l
st

AHA Q] Fels 9 F":], 9] 7 A Aol A] A
Wyl 13709 s ES se?] Export 715 At
43o] 24 PCE 7‘—. F%73 Pﬂ‘:}. 29 13709
el o4 Pagefile.sys FdS tates (29
817 (¥ 9)ol|lA Hi nie} 7o ] Hex Bytes® #]
A ArS kgl °E"J OffsetellA] A= t}

Feg M2 1e-¢ Fasiatt,

CAISE0ENENTY 00 0O 0D OO 00 OO 00 OO 00 60 00 00 OO 00 00 0O 00

S42800848020 ©0 00 00 00 00 13 00 59 0O A8 FF FT FT &r famx
SAIB0EATAI0 T BB 46 €D TE COD 0L 00 00 03 00 43 B 00 e
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