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Study on Availability Guarantee Mechanism on Smart Grid Networks:
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ABSTRACT

The recent power shortages due to surge in demand for electricity highlights the importance of smart grid technologies for
efficient use of power. The experimental content for vulnerability against availability of smart meter, an essential component
in smart grid networks, has been reported. Designing availability protection mechanism to boost the realization possibilities of
the secure smart grid is essential. In this paper, we propose a mechanism to detect the availability infringement attack for smart
meter and also to find anomaly nodes through analyzing smart grid structure and traffic patterns. The proposed detection
mechanism uses approximate entropy technique to decrease the detection load and increase the detection rate with few samples
and utilizes the signal information(CIR or RSSI, etc.) that the anomaly node can not be changed to find the anomaly nodes.
Finally simulation results of proposed method show that the detection performance and the feasibility.

Keywords: Availability Guarantee, Smart Grid, Smart Meter, Attack Detection, Anomaly Node Detection, Signal Information
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