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ABSTRACT

Smart grid is composed of variable domains including different systems, and different types of the access control are needed
in the multiple domain. Therefore, the access control model suitable for the smart grid environment is required to minimize
access control error and deny the unauthorized access. This paper introduce the access control requirements in the smart grid
environment and propose the access control model, SG-RBAC, satisfied with the requirements. SG-RBAC model imposes
constraints on the access right activation according to the user property, the role property, and the system property. It also
imposes constraints on the delegation and the inheritance of access right according to temporal/spatial information and a crisis
occurrence.

Keywords: Smart grid, Role based access control, RBAC
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