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ABSTRACT

Data stream mining is a technique to obtain the useful information by analyzing the data generated in real time. In data
stream mining technology, frequent itemset mining is a method to find the frequent itemset while data is transmitting, and
these itemsets are used for the purpose of pattern analyze and marketing in various fields. Existing techniques of finding
frequent itemset mining are having problems when a malicious attacker sniffing the data, it reveals data provider’s real-time
information. These problems can be solved by using a method of inserting dummy data. By using this method, a attacker
cannot distinguish the original data from the transmitting data. In this paper, we propose a method for privacy preserving
frequent itemset mining by using the technique of inserting dummy data. In addition, the proposed method is effective in terms

of calculation because it does not require encryption technology or other mathematical operations.
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item algorithm)

UpdateCounters (z, trans, c[0,...,log,m])
If(trans= insertion) then
d=1
else
d=1
clo] =clo] +4d
for j=1 to logym
cljl= clj] + (bit (z,5) < d)

FindMajority (c[0, ...,logym])
r=0,t=1
for j=1 to logym do
if (clj] >¢l0]/2) then

r=x+t
t=2Xt
return x

TE A= wldolt}, trans+ ool €le] Frte} AHA|E
YR | bit(z,9) = o8 2352 JePAS o] A
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ol h ()= otol®l x5 dE o8 AT Ao
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(% 2)9 Proccessltem(z, trans, T, W)ellA A}
45+ UpdateCounters (. tt, clil[, (z)])-= =k
g ofol €l 27| daeE|Fell A Algsh= AR AR



HH B 53] =g

(2013. 6) 387

(£ 2) koKl glrets &7| 425

Initialize (7; W)

n=0

for i=1+to T
for j=0 to W—1

for k=0 to log,m
clilljllk]= 0

alil =Random(0, P—1)
bli] =Random (0, P—1)

Proccessltem (x,trans, T, W)
[f(trans == insertion) then
n=n+1
else
n=n—1
for i=1to T
UpdateCounters (z,trans, clil[h, (z)])

GroupTest (7, W; k, c[][]1])
for i=1to T
for j=0 to W—1
r=1,t=n/(k+1),2=0
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p=cldlljlli], ¢= clil[j]l0] —
if (p<tAg<t)V(p>tAg>t))
then skip to next value of ¢

else if (p>t) then

r=x+r
r=2Xr
output x
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TR 12 Y2 dolElel tir] vloleE AFEE e
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(# 3) o] clojg &) 2u2|F (E 4) 49 "=
Input s, U, V; z[], trans|] H 5 H @
Output : z'[], trans’[] A dole 9 198
Dummylnsert (s, U, V; z[], trans[]) ool &l 4=(m)
(=0 NS 9B
¢ U T
for i=1 to s dlolele] AA A4 10,000
I=1+1
Wyl SR ¥
2 [1] = z[i], trans’[l] = trans|i] U = seelE (F) 8
select randomly = in V 1%l A$3h= 10
if (r==0) then A8 dlolE] 4 (s)
skip to next value of i RN WA wEE AR 2 7)
else A DEE AR SN 6
for j=1to r
I=1+1 ¢ A A AREEE FH(P) 19

select randomly y in U
select randomly ¢t in 0 or 1
' [ll =y, trans'[I] = tt
End for
End if
End for
End Dummylnsert
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dows 7% A& 3}sic).

Agrsle 712 AES B3l sHA, AEA, 58
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EolA] o dlo]glelx] sl ofgich 1A
o] 714 ] ZefolMAl #M (PL(Privacy Level)) & R Input = X{], X'[], Zrans(], Trans'[]
= Ho|e & ifs}m ojr] o]l & elviuize] g Output : de P 0
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