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ABSTRACT

Widespread use of smartphones and wireless LAN accompany a threat called rogue AP. When a user connects to a rogue
AP, the rogue AP can mount the man-in-the-middle attack against the user, so it can easily acquire user’s private information.
Many researches have been conducted on how to detect a various kinds of rogue APs, and in this paper, we are going to
propose an algorithm to identify and detect a rogue AP that impersonates a regular AP by showing a regular AP’s SSID and
connecting to a regular AP. User is deceived easily because the rogue AP’s SSID looks the same as that of a regular AP. To
detect this type of rogue APs, we use a machine learning algorithm called SVM(Support Vector Machine). Our algorithm
detects rogue APs with more than 90% accuracy, and also adjusts automatically detection criteria. We show the performance
of our algorithm by experiments.
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