479
Journal of The Korea Institute of Information Security & Cryptology(JKIISC) ISSN 1598-3986(Print)
VOL.23, NO.3, June 2013 ISSN 2288-2715(0nline)

http://dx.doi.org/10.13089/JKIISC.2013.23.3.479

Qk=Zo|= S|k mrld Tt S5 A6l ik o[HIE

Android based Mobile Device Rooting Attack Detection and Response
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ABSTRACT

Recently, the number of attacks by malicious application has significantly increased, targeting Android-platform mobile
terminal such as Samsung Galaxy Note and Galaxy Tab 10.1. The malicious application can be distributed to currently used
mobile devices through open market masquerading as an normal application. An attacker inserts malicious code into an
application, which might threaten privacy by rooting attack. Once the rooting attack is successful, malicious code can collect
and steal private data stored in mobile terminal, for example, SMS messages, contacts list, and public key certificate for
banking. To protect the private information from the malicious attack, malicious code detection, rooting attack detection and
countermeasure method are required. To meet this end, this paper investigates rooting attack mechanism for Android-platform
mobile terminal. Based on that, this paper proposes countermeasure system that enables to extract and collect events related to
attacks occurring from mobile terminal, which contributes to active protection from malicious attacks.
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