617

Journal of The Korea Institute of Information Security & Cryptology(JKIISC) ISSN 1598-3986(Print)
VOL.23, NO.4, August 2013 ISSN 2288-2715(0nline)
http://dx.doi.org/10.13089/JKIISC.2013.23.4.617

221 0|83 Qelo] 4 349 WA

AE ST T EeE
e Eh

Detecting a Relay Attack with a Background Noise*
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ABSTRACT

Wireless communication technology such as NFC and RFID makes the data transfer between devices much easier. Instead
of the irksome typing of passwords, users are able to simply authenticate themselves with their smart cards or smartphones.
Relay attack, however, threatens the security of token-based, something-you-have authentication recently. It efficiently attacks
the authentication system even if the system has secure channels, and moreover it is easy to deploy. Distance bounding or
localization of two devices has been proposed to detect relay attacks. We describe the disadvantages and weakness of existing
methods and propose a new way to detect relay attacks by recording a background noise.

Keywords: Authentication, Man-in-the-middle Attack, Relay Attack, NFC, Audio Fingerprinting
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aiting for a prover...
Recoding time: 3.52 s
Analying time: 2.36 s
Nonces (sent / received): 695026269 / 695026269
Matches: 102, Sound check time: 1.76 5
Authentication time: 12.10 s
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aiting for a prover...
Recoding time: 1.30 s
Analying time: 0.83 s
[Nonces (sent / received): 465734628 / 465734628
IMatches: 101, Sound check time: 2.13 s
Authentication time: 5.30 s
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Additional sounds (with background noise)
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Additional sounds (without background noise)
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