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ABSTRACT

Smart grid is a network of computers and power infrastructure that monitor and manage energy usage efficiently. Recently,
the smart grid demonstration projects around the world, including the United States, Europe, Japan, and the technology being
developed. The protection of the many components of the grid against cyber-threats has always been critical, but the recent
Smart grid has been threatened by a variety of cyber and physical attacks. We model and analyze advanced metering
infrastructure(AMI) in smart grid. Using attack countermeasure tree(ACT) we show qualitative and probabilistic security
analysis of AMI. We implement using SHARPE(Symbolic Hierarchical Automated Reliability and Performance Evaluator) tool
and calculate probability, ROA, ROI, Structure Importance, Birnbaum Importance.
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