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A research for partition recovery method in a forensic perspective®
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ABSTRACT

As the capacity of storage devices becomes larger, most users divide them into several logical partitions for convenience
of storing and controlling data. Therefore, recovering partitions stably which are artificially hidden or damaged is the most
important issue in the perspective of digital forensic.

This research suggests partition recovery algorithm that makes stable and effective analysis using characteristics of each file
system. This algorithm is available when partition is not distinguishable due to concealment of partition or damage in partition
area.
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5 AHA FAT32 56605976 2.00 GB =4 -

6 AHA FAT16 60804296 2.00 GB A -

7 AHA FAT16 64988336 2.00 GB pat -

8 AHA NTEFS 69172376 2.00 GB =3 -
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A EAA B BRbdew 28 d 4 ole
1eEe BRI uhiel] was] BPRE 418 71E
o ETETE B Aolr} ot
[ 6)& & =iold] A Lol Foz Aue
s} /19l 75 A9 AAE SE Fol 2

°] *ZH?FM o] Bl E g A4S $l8)A
= "3 EA8kE 2E VBRY A4S 58 dEA
7} ol tAE xalA] 3] &
kg VBR AR F5 &l 3} Alx" AS VM
FeAd A 59 755l ez

AAZ (£ 6)9 A8 A= VBRY F5 =
el Alzg] A%, VM el A4 55 F3ke] )

E o]v]A] Wl Exlidt= 870 FelAdel gt 1674
9] VBR% B AAEg]en 1 F, VBR AR
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Hol F3 9lrd. Hbd  Partition Recovery<}
TestDisk: &3k S-S H3 °H—rz] 137] &
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©,
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Name Frrrm gl THen [ cotcgay
] Volume Slack  NIFS: 20948703, Baokmrk Start: 0725764608, Bookmark Sector: 20848759 4996 Eniny_ Unknown
] Unused Disk Ares | NIFSi 31455763, Baokmark starts 0725753752, Gookmark Sectors 20946516 | 32,223,936,000 Enty Unknown
] Unused Disk Ares | NTFS: 20948595, Baokmark start: 1065980928, Bookrmark Sector: 35285119 | 32,223,936,000 Eny Unknown
=] unused sk Aves | FAT: 0, Bookmark starts 19702935046, Bookmark Sector 33402295 32,223,936,000 Entry  Unknonn
=] Unuseq Disk Ares | PAT: 2037152, Bookma Sart 18702935552, Booknark Sector: 46229 | 32,223,836,000 Enty Unknonn
5] Unused Disk Area | FAT: 223684, Bookmark Start: 19702937088, Bookmark Sector; 35482299 32,223936,000 Eny Unknonn
=] Unused Disk Aves | PAT: 2037152, Bookmart Sart 19702957600, Bookrmark Sectori 6462300 | 32,223,936,000 Enty Unknown
=] Unused Disk Ares | NTFS; 20948556, Bookmark Stat: 2563829292, Bookmark Sector: S007479L | 32,223,936,000 Entry Unknovn
=] unused Dk Aves | NIFS 31455763, Bookmark starts 653299069, Gookark Sectar 52407599 | 32,223,996,000 Enty Unknovin
=] Unuseq Disk Ares | PAT: 4135264, Bookmart Sart: 26832715872, Booknmark Sectors 52407656 | 32,223,836,000 Enty Unknonn
] Unuscd Disk Area | FAT: 413325, Bookmark Sart: 26837722944, Bookmark Sector: 52407662 | 32,223336,000 Enty Unknonn
=] Unused Disk Ares | FAT: 4136264, Bookmat: Sart: 26962255712, Bookrmark Sectors 0505976 32,223,9%6,000 Enty Unknon
=] Unused Disk Ares | FAT: 198266, Bookmart: Start: 26982262784, Bookmar Sector: 6605982 | 32,223,936,000 Enty Unknown
] unused Dk Aves | NIFS; 4196253, Boakmart Stark 35416256512, BaOkmrk Secton 69172376 32,223,996,000 Enty Unknovin
[ unused Disk Area_NTES: 4195263, Bookmark Start: 7565767165, Bookmark Sector: 73370639 32,275,936,000 Entry _Unknown
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664 £ el el 27 e B AT

(£ 6) BHIAE o|o|X|E S& 2 =79 dxZn

=71 No | #l e A AHAE] EEI7] | SEe | Skl | A H|aL SolAte)
1 | A% | NTFS 56 9.99GB - ~ [2013/05/13 -
2 | A4 | NTFS - - %% - - -
3 | 2l | NTFS | 20948816 | 15.00GB - — [2013/05/13
4 | A4l | NTFS | 35285119 | 9.98GB - - - VMEA
5 | A4 | NTFS - - 3 - - VM A
6 | At | NTFS - - 2 - - -
7 | AFAl | FAT32 | 52407656 | 2.00GB - - . -
Aok 8 | A4 | FAT32 - - Z% - - - VBR A}
232z [ 9 | A | FAT32 | 56605976 | 2.00GB - =4 - - ek 25 Az
10 | A | FAT32 - - = | &% - -
11 | 44l | FAT16 | 60804296 | 2.00GB - - - -
12 | 2K | FATI6 - - Z% - - -
13 | 44l | FAT16 | 64988336 | 2.00GB - &4 - -
14 | 2K | FATI6 - - 2 | & - -
15 | ~k | NTFS | 69172376 | 2.00GB - &4 - -
16 | ~H | NTFS - - 2 | & - -
1 | 24 | NTFS 56 9.99GB - - . -
2 | Al | NTFS | 20948816 | 15.00GB - - - - VM sheA
RaseUS | 3 | #H | FAT32 | 52407656 | 2.00GB - - . - ey
Partition | 4 | M | FAT32 | 56605976 | 2.00GB - - - Eafef ot
Recovery | 5 | 2k | FAT16 | 60804296 | 2.00GB - - - - 2ol A
6 | A4 | FATI6 | 64988336 | 2.00GB . B . Sgelreg | R
7 | A4 | NTFS | 69172376 | 2.00GB - - - Eapei ot
1 | 24 | NTFS 56 9.99GB - - - -
2 | A | NTFS | 20948816 | 15.00GB - - - -
3 | 4l | FAT32 | 52407656 | 2.00GB - - — -
gf:ﬁ 4 | A4 | FAT32 | 56605976 | 2.00GB - - - Aol 28 VM shelA vl
5 | 2l | FATI6 | 60804296 | 2.00GB - . - -
6 | Al | FATI6 | 64988336 | 2.00GB - - - Eafef ot
7 | Al | NTFS | 69172376 | 2.00GB - - - Eapef ot
1 | 4 | NTFS - - - - - F5ofyule
2 | 2 | NTFS | 20948816 | 15.00GB - - - -
3 | Al | NTFS | 35285119 | 9.98GB - - . VMed ¥ulet
4 | A4 | FAT - - - - .
5 | 24l | FAT - - - - - VM Pagefile Selx
6 | M | Far | SR I R N EL R Bty
7 | A4 | FAT - - B B —
EnCase 8 AHAl | NTEFS - - - - - %%\Qﬁu]% A_Afi‘bl.; ey
9 | 4 | NTFS - - - - - FEofynle
10 | A4 | FAT | 60804296 | 2.00GB | - - - egoiregr |FATI6 FATI2
11 | A FAT - - - - Z Fmojunler T b
12 | 24 | FAT | 64988336 | 2.00GB - - - Eafef ot
13 ALA FAT - - - - - FEo gt
14 | A | NTFS | 69172376 | 2.00GB - - - Eafef ot
15 ALA NTFS - - - - FE g
Yol Ak A ~"E 257 8= 2 T BE S-S Bsle] B1E gte)Ad Ao £
A g Holx BAslof sl = 9lch A= A ER stF 9] gl #4o] 7153l =S
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(1) Master boot record, http://en.wikipedia.
org/wiki/Master_boot_record.
(2)  Volume boot record, http://en.wikipedia.

—
=

org/wiki/Volume_Boot_Record.

Kevin D. Fairbanks, “An analysis of EXT4
for digital forensics,” Digital Investigation,
vol. 9, pp. 118-130, Aug. 2012.

EaseUS, http://www.easeus.com/parti-
tion-recovery.

TestDisk, http://www.cgsecurity.org/
wiki/TestDisk.

Guidance Software homepage, http://
www.guidancesoftware.com.

Brian Carrier, ‘File System Forensic
Analysis,” Addison-Wesley Professional,
22 March 2005.
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