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ABSTRACT

Virtualization obfuscation makes hard to analyze the code by applying virtualization to code section. Protected code by
common used virtualization obfuscation technique has become known that it doesn’t have restored point and also it is hard to
analyze. However, it is abused to protect malware recently. So, It is been hard to analyze and take action for malware.

Therefore, this paper’s purpose is analyze and take action for protected malware by virtualization obfuscation technique
through implement tool which can extract virtualization structure automatically and trace execution process. Hence, basic
structure and operation process of virtualization obfuscation technique will be handled and analysis result of protected malware
by virtualization obfuscation utilized Equation Reasoning System, one kind of program analysis. Also, we implement automatic
analysis tool, extract virtualization structure from protected executable file by virtualization obfuscation technique and deduct

program’s execution sequence.
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(TEMU, Vine 52| 22 E9|of MR FE U EM FE - TR H HEE Sy
F7H 8K 2F) v A58 AE 4@ B =5 S HOIEH =& Y 7IUAS
(I8 9) e XA3E 24 TToIM H3sts FE
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- 0x00434d14
-
0%004c036d s \ 533 23
Elg >< e aa
0x0043e5f7
0x00431b65 |/ 0x0043d83c
164 Lings 01| M3
(28 H3)
k 0x00439793
0x004c0546
0x00438ee2| 0x0043afa2
13 4@
@ @ (303Hm| uzH)
————————————————— Basic Information --------—----- ------------- > Main Handler Code --------—------- 0x00401084
File Size : 155424 Lines 0x0043254d lods %ds:(%esi),%al
Start Address of VM Code : 0x004c036d 0x0043254e push %ecx
End Address of VM Code : 0x004c0546 0x0043254f push %ebx
Start Address of Main Handler : 0x0043254d -
End Address of Main Handler : 0x00438ee2 0x00432865 jmp 0x00438ee2
Size of Main Handler : 164 Lines 0x00438ee2 jl'l'lp *(%6edi,%eax.4)
-------- @ The Number of Handler Execution -----------
0x00434d14 0x0043e5f7:53
0x0043d23c 0x00429793: 01 Control Flow of VM Handlers
Index VMHandler HandlerTable VMCodeAddr VMCode
0x0043c3d0 0x00433f2b: 1 i I
0x0043afa2 0x00401084:1 1 0x00434d14 0x00431b65 0x004c036d 0x0000008e
2 0x0043d83c 0x00431c69 0x004c036f 0x000000f5
The number of Total execution: 303
The number of Handler: 20 303 0x0043afa2  0x00431bcl  O0x004c0546 O0x000000ae
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_ ~Handler [0x00434d14]

M: Memory
R: Register
I: Immediate Value

J: Jump Address @MLK 37| (1H}O|E)

H 1-1:434d14: lods 9ds:(%esi),%al
H1-2:434d15: jmp  (x0043cbfc
H 1-3 : 43cbfc: push  $0xc7f

rol'
nin
]
\\ I:u

0x00434d14
533] 4%

(LEHRY 238)
0x0043e5f7 2

H1-114 : 43e5f1: mov  %edi,(%esp)
H 1-115: 43e5f4: mov %eax (%6esp)
————— H1-116: 43e5f7: jmp 0x0043254d
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0x004c036e[0x000000191]|CR)  R@al[0X00000019][1](CW)
0x00000000[0x00007eeT][ATR)
I@0x00000000[0x00000c711[4](R) M@mmzfedqmooooaﬂ[?]w
R@edil0x004319C5114](R) M@mmzfed [0x004319¢5] W)
R@eax[0x004319¢5][4](R)  M@0x0012fed ATOROUAITOCS14]1(W)
J@0x00000000[0xFHF2f56][4] (R R: Read
W: Write
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