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ABSTRACT

Security vulnerability quantification is the method that identify potential vulnerabilities by scoring vulnerabilities themselves
and their countermeasures. However, due to the structural feature of smart grid system, it is difficult to apply existing security
threat evaluation schemes. In this paper, we propose a network model to evaluate smartgrid security threat for AMI and derive
attack scenarios. Additionally, we show that the result of security threat evaluation for proposed network model and attack

scenario by applying MTTC scheme.
Keywords: Smartgrid, Security Threat Evaluation, CVSS, MTTC, AMI
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1 Introduction
2 Glossary of Terms
Data and Communication Security
- Profiles Including TCP IP
Data and Communication Security
- Profile Including MMS
Data and Communication Security
5 - Security for IEC 60870 and
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Data and Communication Security

6 - Security for IEC 61850 Peer-to-Peer
Profiles
End-to-End Security Requirements
7 - Security through Network and

System management
End-to-End Security Requirements
8 - Role-based Access Control for

Power System management
End-to-End Security Requirements

9 - Key Management
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CVSS(Common Vulnerability Scoring Sys-
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