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Algre] ZijlE F g glo] 717] H AMEES AET W(cellular network) 2.2 e173}e] olAl] oft] A} vhakgk A
H|AE AFshe= MTC(Machine Type Communications)® 2Rt E419] FQ olr2 wasw glrl. AA),
t}e] MTC ©hEo] X140 v A%ate] 1 sbd 2t MTC 2eES E"/]ﬁ" A A% Aas Fdsof |
t}. o]2 <18 LTE-Advanced WEHZAA 915 A 19 (authentication signaling) &% (congestion)}
F3koverload) ] wA7F of7] ¥}, # =1 1F 7]“*% A5 Z2EF 7] He] Z2EFES AR, 1§ @
AE MTC &S fesy] 98 Atels Z2EFL 1F 2t (leader) & AE3taL, oite] 2o (core
network) @8] Q1] Fofghr}. qlFe] hE¥ F, 1§ ?/M—L‘ o]zl E2] (binary tree)E 733kl YA F+A44
(member) 3 MME (Mobility Management Entity) & #2]3t}. nix|ge g Aok 22 &3 B4-2 Agsle
I EZ] MTC w53 Zo] W AlojdlA BAEE QIS Aad3E F99F 4 g ¥4 ohe} 5840 =
MTC @#ES 3=g 5 3lSs HojFrh

ABSTRACT

MTC(Machine Type Communications), providing a variety of services anytime and anywhere by connecting the cellular
network to the machine and things without human intervention, is being considered as a major challenge of the next-generation
communications. Currently, When a massive MTC devices simultaneously connect to the network, each MTC device needs an
independent access authentication process. Because of this process, authentication signaling congestion and overload problems
will cause in LTE-Advanced. In this paper, we propose a group-based authentication protocol and a key management protocol.
For managing the MTC devices as group units, the proposed protocol elects a group leader and authentications only once with
the core network. After the authentication is completed, a group leader manages the rest members and MME(Mobility
Management Entity) by constructing a binary tree. Finally, the propose protocol analysis show that the proposed protocol not
only can reduces the authentication signaling which generated in between the MTC devices and the core network but also can
manages the MTC devices, efficiently.

Keywords: machine type communications (MTC), 3GPP authentication and key agreement (AKA), long term evolution-advanced
(LTE-Advanced), group key management
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bility Management entity)¢} S-GW(Serving
Gateway):= 7tz Azads  E#¥(signaling
traffic)® AR8AF  dlole  E#¥(user data
traffic)& ARt MME7F Buls Aladae
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MTC d
Me Tc ev1ce < M.1
Leader

ME M.3 >
¢ M4 HSS

TSK —> TSK %
M.1. <Py,P,.;>
M.2. <IMSL,TR,T>
M.3. <IMSL,SN-ID,Ryne, TR, T>
M.4. <Ry, S,Hs>
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M.6. <Hu',ENCyz>
M.7. Result
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o H ={0.1} —E,(a,b)
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® Ry = RAND, 1
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