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ABSTRACT

It is hard to extract original data from encrypted data before getting the password in encrypted data with disk encryption
software. This encryption key of disk encryption software can be extract by using physical memory analysis. Searching
encryption key time in the physical memory increases with the size of memory because it is intended for whole memory. But
physical memory data includes a lot of data that is unrelated to encryption keys like system kernel objects and file data.
Therefore, it needs the method that extracts valid data for searching keys by analysis. We provide a method that collect only
saved memory parts of disk encrypting keys in physical memory by analyzing Windows kernel virtual address space. We
demonstrate superiority because the suggested method experimentally reduces more of the encryption key searching space than
the existing method.
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