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ABSTRACT

With the growing use of smartphones, many secure applications are performed on smartphones such as banking, payment,
authentication. To provide security services, cryptographic algorithms are performed on smartphones’ CPU. However,
smartphone’s CPU has no considerations against side-channel attacks including Electromagnetic Analysis (EMA). In DesignCon
2012, G. Kenworthy introduced the risk of cryptographic algorithms operated on smartphone against EMA. In this paper, using
improved experimental setups, we performed EMA experiments on androin smartphones’ commercial secure applications. As a
result, we show that the weakness of real application. According to the experimental setups, we picked up the operation of
w-NAF scalar multiplication from the operation of Google’s Play Store application using radiated EM signal. Also, we
distinguished scalar values (0 or not) of w-NAF scalar multiplication.

Keywords: Smartphone, Electromagnetic Analysis, SSL, ECC
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Fig.2. EM Trace of RSA Algorithm
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Table 1. Specifications of Target Smartphones &
Experimental Settings

0S Spectrum analyzer
Type cE ver. settings
Single - $AFI4 0 12.96MHz
(a) 2.2 RBW : 360KHz
p82MHz VBW : 51KHz
Dual - AT 34.96MHz
(b) 2.3 RBW : 8MHz
T20MHz VBW : 30KHz
Sinele - 4594 1 19.81MHz
(© | 2GgH 4.0 | RBW : 8MHz
Lz VBW : 30KHz
Dual - AT 0 15.83MHz
(d) 1 5GHz 4.0 RBW @ 300KHz
’ VBW : 4.3KHz
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Fig.5. EM traces of RSA Algorithm from Four
Types of Smartphones
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Table 2. Parameters of 4-NAF Scalar Multiplica-
tion Algorithm

i A5k
FFFFFFFF000000010000000000000
P 00000000000FFFFFFFFFFFFFFFF
FFFFFFFF
Secret

TEF44D1F6D09807B102CD054B073
, A2638972A95DD28AASFAEDAEGES
(binary | 99p36DA51

form)

key

70000(-1)0000005000005000700000
(-1)0007000(-3)0001000(-7)000(-7)0
Secret 0010007000(-5)000010000000100007
000300000500000(-3)0003000007000
key 3000050001000(-5)0000100003000(-1)
(4-NAF | 000500000(-3)000(-3)000(-5)000(-1)
form) 0007000100000500050001000(-1)000
0(-5)000(-1)000070000(-7)00000700
007000(-5)000(-3)000(-3)00000000(-7)
00005000(-5)000003001
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