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ABSTRACT

There has been an explosive increase in the population of OSN(online social network) for 10 years. OSN provides users
with many opportunities to have communication among friends, families and goes so far as to make relationships among
unknown people having similar belief or interest. However, OSN also produced adverse effects such as privacy breaches,
leaking uncontrolled information or disseminating false information. Access control models such as MAC, DAC, RBAC are
applied to the OSN to control those problems but those models in OSN are not fit in dynamic OSN environment because
user’s acts in OSN are unpredictable and static access control imposes burden on users to change access control rules one by
one. This paper proposes the dynamic trust-based access control to solve the problems of traditional static access control in
OSN.
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Table 1. Security threats related with trust in OSN
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Table 2. Comparison the proposed dynamic trust access control model to previous access control models in OSN
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Table 3. Trust evaluation factors through OSN services
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