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ABSTRACT

Smartphones are rapidly growing because of easy installation of the apps (application software) that users actually want.
There are increasingly many apps that require cryptographic suites to be installed, for instance, for protecting account and
financial data. Android platform provides protection mechanisms for memory and storage based on Linux kernel, but they are
vulnerable to rooting attacks. In this paper, we analyze security mechanisms of Android platform and point out security
problems. We show the security vulnerabilities of several commercial apps and suggest appropriate countermeasures.
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Fig.3. Decrypting user’s password
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