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ABSTRACT

The market share of smartphones has been increasing more and more at the recent mobile market and smart devices and
applications that are based on a variety of operating systems has been released. Given this reality, the importance of smart
devices analysis is coming to the fore and the most important thing is to minimize data corruption when extracting data from
the device in order to analyze user behavior.

In this paper, we compare and analyze the area-specific changes that are the file system of collected image after obtaining
root privileges on the Android OS and iOS based devices, and then propose the most efficient method to obtain root privileges.

Keywords: Digital Forensics, Smartphone Forensics, Android Forensics, iOS Forensics, Data Acquisition
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Fig.1. Program for Flashing Boot Image
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cending ‘kernel’ (15368 KB)>...
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uriting ‘kernel’ ...

OKAY [ 1.981s1]
finizhed. total time: 9._726s

Fig.2. Flashing Using Fastboot Protocol

# mount

mount

rootfs ~ rootfs ro.relatime B B

tmpfs sdev tmpfs rw.relatime.mode=111 8 @

devpts sdevspts devpts ru.relatime.mode=680 B 8
proc Aproc proc ru.relatime 8 B

sysfs s/sys sysfs pu.relatime B @

tmpfs stmp tmpfs ru.relatime.mode=755 B @
sdevsblock/mmcbhlkBp24 ssystem extd vw.nodev.noatime
sdevsblock/mmchlkBp26 scache ext4 ru.nodev.noatime.

Fig.3. Mount Information (Galaxy Note)
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—sh-4.6# df

Filesystem 1K-blocks Used Available Usex Hounted on
sdev/mdB@ 16684 15148 1386 92x -

devfs 31 31 8 186x sdev

Fig.4. Mount Information (iPhone 4)
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Table 1. Partition Information (Galaxy Note)
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Table 2. Compare The Hash Value of The Data
Partition Image

Count MD5

1 F9394A20EF843EAT04F9A48222F8E861
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Table 3. Compare Hash Values by Block 107.34MB7} WA¥ 7S galdt & glslt}. o37]4]
Bl Ew ve}do]E oﬂoﬂ% 130_1_5_'1 0303%413
Filename Before (MD5) After (MD5) = wekeE % pel 94_ ° '
o= ghlel ulol= g WYL o] gahalct
Block  |F4DO0I16E0TCBBA29D | 09793ED73DC1(28474
Descriptors | C8753BDDCY09410A | 5346EFS3CE5EIC
1 5 = H O, 3 3 u)
Group | 640DICD2A6EICFAT | FAAOAA364733D902E A AR A SR S A el su B
Descriptors | SFE3C49256E949DA | A220009D94BE370 busybox ®le]UE], ‘Superuser.apk & A3}
Extent |56BIAFF51BB2AAAG | 56B1AFF51BB2AAAG = dhgeldd eolEer Hpge AlaEl FEA
Blocks | BCSBAR695BD3FIAB | BCSBAR695BD3FIAB Superusergls ojZa|7]o]do] A E WA AR}
Volume | 405D75BC5F651D4SF | ABSSFO420F29D89BA Holel7F A5l dlole] ShelAdo] Table 5.9 70|
s [HME SO0 | s A e 21 5
3 A o Oh:l HE] o
Inode BItmap| ) ppp vpost100BIDE| AIF9ABTIFGS5IABS A4 HL AL 717 L]] O]L == :ﬂm} Taz’lj}
7 o Al A o A = o B
Inode Tabje | A9F84TEBADDBESSOB |0DT048504312FT099ET 6Jj O] 12 Lf ]CL‘JF ﬂ;’ =12k el o
1ode 2abIe 1 195162B430R63E3 | 4B6DERGATFARR HE AL geldt Qi Aoz A4 2w
Journal Avea | (AVECDD2ETISFIA | 8820F22523825171361 745l =kl 23,479,5868 01 E Afo]== Table 4.9
OuInal AT 9713603631290070C | F33437EASORGE sht) oo WMAE Afo]=e} Eeolsir).
Allocated | 0CSDFGAACIF06189 | 45B6D0912B1704719F
Clusters | 19AEESFO403F2BE5 |  F62EFA2DA3A023 Table 5. Generated File Information
Unallocated | 3575BASDOCACG9AD | F095992DBTDTDIORE
Clusters | 76950117BFECET95 | 22338CE19E443C2 =5 Abel= (bytes) D
cache ot 5.05MB (5,304,194) 6
‘ : 47] 319 (apk, dex)|10.1MB(10,603,675)| 5
o
= E1F2ACABD618994OCE‘7O]?CB22EF€51‘EC84 RECECRT 41.9KB (42.195) 8
v]az dlole] A3} oS Felatglw, 253 o] DB 9 200KB (205.600) 3
A% extd FAA 28 BEW g 2a)g ofS v b Total 15.4MB(16,155,664) | 22

oE] A 22 84

# wlaskeich. 43 Table

3.7 #e] Extent Blockse A€ ZE EE59]

Wt = s eld

it

Table 4.9} 7Fe] A 2GB2| dlole] ]

A1
wetelole] jof 9 58KB, A¥ 3 3.54MB, &3
de] 22.39MB, H|¥F o] 81.39MBE w3

4}

Table 4. Byte-by-Byte Comparison

Table 6. Changed File Information

Filename Match Difference
Block
Descriptors 24.537 39
Group
Descriptors 24.556 20
Extent Blocks 569,344 -
Volume Bitmap 69,185 447
Inode Bitmap 69,595 37
Inode Table 33,622,979 9,277
3.54MB
Journal Area | 29,866,732 (3.720 468)
Allocated 22.39MB
Clusters 121,541,702 (23,479,586)
Unallocated 1.854,665,0 81.39MB
Clusters 24 (85.348,032)
Total 2,040,453.6 107.34MB
@ 54 (112,557,906)

5 Alo]= (bytes) |kl Al
cache ¥ 130.9KB (134,042) 17
Alz®l 2 (txt) 3.06MB (3,216,255) 11
DB 3.3MB (3,543,040) 19
App 7 (log, xml §)| 420.4KB (430,585) 20
Total 6.9MB (7,323,922) 67
5.2 i0S
2 WA, DFU REofA ez HEX~EN 1
Aoz e 4 Ad S R A9 D5y
°2 dolg e 13.5GBE #&3 A3, A7
H 147 182 A= 2850 o] #4L 5d 1t
& F3sle] o|nRE FE3HS A5 Table 7.3
o] ot a4l ghol Bskeh AL Bl 4 9l
3L, 7|4 AL oluAE BlaL dHo[e] AR Al4-3]
ek
o, B B o 43je] FE AR U535

wer 353 doly e olvA
‘E5002BF3A9D0B971F5B60320305780DF &
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H]_,TL dolg] Al o}EL Felslela, %3 o]n]x] Table 9. Byte-by-Byte Comparison
] ] LL ] )
= HFS+ SdAsg] =542 —"‘j’]ﬁ‘} o vla | Filename Match Difference
OlEi A E=4 A 3 wlasisict. 243 Table $Attributes 10,816,721 717.615
8.7} %] journal_info_blocks #|¢]g 2E &5 $Bitmap 226,294 3.082
%%Zf%r;t\s 5.242.751 129
Table 7. Compare The Hash Value of The Data $Volume 8171 921
Partition Image Header '
) 4.66MB
Count MD5 Jjournal 3,497,857 (4.890.751)
1 | 2405CA04AB255C0EC822260568024492 Jjournal_info_bl 8192 ]
2 | 2405CA04AB255C0EC822260568024492 AH‘)th Z : 66 EAME
ocate .
3 2405CA04AB255C0EC822260568024492 Clusters 1,668,859,779 (174.634.661)
4 | 2405CA04AB255C0EC822260568024492 Unallocated | {5 ey oy 11.64GB
5 | 2405CA04AB255COEC822260568024492 Clusters o (12,501,025,052)
11.81GB
Total 1,837,999,070 (12.682.254.922)

Table 8. Compare Hash Values by Block

Filename Before (MD5) After (MD5) Table 10.3} #o] A|xd] sjdo} 2+ 27 ¥
Sattributes | SDUDFAABIOS31A2 | 99ADOFDTEFESBCE o = 9.29MB (9,743,828)7} WAEE A& &4
IFFAI4FADEA92A8 | FR24528ABIBAA004 & 2 gloldh Andoz AN sl @ WA 3
Bitmap | VAISOBSO23STER2EG | 9271BA209F B5EDE2 o] 174.634.661n}]E Abo] = Table 9.9] s
P | FB345ATD4BCODI | 0GR5SROAFATII3D c3olo 4] AT Alo]ze} Eelstc
[} 1ot — o) .
CCatalog | FFDT2ETBESBI884SC | SBAAOBF101E3226R2
€ | A38C67DE3BFDGR0 | 4BDEAF9981DI92F _ _
SHxtents | ECSFF3099B0455DAB | E5639C366657294596 Table 10. Changed File Information
Overflow | AIS5AFFT0CC429C | COBDO1BS3OF50E ) o= (Bytes T s
$Volume | AD5D543D3CEGRI3F | 50D7AC3FC22F214CD —
he s}l |8.06MB (8.454,152)| 103
Header | C2BA9IDSSF3IADY | 58430B07804496F }]A;z: (erl. T 9KB( on 825)) =
el | DOABICR0424035D0 | ATS0TET22A9845DF - - :
JOUNaL | (37R9RARSCSARSDG | SCIEIF44686F0DS DB =< 504KB (516.096) 3
journal_info_b | C6AC16326A3DSC2B | C6AC16326A3DSC2B App 74 (log 5) | 52.49KB (53.755) 6
lok | EEF429BABD2A03AT | EEFA29BABD2AOSAT Total 9.29MB (9,743.828)| 182
Allocated | 47CCA371B3DFS96F0 | FT30ATFIC248C2F4B
Clusters | DCEIEBIA3979A%9 | D85C535795156BF A A A opelaleld xeh A o
Unallocated | C8C282B620C065361 | 740B5FDDD61RR52D o a1 ol slo] S Aghs HEa 5 o
Clusters | AFO485C538B3A59 |01CBBIDCDBESGIBA Aol el 29 o lo] FE AFE A5F 5
238k o]v|X]E v]gt A3 Table 11.3 Zo] A
13.5GB® A} dHlelE Aol A A odd
shejdell A A oo 4. 66MB g} 939 166.54M J1.54KB, = 0.03M e o
o y3ha} 17 95MB7} ¥ 7:15] 72 3ol
B, Blah} oJo 11.64GB 5& ¥33 11.81GB7} 8.35M - e ome
o e & 4 sl Table 129} 2ol A2 sfdelt 4
AT AT U 5 2laleh, 2 ksl R S AN
nbd Q] b ee HpH S A 2] A A & 2 ol Sol WA= AT Held 5 slaleh
1148 b g2 ) |28 sEj Aol ZAsk= Al Asba oz WAL el 9 476.7010]E Ale] =i
2d o Ze|Alo| A5 dX- 2ol Bzl HUdES A ' o

2} dlole] sbE]AQ] /stash TR o]Fdhe 24
et "ok e Fejel] b Sk 1175

i mlo o

el 5,316 3+ 157.3MB (164,890,833) |31t}

Table 11.9] &% Gojolq 9747 Alo] s} EAg
A% asic)
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Table 11. Byte-by-Byte Comparison vi.d B
Filename Match Difference )
$Attributes 11,527,912 6,424 YzE zgd] FHoE Fig 7.3 22o] Avnte
$Bitmap 229,318 58 7171 W AFe=} dolE] el tEt 3L 343}
$Catalog 23,040,296 28,376 S A HolE S FEs so] 293t} gk Fols
$Extents Overflow | 5,242,722 158 N ..
]_ o) =20) 7:] [e] = oA
$Volume Header 8,174 18 7ME 71714014 S =] a2 ,ol=eiAleIA
531 84KB dlolg] 3 <lejdo]~(Contents Prov1der)§ =
Journal 7,843,996 ) ) == . =
(544,612) il F2o] 75t FEA olvA] FEY gl
Journal_info_block 8,192 - Zelo] AL4E HE o]n|x| Zil ALrls ofR=
Allocated 1.834.017.739 9.03MB k0] Zoja) =22l e ALaL} fastboot &
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