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ABSTRACT

Nowadays, web defacement becomes the utmost threat which can harm the target organization’s image and reputation.
These defacement activities reflect the hacker’s political motivation or his tendency. Therefore, the analysis of the hacker‘s
activities can give the decisive clue to pursue criminals. A specific message or photo or music on the defaced web site and
the outcome of analysis will be supplying some decisive clues to track down criminals. The encoding method or used fonts
of the remained hacker’s messages, and hacker’s SNS ID such as Twitter or Facebook ID also can help for tracking hackers
information. In this paper, we implemented the web defacement analysis system by applying CBR algorithm. The implemented
system extracts the features from the web defacement cases on zone-h.org. This paper will be useful to understand the hacker’s

purpose and to plan countermeasures as a IDSS(Investigation Detection Support System).
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Hacker Name

Fatal Error

Date

P

Domain
Country Code
(O]

Web server
Encoding
Font

2012-09-04
200.20.0.21
www.dadj.uff.br
nopyg

Linux

Apache
windows-1252
Courier New

Barbaros-DZ S4t4nlc_SOuls Islamic Ghosts Team

2012-12-21 2003-07-27 2012-12-29

61.155.161.19 212.71.68.71 62.240.36.45

www.cngl.gov.cn | gjoevik.toyota.no agpc.gov.ly

5 E24o] 2EIN

Win 2003 Linux Linux

11S/6.0 Unknown Apache

Unknown is0-8859-1 windows-1256

Segoe Print Courier, mono, Comic sans ms
Courier New
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Table 9. 3.20 South Korea cyber terror information

(20). o]¥% 4 s el AF8-5 o]n]x], 7)o 7} v
AR FA 12 e BHEL 7|29 §7 Zgajal HTML Z=2 W dlo]e] AHx
g 4229} vla #Ae] 7Fs3ltl. zone-h.orgellA Encoding windows-1252
FEE 9 7] AFISE 3.20 AlelwEHl = A Font family Tahoma
Ehd BA31e] ol AL ubHsln] Falelon) ukel P 101.106.25.105 175.45.178.xx
37 zagde sav Rl LG U+ E90) APTM4st3r@whois.com
A% 4743 Whois' Be] o1l F5shd a7 15 | G hels.com
Q1A ohdx|e} EF A7]= Qj_zﬂo]u:]y ol HHow URL. E-mail vacclnm45t3r @whois.com
AL P3P EAdd ik f==71 s Aok, r3cycl3r@whois.com
KBS 3% Esflo]xle] @A%l Wl A2 HASTATI & ;3&32?;}}12112;0“1
2okt 2die] 370 Al T Al el A= FdE 9 Message Hacked By Whois Team
vlgkel s77F 97 HASTATI Bl weftez® Hacked By HASTATI
3.20 AtelvE|z]7} LAAQl ZAo] ohd 23 33 71t le4. ns6, JavaScriptl.2
Date Domain P CC System | Server Encoding Font
20124 69 239 | moodle.dc.ufscar.br 200.1899.98 | E#F | Linux | Apache | windows-1252 |Courier New
20114 94 119 | www.nigeria.gov.ng 73721266 | "I | Linux | Apache | is0-8859-1 |Ebrima
2006 49 219 | www.legislativo.cristalina.go.gov.br |200.199.232.132| E2kd | Win 2000| 118/5.0 i50-8859-1 | Courier New, Courier, mono
2094 129 169 |srporta cidachniaameovbr | 2002424318 | ek | Linax | Apache | ool |Voena Al Bl
2012 79 284 | fotogrametri.ogm.gov.tr 88.255.50.6 | El7l | Win 2008| Apache | windows-1252 |Courier New
2009 69 49 | www.agenciaminas.mg.gov.br 200.198.22.74 | B2H | Linux | Apache i50-8859-1 | Arial
2008 119 219 | www.prefeiturazacarias.com.br 200.192.13748 | B2H | Linux | Apache | 1is0-8859-1 |Unknown
2011 49199 | www.sepesca.itajal.sc.gov.br 187449970 | BeRd | Linux | Apache | windows-1252 |Cambria Math,Calibii, Tahoma
2010 54 159 | www.arapora.mg.gov.br 180.90.130.20 | ek | Linux | Apache | iso-8859-1 |arial
20084 124 19¢ |intramed.uol.com.br 200.201.943 | B |Win 2003| 118/6.0 | windows-1252 |Verdana
2008 19 184 | www.uba.mg.gov.br 200.157.178.144| BR[| Win 2003| 119/6.0 | windows-1252 |Arial, impact
20084 59 259 | www.brazip.com.br 745526226 | B |Win 2003| 119/6.0 | windows-1252 |Franklin Gothic Demi, Fixedsys
2009 9% 209 | comune.abetone.pt.it 81.31.157.12 | oJZelel | Linux | Apache | 1is0-8859-1 |Fixedsys
20073 119 154 | www.bynrsgs.gov.cn 202.99.232.41 | %5 [Win 2003 119/6.0 | windows-1252 |Verdana, WST Span
20061 119 154 | eptv.globo.com/promocao 201.7.183.211 |Unknown | Win 2003| 119/6.0 | iso-8359-1 |Arial, Helvetica, sans-serif
Date IP Domain CcC 0S Server Encoding Font Similarity Accuracy
1 0.25 0.25 1 1 1 1 1 32.75 79.88%
1 0 0 0 1 1 1 1 25 60.98%
0 0.25 0.25 1 0 0 1 1 2475 60.37%
0.75 0.25 0.25 1 1 1 1 0 23.15 57.93%
1 0 0 0 0 1 1 1 23 56.10%
0.5 0.25 0.25 1 1 1 1 0 22.15 55.49%
0.5 0.25 0.25 1 1 1 1 0 2275 55.49%
0.75 0 0.25 1 1 1 1 0 22.25 54.21%
0.75 0 0.25 1 1 1 1 0 22.25 54.21%
0.5 0.25 0.25 1 0 0 1 0 18.75 45.13%
0.5 0.25 0.25 1 0 0 1 0 18.75 45.13%
0.5 0 0.25 1 0 0 1 0 17.25 2.01%
0.75 0 0 0 1 1 1 0 16 39.02%
0.5 0 0 0 0 0 1 0 11 26.83%
0.25 0 0 0 0 0 1 0 10 24.39%

Fig.7. Similarity and accuracy of hacker named {Fatal Error)
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Date Domain P CC System Server Encoding Font
201241 89 39 www.jiantouji.gov.cn 61.156.45.13 %5 | Win 2003 | 11S/6.0 | Unknown | Segoe Print
20121 69 259 | wap.qichun.gov.cn 61.184.131.10 %5 | Win 2003 | 1I1S/6.0 | Unknown | Segoe Print
20121 39 219 | minjian.huzhou.gov.cn 61.175.225.133 %5 | Win 2003 | 1I1S/6.0 | Unknown | Segoe Print
20124 11€ 199 | 7jj.tx.gov.cn 220.191.222.10 S Win 2003 115/6.0 Unknown | Segoe Print
201241 109 229 | hnhh hnforestry.gov.en | 222.240.131.223 | %= | Win 2003 | 1IS/6.0 | Unknown | Segoe Print
201241 99 64 jgsw.huaihua.gov.cn 220.169.97.6 %5 | Win 2003 | 11S/6.0 | Unknown | Segoe Print
20124 84 299 | www.yfzf.gov.en/dzhtm | 219.159.107.165 | %= | Win 2003 | 1IS/6.0 | Unknown | Segoe Print
20124 84 139 | qys.yuanjiang.gov.cn 220.170.157.111 | &= | Win 2003 | 1IS/6.0 | Unknown | Segoe Print
20124 74 289 | www.sgcin.gov.cn 60.215.129.71 %= | Win 2003 | 1IS/6.0 | Unknown | Segoe Print
20124 74 239 | www.wh.qj.gov.cn 220.164.174.9 %= | Win 2003 | 1IS/6.0 | Unknown | Segoe Print
20124 74 119 | gzw.huaihua.gov.cn 220.169.97.6 %= | Win 2003 | 1IS/6.0 | Unknown | Segoe Print
20124 64 30% | gsj.xzjw.gov.cn 58.218.171.2 %= | Win 2003 | 1IS/6.0 | Unknown | Segoe Print
20124 64 94 cgw.huishan.gov.cn 218.90.157.36 %= | Win 2003 | 1IS/6.0 | Unknown | Segoe Print
20124 1094 39 | jh.yclgb.gov.cn 221.231.124.23 Z% | Win 2008 | 1IIS/7.0 | Unknown | Segoe Print
20124 74 29 | www.suilin.gov.cn % | Win 2003 | 118/6.0 gh2312 Unknown
Date P Domain CC oS Server | Encoding Font Similarity Accuracy

1 0.25 0.5 1 1 1 0 1 25 60.98%

1 0.25 0.5 1 1 1 0 1 25 60.98%

1 0.25 0.5 1 1 1 0 1 25 60.98%

1 0 0.5 1 1 1 0 1 235 517.32%

1 0 0.5 1 1 1 0 1 235 517.32%

1 0 0.5 1 1 1 0 1 235 57.32%

1 0 0.5 1 1 1 0 1 235 57.32%

1 0 0.5 1 1 1 0 1 235 57.32%

1 0 0.5 1 1 1 0 1 235 57.32%

1 0 0.5 1 1 1 0 1 235 57.32%

1 0 0.5 1 1 1 0 1 235 57.32%

1 0 0.5 1 1 1 0 1 235 57.32%

1 0 0.5 1 1 1 0 1 235 57.32%

1 0 0.5 1 0 0 0 1 19.5 47.56%

1 0 0.5 1 1 1 0 0 155 37.80%

Fig.8. Similarity and accuracy of hacker named (Barbaros-DZ)
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Date Domain IP CcC System Server | Encoding Font
Verdana, Arial,
20024 74 189 |www.daewoo.es 212.31.45.154 | 2l | Win NT9x | Unknown | is0-8859-1 |Helvetica,
sans-serif
2003 19 259 |www.doh.gov.rw 20365100154 | Rt | Win 2000 | Unknown | iso-8859-1 |Goutier New.
) ) Verdana, Arial,
20024 6% 109 |www.nask.navy.mil 160.128.241.15 | Unknown | Windows | Unknown | iso-8859-1 Helvetlcaf
sans-seri
) Verdana, Arial,
20024 54 319 |www.em.gov.he.ca 142.36.87.104 | 7} | Win NT9x | Unknown | iso-8859-1 |Helvetica,
sans-serif
Verdana, Arial,
20024 54 15¢ | dialupipl4.shore.co.monmouth.nj.us | 199.233.80.23 |  ©I5- | Windows | Unknown | iso-8859-1 Helveticaf,
sans-seri
Verdana, Arial,
20024 54 794 |lrc.doe.state.de.us 167.21.203.171 | w5 | Windows | Unknown | iso-835%-1 |Helvetica,
sans-serif
Verdana, Arial,
20024 49 179 |wdc.govt.nz 203.109.230.1 | 4= | FreeBSD | Unknown | iso-8859-1 |Helvetica,
sans-serif
) Verdana, Arial,
20014 124 299 | www.co.carver.mn.us 75 | Windows | Unknown | iso-8859-1 |Helvetica,
sans-serif
. Verdana, Arial,
2001 114 23 [www.dot. state.sc.us L= Windows | Unknown | iso-8859-1 |Helvetica,
sans-serif
20021 124 99 |www.ihemsys.gob.mx 148.223.153.94 | @2 | Win 2000 | Unknown | is0-8859-1 |Verdana
20021 99 19 |msgate. pstripes.osd.mil 208.242.80.9 | Unknown | Win NT9% | Unknown | is0-8859-1 | Tahoma
20024 9 30 |webnail devon gov.uk 1501511223 | %% | Win NT9 | Unknown | Unknown | fimes New Roman,
20021 74 299 | www.ttkayseri. telekom.gov. tr 212.175.39.57 | €7 Win 2000 | Unknown | Unknown |Tahoma
20021 94 13¢ | www.tupc.teg.gov.tw/default.asp | 163.29.37.164 | @i | Win NT9x | Unknown | Unknown |Tahoma
20024 89 99 |www.asics.co.kr 203.234.202.25| g | Win NT9x | Unknown | Unknown |Tahoma
Date IP Domain CC 0S Server Encoding Font Similarity Accuracy
0.75 0.25 0 0 0 0 1 1 21.5 52.44%
1 0 0 0 0 0 1 1 21 51.22%
0.75 0 0 0 0 0 1 1 20 48.18%
0.75 0 0 0 0 0 1 1 20 48.18%
0.75 0 0 0 0 0 1 1 20 48.78%
0.75 0 0 0 0 0 1 1 20 48.78%
0.75 0 0 0 0 0 1 1 20 48.78%
0.75 0 0 0 0 0 1 1 20 48.78%
0.75 0 0 0 0 0 1 1 20 48.78%
1 0 0 0 0 0 1 0 13 31.11%
1 0 0 0 0 0 1 0 13 31.711%
1 0 0 0 0 0 0 1 12 29.27%
1 0.25 0 0 0 0 0 0 5.5 13.41%
1 0 0 0 0 0 0 0 4 9.76%
1 0 0 0 0 0 0 0 4 9.76%

Fig.9. Similarity and accuracy of hacker named {S4t4n1c_SOuls)
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Date Domain P CC System | Server | Encoding Font

20094 119 34 | www.chl.gov.ly 62.240.36.40 | eplo} Linux | Apache | windows-1256 |comic sans ms sans-serif

20114 104 159 | www jnpe.gov.ly 62.240.36.45 | =l Linux | Apache | windows-1256 |Unknown

2009949 4 |bakren o th BLLAAL | W | Linx | Apache | vindows 1256 | o s M, Bradley

2010 79 319 |libyan-embassy.co.uk 62.240.36.52 = Linux | Apache | windows-1256 | Unknown

2010+ 124 26% | www. mof. gov.ly/site/index. php 74.50.3.9 ol | Win 2003 | 115/6.0 | windows-1256 | Monotype Koufi

20101 3¢9 289 | hetge.gov.sd/ar/ 7252208200 | 4% Linux | Apache | windows-1256 |Tahoma

2010+ 19 219 | www.carc.gov jo/index_ar.php 291482% | s=9 Linux | Apache | windows-1256 |Tahoma, Century Gothic

20104 1999 | www.cairomoe.gov.eg/vh/ 212.103.160.154 | o= Linux | Apache | windows-1256 |Impact

2010+ 104 284 | cspd.gov.jo/index. php 193.188.66.122 | S2x | Solaris 9/10| Apache | windows-1256 |Californian FB

2010+ 6% 209 | bappekab jemberkab.go.id 202.80.113.21 | ol=MAo} | FreeBSD | Apache |  UTF-8  |Comic Sans MS

20115 94 49 |www.plaibang.go.th/person.php | 203.147.62.86 g Linuix | Apache | windows-874 i:;il_’sg?}veﬁca'

2010+ 99 189 | npeih.gov.pk 66.40.7.9 sk | Linux | Apache | windows-1252 | Arial Narrow

20114 124 16 | www.adnancy.cef fr/x html 195.214.243.10 | g Linux | Apache | [SO-8859-1 |Times New Roman

2011 849 119 | www kia.co.zw 196.44.177.66 | %ukesle] | Linux | Apache | IS0-8859-1 |Andalus

2009 64 94 | www.dwr.go.th 202.12959.68 | e | Win 2003 | 115/6.0 | windows-874 |Tahoma
Date IP Domain CC oS Server | Encoding Font Similarity Accuracy
0.5 0.75 0.5 1 1 1 1 1 35 85.37%
0.75 1 0.5 1 1 1 1 0 29.5 71.95%
0.5 0 0.25 0 1 1 1 1 24.25 59.15%
0.75 0.75 0 0 1 1 1 0 20.5 50.00%
0.75 0 0.5 1 0 0 1 0 19.5 47.56%
0.75 0 0.25 0 1 1 1 0 17.25 42.07%
0.75 0 0.25 0 1 1 1 0 17.25 42.07%
0.75 0 0.25 0 1 1 1 0 17.25 42.07%
0.75 0 0.25 0 0 1 1 0 15.25 317.20%
0.75 0 0.25 0 0 1 0 1 14.25 34.76%
0.75 0 0.25 0 1 1 0 0 8.25 20.12%
0.75 0 0.25 0 1 1 0 0 8.25 20.12%
0.75 0 0 0 1 1 0 0 7 17.07%
0.75 0 0 0 1 1 0 0 7 17.07%
0.5 0 0.25 0 0 0 0 0 3.25 7.93%

Fig.10. Similarity and accuracy of hacker named (Islamic Ghosts)
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Table 10. Similarity of Turkish hacker group
A1 vs AR vs | A2 vs
A 2 s 2| s | A
A];tgiik 20109 29 264 20104 94 25 2006 594 10¢ 1x4=4 0.5x4=2 | 0.5x4=2
Targgt tg.devturkler.com www.destinyschild. Www.aulav11'tual.m1 0.95x5=195| 0x5=0 0x5=0
Domain com siones.gov.ar
Target _ _ _
P 174.121.56.105 174.143.100.66 200.45.71.35 0.25x6 =1.5| 0x6=0 0x6=0
Tagget Linux Linux Win 2003 1x2=2 0x2=0 | 0x2=0
Target Apache Apache 118/6.0 1x2=2 0x2=0 | 0x2=0
Server
Encoding| ks_c_5601-1987 ks_c_5601-1987 Unknown 1x9=9 0x9=0 0x9=0
Font Times New Rpman, Arial, Helve‘tlca, Times New Roman 1x8=8 1x8=8 1x8=8
sans-serif sans-serif
AR Ag (FAHs 22 A5 41) 27.75 10 10
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Table 11. Various attack Reason(zone-h.org)
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I just want to be the best defacer

Heh...Just for fun!
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Political reasons
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Malicious ActiveX
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' e
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I.h:}
Hacking Tool 'lﬁ Svoa0er
P
W

&) : tguvenligi _
Case Date : 2011/10/05 Centric
Domain : bilgiguvenligi.org
Country : turkey
OS : Citrix Netscaler
Charset : windows-1254
Messages : hackerlardan(hacker),
para(money), hackerligin(hacker),

Q\JetDe\n’Iz All Members

Artifact

] Centric/'

&] f[S1 Y

E-Mail : tguvenligi@gmail.com
URL : bilgiguvenligi.org.tr

Output Data

ID : NetDevilz

Hacker Group : TheHacker

(Rx5, BLaSTER, hdckinger, Dumenci)
Interests : XSS, SQL Injection

Output Data <::| Input Data

Fig.15. Cross-analysis system’'s Output
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