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ABSTRACT

Most people are connected to Social Network Services (SNS) through smart devices. Social Network Services are tools that
transport information fast and easily. It does not care where he or she comes from. A lot of information circulates and is
shared on Social Network Services. but Social Network Services faults are magnified and becoming a serious issue. For
instance, malicious users generate multiple IDs easily on Facebook and he can use personal information of others on purpose,
because most people tend to undoubtedly accept friend requests. In this paper, we have specified research scope to Facebook,
which is one of most popular Social Network Services in the world. We propose a way of minimizing the number of malicious
actions on Facebook from malignant users and malicious bots by setting criteria and applying reputation system.
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Table 1. The Function Types of SNS
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Table 2. The Malicious Acts on SNS
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Table 3. Exposed Personal Information on SNS
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Table 5. The Evaluation Criteria list that can be applied on Facebook
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Table 13. Comparison of Acceptability Rewards
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