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A Method of Identifying Ownership
of Personal Information exposed in Social Network Service
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ABSTRACT

This paper proposes a method of identifying ownership of personal information in Social Network Service. In detail, the
proposed method automatically decides whether any location information mentioned in twitter indicates the publisher’s
residence area. Identifying ownership of personal information is necessary part of evaluating risk of opened personal
information online. The proposed method uses a set of decision rules that considers 13 features that are lexicographic and
syntactic characteristics of the tweet sentences. In an experiment using real twitter data, the proposed method shows better
performance (f1-score: 0.876) than the conventional document classification models such as naive bayesian that uses n-gram as
a feature set.

Keywords: Big Data, Pricacy, Personal Information, Social Network Service, Location Information

.M B /\%:'r(facebook ol gxk= 4 14 1001 W o]4fe]
Abgsla gieh(2). o] AR 4 HESZ Au] A

20134 249 &= ESIH (twitter)o] &2l =& <F (Social Network Service; SNS)7} o] $A& 7t
6009 Moz A= 20121 94HE 23 397t of AEE AR AT FHe] o de] o] 4F
2 & & H B G oF 19 533 A1), o] A S-S ovigte). AR o] gl o5 N
Ao g ANEE FHolls el mi= ElglY] o] F A

A4 (20139 7€ 8Y), FAHL(20134 99 94), AA FA], Ad E3} 2+ AR 25 = o—r7]- s

pan 0 98 1) o] A 7 ek, Arkrk 24 WlEslZ Apl
FAAF, kshduu@etri.re kr '
¥ wAIA2L sunchoi@etri.re.kr(Corresponding author) el 2 Au| AR AlgE o 9)7] dite] —HH °l



sk EAeheA] EAs 24A4E AEstel ol

4
Ao AR e Aol AL 5 ole 5

\1

Mool o> 2 E o it ol
= 9)
A L
M g fo
o o O o
i op g
2 n:‘ o
)i F[O ) N
N i
T o = T e
e
P o, o,
£ | fr
e =
o It
g ol rhe
o -0,
(N3 t
ol o, e
=2 X o
_>L o?‘i o
fr b L
X (o 2

L

1m Nl\'\ rLLL_>L rl.m
2
o,
=
o
:i(l)

o,

ol
rlo
of

ofr

Mo
ol
i
-4
o,
kel
e
e
i
R
12
o,
s
oE o
b
jz

o
i)

feature set) &
C g 71EY] B4 25
H A AGA B 2f2b
o] AfA A B

SEALE] A]=S

e
>~
>,
op
2
2 o

td
1)

o
BN
AN

al

r

a
2
N

il [ R:3

ns

2,
r
£
p
-1 2> e

T

M
Lo

&
o
Ho
o
r

‘

X
k)
i)
>

T o

[
E

o
12 K
‘.—N,’
2
(e}

1'

B

= PR s e oA [ B [ LI DY
DB rlo e
o
)
o
=8
)
wl

>,
13
oz
L
o
N
=
b
]
Y
N
2
Sl
o
2
oo
e ot X

nir
o

i)
L
=
=

o

> =

Ll
o
2
M
:!FU l m

o
Mo
rlo
N
e =
rO
ol
E
M
[}
o
=

2
(L

2
L
ol

e
ox
f
[
b
Ux Sk

)

N
>

)
o
M

>

48
2
e
o oX,
o|f
o
£
K
EoNN

o 4 T e

L
)
2
lo
o,
N
)
32
)
#
=
4
=
(m =2
r 2 %o fr
L3
o oE
oo o
N
o
-0,

2
>
[>
i)
N
-
g
=

C/)R-n
o Z oo du [N
w5 p W]
el
zoﬁ
rSL’__i
li'i
g’go;
5 1
<
yrlr
X
rvO
o,
.
>
g
Y

4 e E of
z & o

O

2 Aol dA SNSellA] vehdar 9l Zejo]
HAl e A9 W - S AW Ak

2.1 SNS Z20|HA| =& 2H|

A MESIE Aulae ol4AE anR Hug
2oA] WHAE = Zalo]u] A AMelL o] Lz) Hal

1T H W

/\g Al
AH]

=5 A G ? =
d ofw Al 22 5 ql=A A 5 gla, ofrel=t
&= Azsta 3Rk Arebe v Auel Agtetod
T o2 AR E 772 5 s TAVE AT
(3). ol&& FAe] 74L& oln] 20114 =<l
YA E-ellA ESIE A2 2007 9] IDREC. 2 s}ef
& 5 ol NIARE ZARIA LRt B
w2 F 34709 eIA R FES Al olF

—~

88%). UAMAHE(86%), A2l 5 2]ZAHH(84%),
AAAHR(83%), WAFok & HAVAR(64%), 27
= A1(63%), 715 AR(52%) & A A F A
I 9

o,

e
a5
i
i)
=
ox
e
i
2
Kul
)
2
o,
&,
R
o
X
4
o

T A VEYT Au|ae Zgloln] A A
1l defat A7) FE 2 9l dxAez A
H

|
A B2]A (privacy bleaching), H#HE® o)
olth(5]). E3] 715 ID(Fake IDentification) &
2|9} Q7P| 942 dloe] FAlol| Wit At A
s #a= 3 glel. 7 ID gAell digh A+
£ SybilGuard (6)2 A=to2 o= SNS A}
42 Z29ed fAlE, AR AlF ' gk 2 o)
oFgt A1(7,8) W8] WHE o Q7 ukx] ke
dlole] A4 wix] b o 2= A ZEA 7)S5S A3
A el Ao ule} o] g2} Z=Eulele] AHEE Ak
St = sl W (9)o] R =) wE 4 vES
32 Myl 253 NAIAHRR T HRelo 2 4] 2
T daEEs ARSElA ESE A AAS
(10)& A, B T4l MelA R £33 of 5
(113l =2d So] A= glel. Table
SNSellA A= 5 9l 34 FHE %

Zlelet. U

|

o
o g M
< oo Su S o

oL

N2
A
4
ru



AR H 533 =wA] (2013, 12) 1105

Table 1. SNS attacks and vulnerabilities
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Table 3. Pattern of the sentence structure of a
regional information exposed in twitter
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Table 4. Word types by the part of speech
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Table 5. Features for identifying the ownership
of a regional information exposed in twitter.
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Fig.1. A decision tree for identifying the ownership of a regional information exposed in twitter
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