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ABSTRACT

The GOOSE(Generic Object Oriented Substation Event) is used as a network protocol to communicate between
IEDs(Intelligent Electronic Devices) in international standard IEC 61850 of substation automation system. Nevertheless, the
GOOSE protocol is facing many similar threats used in TCP/IP protocol due to ethernet-based operation. In this paper, we
develop a IDS(Intrusion Detection System) for secure GOOSE Protocol using open software-based IDS Snort. In this IDS, two
security functions for keyword search and DoS attack detection are implemented through improvement of decoding and
preprocessing component modules. And we also implement the GOOSE IDS and verify its accuracy using GOOSE packet
generation and communication experiment.
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ghd WA 4 s34 4] IEC 618502
Tedsbel o]F WA AjxEle] A4 7153 IED(In-
telligent Electronic Device) & B]Z3F thokil A
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Fig.1. Structure of Snort
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3.1 GOOSE Z2EZ e

1990 e el v S FACR HAL A
53} Al=Ele 2F3E] $13 771 IEC(Inter-
national  Electrotechnical =~ Commission)
TC(Technical Committee)57% TC59% FA2
2 A=} gkony 7 Az 20059 IEC 61850
A EFe] AA=EAC IEC 61850004 += A A
2] FA g A5 S8 7] Ak 7oA ¥
g o] AFrhs A oleul Zuk FAlolE HA|
WA o HEkaby] 913k 2hs3t 75S Aolsta gl
o] 7)o AMgEhe B4l ZREFS F x4
o] GOOSE ZZEZFo|t}

oltiull 7t w4 ¥4EE= TCP, UDP,
ICMP, IP 59 Z2EZ2 OSI % % 2. 3. 4
A%E Fste] ARE ADsA7t GOOSE ZEE
FolAe 3AIZFQ VEY T AlET 4A1F¢] A$ Al
=< 5934 W=tk & GOOSE ZRZEZFL whE
AR} AL AR At trEZ e E] T
22 BAE 3 MAC F4& 7]iF Z2EFolr},
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1370 58 A% HE-& Fa oleh



1184 GOOSE Z=2&ZF 744 Snort 718k A4l A A28 A

Tag 0: gocbRef
(Goode Control Block Reference)
Tag 1: timeAllowedtoLive
Tag 3: datSet(Dataset)
Tag 4: goID(GOOSE Identifier)
Tag 5: stNum(Status Number)
Tag 6: sgNum(Sequence Number)
Tag 7: test
Tag 8: confRev(Configuration Revision)
Tag 9: ndsCom(Needs Commission)
Tag 10: numdataSetEntries
(Number of Dataset Entries)
Tag 11: allData(Sequence of data)
Tag 12! security(any optional,
reserved for digital signature)

Destination
Header Address
MAC
0~11) Source
Address
Priority TPID
Tagged
(13~15) TCI
(16~17) EtherType
Length start
(18~19) APPID
Reserved 1
(22~25) Reserved 2
From 26 APDU

Fig.2. Structure of GOOSE packet
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Snortell A<= A 2peluelE F3f Hzle] AA

=¥ Decode & &3} 9 Z2EF9
Decode &% decode.c el l&dl, e
DecodeEthPkt gl 1P, IPV6 ARP %°| #
°)& Ethertypeol 2 tlZE §45 &3}, ¢
A olFgtk nle} o] GOOSE _iii«] TYPET:
0x88b8elt}. Fig. 3 decode.c Tdeol| xgHsl
DecodeEthPkt §<el4 GOOSE efsiel w}
GOOSE HayE 3Esles 3=F AA3 Ao
o}, Fig. 33 o] AAZ} =4 GOOSE H7lo] &
o1g 7$ GOOSE yzE <& #A5oz 3353
A

o 141_,

a—‘ir

LA

case ETHERNET TYPE_IPVG6 :
DecodeIPV6(p-)pkt + ETHERNET HEAD
ER_LEN, cap_len ~-ETHERNET_HEADER
_LEN), p):

PREPROC_PROFILE_END(decodePerfStats):
return:

case ETHERNET TYPE_GOOSE :
DecodeGOOSE (p—)pkt + ETHERNET HEA
DER_LEN, cap_len -ETHERNET_HEADER
_LEN), p):

PREPROC_PROFILE_END(decodePerfStats):
return:

Fig.3. Code of DecodeGOOSE function

GOOSE yzZHE AA7] sleids o AolA
B8 GOOSE AL AAs)7] 3t F2A4E 1)
2] AoJsloiof gk}, Fig. 4% goose.h st s}do
Aogk GOOSE A &t FxAlolc}t. &, APPID
o} Zo] mE|x oo S Ao F GOOSE z7
EZY & ARG A=,

typedef struct GOOSEHdr{
uint16_t appid:
uintl6_t len:
uintl6_t resl:
uintl6_t res2:

}  GOOSEHAr:

Fig.4. Structure of GOOSE packet header
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% BYdow pUselol @k Fig 5
GOOSE #4& vl2s7] $lal %9 Decode-
GOOSE #e|t}.

void DecodeGOOSE (const uint8_t * pkt,
uint32_t len, Packet *p)

pc.goose+ +

if(len { GOOSE_HEADER_LEN)

{
DEBUG_WRAP(DebugMessage(DEBU
G_DECODE, "GOOSE:GOOSE short
Header(%d bytes) \n”, len)):
return:

}

p—ygooseh = (GOOSEHdr *) pkt:

}

Fig.5. DecodeGOOSE function
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Fig.6. Example of pattern map in Aho-
Corasick algorithm
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wl State 52 013‘6}74] Ak 1 9] FAkEe] &
o]2™ Fail % )7} 28l =] State 12
o] 53HA H‘:1r

=ollA= GOOSE A7l 7 -2 714
= ZAAE ¢ Aho-Corasick ¥a8]|&S A3}
1= w1y 7155 AAE e Fig. 72 A7)
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Fig.7. Operation procedure of GOOSE pre-
processing
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g 3o AR 719 =55 wiA =R Felsly,
AE RS A A 4 2L WEE AAE
°]E $13] GOOSE A Ae]7]el| 3ol Ho3 A
29 dole] FxA] S A3l= @] (goose.h)
Hds} AdFog GOOSE RS zgste e
(goose.c)& F33c). AAZ A7) AL 4
333}% goose c §Jr°‘ °P°ﬂ GOOSE AAZE =
719 = A5t

s

i ml

Fig. 82 #7& #2]st= GOOSE_Process &
4 5 dFES dehd Zlolth. a3lelA B ule}
] A7) Aeld o HA FAAH
A gtel S gelgit} 7 the GOOSE Z2E
1= AA 7l elle] dAseRAE AR
dxghebd AAg 719 =5 salske Ao w A

A
if(config == NULL)

return:
if(ntohs(p->ether_header-)ethernet_type) ==
ETHERNET_TYPE_GOOSE) {
A

keyword = _dpd.serchAPI-)search instance_
find(goose_keyword_search_mpse,(const char
*)p->pkt_data, p-)gooseh-)length - 8, 0,
GOOSE_SearchKeywordFound):
}

Fig.8. A part of GOOSE_Process function
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Fig.10. Intrusion detection of DoS attack

typedef struct _GOOSEConfig
{

uint32_t setGooseFlag:
uintl6_t baseTime:
double replayTime:
uint32_t goosePktThreshold;

} GOOSEConfig:

(a) GOOSE configuration structure

typedef struct _GOOSEDOS
{

uint32_t nGoosePkt:

struct timeval checkTime:

} GOOSEDOS:

(b) DoS packet structure

Fig.11. Intrusion detection header of DoS attack
on GOOSE protocol

o] FxAA baseTime A ] A
BE el goosePktThreshold+ =719
oJm|gh}, =3 (b)+ GOOSE DoSe| +x4
ehfl Aot} o] FEAel= T4 A& $18
AA GOOSE #H71e] o} A& HFle] Fol& A
5 ARl =3 §t delel= Fig. 110 vel

i N o)

[EINPRL LA W TRt

W A JRe ohzl GOOSE 7 =49l A}
o] 4 DoS 24 ¥4I 5 7 gl g A% £
psle] it
AR DoS FA —% e
shelel] AAskeeh. 2, dos.c
4, 374 44, GOOSE JHZ\ 2], Do
:g_ A €k

ook

T S &4 &

a5 55 ”‘éﬂlﬁ}‘ﬁ\’/l— DoS A= w8 A7
Aarstar AAE gkt vlagt = 27eo] AgES
ke 24 o] Feizlr}. o}e Fig. 12+ DoS ¥4l

A5 wdsle ZEe] A ptolrh. of7]eA
df sece Hx AR 2N H A3 /‘]7&% 2] v] 5}
baseTime A% =] Azte]w,
Threshold+ DoS 54 ®#& $13l ‘é*ﬂ% R AR
= et} o] F g mladk & DoS 3AA o}
A5 ghsiA] "

il

if((df_sec ¢ conf-)baseTime) &&
(gooseDoS.nGoosePkt )=
Conf-)goosePktThreshold))

gooseDoS.nGoosePkt 0;
gooseDoS.checkTime = g pktTime:
_dpd.alertAdd(GENERATOR_SPP_GOOSE,
GOOSE_DOS_ATTACK, 1, 0, 3,
GOOSE_DOS_ATTACK_STR, 0):
return:

}

Fig.12. Core part for DoS attack detection function
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& Ethernet II, src: vdaelet

= Destination: Iec-Tch_|
mress Tec-Tc57_01:02:a0 (01:0cicd:01:02:

= LG bit: mnnmy unique address (factory default)

G bit: Group acdress (multicast/broadcast)

10cicd:00:02)
:02 (00:08:0c;cd:00:02)
.. = LG bit: Globally unique address (factory default)
soie 00 vuns e s ... = 1G bit: Individual address (unicast)
Type: IEC 61850/GOOSE (0x8808)
5 GoosE
APPID: 0X01ab (427)
Length: 125
Reserved 1: 0x0000 (0)
Reserved 2: 0x0000 (0)
& goosePdu
gochRef: BCNASTR2CTRL/LLNDSGOSGochl
tineAllowedtoLive: 2078
datset: BCMASTR2CTRL/LLNOSpubILInfo
goID: 4289
t: Feb 7, 2012 06:58:54,827847957 uTC
sthun: 18
sqhun: 19366367
test: False
confrev: 1
ndscom: False
nunDatSetzntries: 3
g allbata: § items
@ Data: boolean (3)
# pata: boolean (3)
@ Data: boolean (3)
# Data: boolean (3)
# Data: boolean (3)

0000 NRGEEAMERE 00 08 0c cd 00 02 88 bF 01 ab F :

0010 00 74 00 00 00 00 61 73 80 1a 42 43 4d 41 53 54 .J....as ..BCMAST
Q020 52 3243 54 82 Ac 2f dc dc de 30 24 47 4F 24 47 RACTRAL LNOSGOIG
0030 6f 63 62 31 8102 08 le 82 1b42 434d 41 5354 ocbl.... ..

0040 §2 32 43 54 32 dc 2F 4¢ dc 4@ 30 24 7075 62 49 RICTRLIL LAOSoUbI
0050 4c 49 G& 66 6 B3 04 34 32 36 30 84 08 4f 30 b  LInfo..4 269,.00.
0060 ae d3 ed d§ 0a 85 01 12 86 04 01 27 61 df &7 01 . :
0070 00 88 01 01 89 01 00 Ba 01 05 ab Of 83 01 00 83
0080 01 01 83 01 01 83 01 00 83 01 00

agl
Address: vdaclett_cd

Fig.13. Captured GOOSE packet

e-;fa—%% & e thest gt
- CPU : Intel duo CPU 3.2GHz
- RA M 2GB

- A¥ 34 0 2% 10.2.4, Centos 5.3
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w) H2e s el A AZE A ge] Fastsiel o A
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AZ GOOSE AA2]715 Fe|aal dA oz st
I o] Ze|aels FAElelE u o g Aldslgit).
Fig. 14¢] (a)= GOOSE AA27]&
staat sk 79 =r A a8 AEEE B
el Aotk Ao 2 20719 7
2 Astelent 2 o4 A =g
Aol BF 1672k AL vehlla gich. =
(b)= =il AA DoS 54 24 7]

Ir °¥ﬂ‘

3
3t
2l

JO ]
ol rSL' o o r
=2 1\1 1
=
2 g
ORI -Y

GOOSE Preprocessor :
GOOSE Keyword Set :
[attack, bob, hack, bad, backdoor, flow, boom CTRL, gcb, exploit,
mail, sell, confine, getuid, getsystem root, chnod, su, setup, adnin]
GOOSE packets decoded: 20
keyword detected: 16
invalid packets: 0
Detect Keyword
attack: 3
adnin: 5
geb: 2
backdoor: 1
su: 5

(a) Experimental result of keyword search operation

Sep 3 17:54:3¢ localhost dhclient: DHCPACK from 1€2.168.138.254

Sep 3 17:54:3¢ localhost dhclient: bound to “92.168.138.140 — renewal in 850 s

ecends.

Sep 3 18:08:£< localhost dhclient: DHCPREQUEST on eth0 to 162./68.138.254 por:

67

Sep 3 18:08:£¢ localhost dhclient: DHCPACK from 162.168.138.254

Sep 3 18:08:£< localhost dhclient: bound to “92.1€8.138.140 — renewal in 784 s

econds.

Sep 3 18:21:48 localhest dhelient: DHCPREQUEST on eth0 to 182.°68.138.254 por:

67

Sep 3 18:21:£8 localhost dhclient: DHCPACK from 162.168.138.254

Sep 3 18:21:£8 localhost dhclient: bound to “92.1€8.138.140 — renewal in 786 s

ecends.

Sep 3 18:28:50 localhost kernel: device eth0 enferer o ous mogd

Sep 3 18:29:01 localhost sa_sensor: [15C:1:”] JGOOSE DoS at:ack deteczed|[Classi

fication: Detection of 2 Denial cf Service Attd PO T ZTUUTIeY (025G

56 —> 01:0C:CD:07:00:14

Sep 3 18:29:05 localhcst sa_sensor: [15C:1:”]|GOOSE DoS at:ack detec:zed|(Classi
] P10 T ZJ U0.0%.0c.

fication: Detection of a Denial of Service Atta ©.oC.FEI81:
14 =>01:0C:CD:07:01:14

(b) System log of DOS attack

Fig.14. Experimental result GOOSE prepro-
cessing operation

A A3 et} =wel4= DoS F40] BAH
S ol Al2" Z73(/var/log/messages)°l| &4
St=E vlg] AASIch webd GOOSES] gt
DoS F4e] gA=m Alxwl 2ol 233} 2
A 2|7} ZEH =)

VI. 2 B

B E=telMe 2rtE o e 4 24 F
shiel WAL 253t A" A== GOOSE
T el gk szl &4 2 3] & A" )
wslazl ik, GOOSE Z2EFo| ojudl 7t
A elA FedEE S aEste] ot 7|uke] ¥
H7l #A Az EYeIQl SnortE o]83le] T3
t}. SnortellA] AHSe 2E F HEE 2EH AA
2]7] BEs o] 83l Al B4 2 A7l oA 7S
Az R A7)l 1= A4
7153 DoS 4 o7 7ls°] 211l Je 2 shA)
ﬂ‘ﬂ et LL N Az e E AA F5FH F

g3t A3} fjzlo] A o w FAH T
%“—'-’FJ Aate] et A ghs] A1) & 7] 3
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