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A Rolling Image based Virtual Keyboard Resilient to Spyware on Smartphones*
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ABSTRACT

Due to the fundamental features of smartphones, such as openness and mobility, a great deal of malicious software
including spyware can be installed more easily. Since spyware can steal user’s sensitive information and invade privacy, it is
necessary to provide proper security mechanisms like secure virtual keyboards. In this paper, we propose a novel password
input system to resist spyware and show how effectively it can reduce the threats.
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Fig.2. RIK prototype application
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Fig.3. Usability experiment result
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Fig.5. Successive screen capture attack
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