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ABSTRACT

In the background of rapidly increasing domestic cloud service demand, worries about security and privacy incidents can
hinder the promotion of cloud service industry. Thus, it is crucial that the independent 3rd party assures the reliability for using
the cloud service. This paper compares several external and internal cloud service certification cases, for example CSA
certification, FedRAMP certification, KCSA certification, and concludes that insufficient security and privacy controls are
prevailing. As a consequence, several enhanced countermeasures by using ISO/IEC 27017, KISA’s ISMS considering
manageability and expertise are proposed in the cloud service certification system.
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Table 1. Structure of Security Guidance

Section Domain
Cloud 1: Cloud Computing Architectural
Architecture Framework

Governing |2: Governance and Enterprise
in the Cloud Risk Management

3: Legal Issues: Contracts and
Electronic Discovery

4: Compliance and Audit
Management

5: Information Management and
Data Security

6: Interoperability and Portability

Operating in | 7: Traditional Security, Business
the Cloud Continuity, and Disaster Recovery

8: Data Center Operations

9: Incident Response

10: Application Security

11: Encryption and Key
Management

12: Identity, Entitlement, and
Access Management

13: Virtualization

14: Security as a Service
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Fig.1. 2013 BSA Global Cloud Computing Scorecard
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Fig.2. CSA’s Open Certification Framework



BH B 53] =g

(2013. 12) 1233

Y =ZE AAstE 9}, 19AZE 20119 99 19
o Ye]=3 Consensus Assessment Initiative
Questionnaire (CAIQ) v1.1(5)% 20134 94
269 2]=3 Cloud Control Matrix (CCM)
v3.0(6)F ol&3le] AARE & 4 =R 3=
Zeola,  2eAlE FEheEAulzert COM,
ISO27001, AICPA SOC2%E wuHEsl=A] #1377}
AF3= Aolw, Al FEH-TAMu]2rt com-
pliance, security, privacy, integrity, and
A SAE Eal
=% Cloud Trust Protocol(CTP)E

operational security & &
—3}] H 20

= T X
st glon £ 5 9es nEsE Aoltt
(7).

1Al 2834 CAIQ, COME % 20094

4996 Whzkele] 20114 v3.022 Yzl=z
Security Guidance for Critical Areas of
Focus Cloud Computing(¥™ “Security
Guidance’) (8] EdZ vz}

Security Guidance+ ¢}l Table 13 %o] &=
147 =wel(domain) 2.2 FAET 72t THeln
2 A W8-S 233t 9t

a=]a 1170 EoF 10070 EA2E(control
group)ell 197708 FAAFee] AwdgA oz A
CAIQ+ Security Guidance® 72 =&3] W
Zolm | 167) A4 £l (control domain) 22 T
A" CCMXE Security Guidances 7}21 ZH 5
T Aol & CAIQ9F CCMe W82 djF-i#o]
Security Guldance g Fme} *o]"ﬂ?%ﬂl %101
Al fRARIERAL & 5 glon o]= & Hoke] A Fof
WAk ole}l AAEA WE-S ohFa itk Aol
NS wEd 5 g Tag=et @ 4 ek

22 e ] flEld= CCM3F 18027001
T= SOC2E "kEslelef st ol d=iEd
(British Standardization Institute, BSI)%} &
Halo] QF3lr] wel whed®l Aol H<l 75‘%‘}01
ate] AHAISHA @rﬂﬁba E~SH T HS ¢ T

Gtk HEe] SOC2E utEsle® 3 AL Feleo
A2z SOXWell & IT 2 AR EF FHloAx
WEE g glofof gk ovler| & 3] wfiEel v
743k Bek Q1% AR|AE Algsictal & 5 9l

of

I

rU

_1

2.2 ENISA (European Network and Infor-
mation Security Agency)
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Table 2. Structure of FedRAMP security controls
baseline

2o} 4
A

1. Access Control 22
2. Awareness and Training 4
3. Audit and Accountability 12
4. Assessment and Authorization 7
5. Configuration Management 9
6. Contingency Planning 10
7. Identification and Authentication 8
8. Incident Response 8
9. Maintenance 6
10. Media Protection 6
11. Physical and Environment

. 18

Protection

12. Planning 6
13. Personnel Security 8
14. Risk Assessment 5
15. System and Services Acquisition 12
16. System and Communications

. 32

Protection
17. System and Information Integrity 12
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Table 3. Structure of Security Controls in (4)
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Table 5. Comparison of Internal and External
Cloud Service Security Guidelines
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