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ABSTRACT

Cloud computing’s unique attributes such as elasticity, rapid provisioning and releasing, resource pooling, multi-tenancy,
broad-network accessibility, and ubiquity bring many benefits to cloud adopters(company and organization), but also entails
specific security risks associated with the type of adopted cloud and deployment mode. To minimize those types of risk, this
paper proposed cloud computing security framework refered to strategic alliance model. The cloud computing security
framework has main triangles that are cloud threat, security controls, cloud stakeholders and compose of three sides that are
purposefulness, accountability, transparent responsibility. Main triangles define purpose of risk minimization, appointment of
stakeholders, security activity for them and three sides of framework are principles of security control in the cloud computing,
provide direction of deduction for seven service packages.
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FEE A AMu2d AHRHS FAel it
#A24F(Code of practice for information
security controls for cloud computing
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FAFFoZ A|Ae] AP F<l ISO/IEC 27017
A 53 3] 167 Feh= 349 98 499
(domain)& 4431tk 3) (Table 1. 3x).

Table 1. Definition of Cloud Risk from ISO27017

Risk Type Definition
For public cloud deployments, cus-
Loss of |tomers necessarily cede control to

governance | the cloud provider over a number
of issues that may affect security.

Given that use of cloud computing
services spans across the customer
and the provider organizations, re—
Responsib- | sponsibility for aspects of security
ility can be spread across both organ-
ambiguity |izations, with the potential for vi-
tal parts of the defences to be left
unguarded if there is a failure to
allocate responsibility clearly.

Shared resources and multi- ten-

[solation .. L.
. ancy are defining characteristics of

failure . .
public cloud computing.
Dependency on proprietary serv-
ices of a particular cloud service

Vendor .

. provider could lead to the cloud
lock in

service customer being tied to that
provider.

Investment in achieving certifi-
cation may be put at risk by mi-
gration to use cloud computing if
Compliance | the cloud service provider cannot
and legal |provide evidence of their own com-

risks pliance with the relevant require-
ments or if the cloud provider does
not permit audit by the cloud serv-
ice customer.

The detection, reporting and sub-
sequent management of security

Handling .

. breaches is a concern for cloud
of security . .
.. service customers, who are relying
incidents

on the provider to handle these
matters.
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Risk Type Definition NIST SP 500-291¢= ii‘r—"rE A el A
Customer management interfaces T84, oA, AR A2AEE FHsP] Sl
of a public cloud provider are usu- #E FxBole] A} U4 o]g 23 nx nd A}
ally  accessible  through the o o AN 2@l o] wat
Management | Internet and mediate access to . A Aol 471] B} = _:L“ el Z3
interface |larger sets of resources than is o] 3it}. @2 'E*H = ZA5ET A o3|
vulner- |typical with traditional hosting %ﬁ]z}—rﬁ]ﬂ] obele} 7EL°] 57k AaAre Adalz
ability providers and therefore pose an in-
e . _ ath 2
creased risk, especially when com A
bined with remote access and web . E-E— olFBAALS] STFAVEHS Sg o) &
browser vulnerabilities. o E3 o] 2ol
Cloud computing poses several da- 3= 0lS 1m0 001 3 3 e o
r(ESCttaion ta protection risks for cloud cus- o AZR] %L 7S 99 e A L] ¢
p tomers and providers. a A=Al HAE A3
Business |Such failures could render data o FE}S-& Y XFS 1A
failure of |and applications essential to the o 7} A Feror AR nE B4

the proider

consumer sbusiness unavailable.

Damage caused by the malicious

Mahclhous actions of insiders working within
behaviour e .
of an or ganization can be substantial,
L given the access and author-
insiders |2 .
izations they may have.
This could be caused by a host of
factors, from equipment or soft-
Service ware failures in the provider’s da-
unavailab- | ta centre, through failures of the
ility communications between the cus-
tomer systems and the provider
services.
Migrating to use cloud services
Migration |may involve moving data and ap-
and plications from the customer envi-
integration | ronment to the provider environ-
failures |ment, with associated configura-
tion changes.
A cloud service that haspassed the
security assessment of the custom-
er during the acquisition phase
Evolutionary | might have new vulnerabilities in-
risks troduced during its lifetime due to
changes in software components
introduced by the cloud service
provider.
One feature of cloud computing is
that the cloud service provider’s
Cross systems may be located in a differ—
border ent jurisdiction to that of the
issues customer - or the provider's systems

may be split multiple

jurisdictions.

across

Insecure or

incomplete

data dele-
tion

Requests to delete cloud resources,
for example, when a customer ter-
minates the use of a cloud service
with a provider, may not result in
complete deletion of the customer’s
data from the provider’s systems.
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Table 2. Operational definition of verification items

Item Operational Definition

The validity as component of cloud

lidi . .
Validity computing security framework

The feasibility as component of
Feasibility |cloud computing security frame-
work

el oA e mBsha, =3H Aund zHd=
T4 227} F23 o5 AFate] Fxstel o3ty

EA2 2% Qe A, & AP A4S 9)
EORE S EUEIEC DRECE Y

e}
A el 71x]e A 845 Figl9.
Verification Report™e] A= ddo] % F3}t= gl
tH(Fig.10. #=x).
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Fig.10. Result of focus group interview
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Table 3. Detailed result of focus group interview

Components of cloud |y 114 | poqgibilit
computing security
ty y
framework
Al | Dataloss & 4.4 4.4
leakage
Al-2 Human fault 3.7 3.6
Al-3 | Insecure IT infra 3.1 3.2
AD-1 Operation risk 43 43
management
A2-2 Human resource 43 39
management
A2-3 | Data governance 4.0 3.4
. Security
A2-4 Monitoring 4.7 4.4
A2-5 Internal 4.3 4.1
Investigation
A2-6 Compliance 4.4 4.1
A2-7 Legal service 3.6 3.7
A3-1 Cloud customer 4.4 4.0
A3-2 Cloud provider 4.9 4.6
A3-3 Cloud auditor 3.9 3.6
A3-4 Cloud broker 3.9 3.6
B1 Accountability 4.2 4.0
B2 Purposefulness 4.2 3.9
B3 Transparent 4.1 3.9
responsibility
o1 Security 49 39
governance
C2 Data security 4.2 3.9
C3 ID management 4.1 3.8
o4 Service continuity 41 39
management
s Audit and 4.2 3.9
monitoring
Co6 Client privacy 4.2 3.9
C7 Virtualization 4.1 3.9
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