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ABSTRACT

In Korea, the Public Key Infrastructure (PKI) has been introduced. For secure information transmission and identification,
the electronic signature authorization system of a certificate-based is built, and then the service provide.The certificate is stored
in location what users can easily access and copy. Thus, there is a risk that can be stolen by malware or web account hacking.
In addition, private key passwords can be exposed by the logging tool, after keyboard security features are disabled. Each of
these security weaknesses is a potential conduit for identity theft, property/asset theft, and theft of the actual certificates.

The present study proposes a method to prevent the private key file access illegally. When a certificate is stored, the private
key is encrypted by the dependent element of the device, and it is stored securely. If private key leakage occurs, the retrieved

key could not be used on other devices.
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Fig.1. certificate storage medium’s selection screen
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Table 3. device informations
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Table 4. Device-DNA Map example
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Table 5. API for PC device informations
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BOOL WINAPI
GetVolumelInformation(

_In_opt_ LPCTSTR
IpRootPathName,

_Out_opt_ LPTSTR
GetVolu |lpVolumeNameBuffer,

melnfo | _In_ DWORD nVolumeNameSize,
mation | _Out_opt. LPDWORD
IpVolumeSerialNumber,

_Out_opt_ LPDWORD
IpMaximumComponentLength,

_Out_opt_ LPDWORD
IpFileSystemFlags,

_Out_opt_ LPTSTR

API
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GetMoni| _In.  HMONITOR hMonitor,
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Table 6. Packing/Protection support technology

method support

- advanced processing of executable
files (EXE, DLL, OCX)

- encoding and compression of pro-
gram code, data, and resources

- completely transparent, self-con-
tained operation with long filename
support

- fast decompression routines deliver
better performance than competing
products

- integrates directly into Windows as
a shell extension for ease of use

Packing

- compression of the application

- encryption of the application

- counteraction to dumping applica-
tion memory wusing tools like
ProcDump.

- application integrity check

- API for interaction between applica-
tion and protection routines

- creation and verification of registra-
tion keys using public keys en-
cryption algorithms

Protec-
tion
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