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ABSTRACT

A LFSR is commonly used for various stream cryptography applications to generate random numbers. A Leap-ahead LESR
was presented to generate a multi-bits random number per cycle. It only requires a single LFSR and it has an advantages in
hardware complexity. However, it suffers from the significant reduction of maximum period of the generated random numbers.
This paper presents the new segmented Leap-ahead LFSR to solve this problem. It consists of two segmented LFSRs. We
prove the efficiency of the proposed segmented architecture using the precise mathematical analysis. We also demonstrate the
proposed comparison results with other counterparts using Xinilx Vertex5 FPGA. The proposed architecture can increase 2.5
times of the maximum period of generated random numbers compared to the typical Leap-ahead architecture.

Keywords: LFSR, Galois, Pseudo-random number generator

CMOE e vpergh ojZelslolde] AR a gl Y 5
3], fHIFE 2 A= A SAS 2 AR
A3 A5 AZE A 2E = dolE 23 ¥ 2719 ks 32t daste], A7) ok WA el
2 A FZ= deld ket g we e} Hle) A2 M Ay S-S e 25y s
A Z2]3 LFSRE o83 W< W77 2 AR

Tt

A4(20139 129 5), 4L (20144 14 10,

AANEAL (20144 1€ 16Y)
t F412}F, ing@kangwon.ac.kr
¥ 2A1A 2L jehoon.lee@kangwon.ac.kr (Corresponding author)

i
0>«
>
N
N
do
é’é
it
)
[EL
U
ok,
[
__‘:04‘



52 $8 728 2t Leap-Ahead 43 A% AZE A28 &4 W5 )

ulghc}, o] AHQl e A4 W] AA Y glA|
%L, threll ARE b Frol AF A5 = gl
ofgt gt} LFSR 3ol A A
gk A Afel] sl RbEoi A ehAs] FApg A o7 A
2 97] wwel oAb g w7 (PRNG,
pseudo-random number generator)&} &
LFSR 7&= 41 2E dx| 28l oJH 5= gho] oA
Apelgkel A9 4R ANEE 7EE T 9
o W, AALE A S = 3k A 0
7] W&ol AAEE Y5 de EAE F)2 bk
oh 5849 FESE Sl AREE A
o] d|& Hrlsdof o g A3 =2 2 Al
AR e 717} AT AR Ho
F2& A of 3t
AHbA Q1 LFSR ?—i-“— gk Ale]Z wmit} g B]EQ]
o] oEA el vF
W "E“"] Jﬁ“a‘“/} °]*E—' 913 n7He] LFSR
A|A FA8 o LFSR +22 n-B|E &
5 98 o]e st=dolAor AAYL Zhdsi
327} ARlcks S 2=t} X Gue ol#g +
eap*ahead LFSR 7+x& Al
ke, shte] LESRE ol 4sto] shpel Abo]
2ol ok v ES] ?% E**Eh“/} a2y, o] &
= AETE BlE 49} LFSR #Ax~H =7] 3
Al vt AXEE d4de] F)7 2A Faste

CooX,
i
fr
o r_;,
&
et
rlo

ﬂm

rlr 2 p e —?{—"

LN
v/;\__
sfo

I

lo

O

B L%j: Leap-Ahead LFSRZ%E A=
9] Ao F717F ZAidhe A WA s W
Sl °]£ %‘"];H LFSR9 Eﬂzl/\ﬁ a9} A4

r

i

Il BT

2E" ghaE a8 1o el AAR v g
sobl TR, SRS WEe astap]
714 A7 o) AKE 75t B aksle] o
e S, AR YEE hEEs P
Mgk 71509 AdwEe]l Fasie A4 79
o] WhrshES A2 AYE AR F717b
71

95 7] 99 F17 gomd 4A dFel bs
stme 21 F71E ZhAok dh EA, 2 e
257}l ARA %101 sAsishor det AA, 7] %

Jr

rlo

EE EECER 0134%401: 9el. o1% 19 LESRS

a3 2& nA LFSR +&& Jepdc}. o] ol
o o (stage)® A¥ A Id4 (feedback
function), f(so, s1, s2, ..., sn-1) & TAE Y. n

o] w77} s, 81, 2, ..., Spere SPFR] bR A
Yool sosise. o102 hebdinh, wa A1 A
e AR F4 £(so, s1, 82, ... se)7F A (D)3

o] AlgAel Wejz EAH,

f(so7 51y Sgr e 377,—1)
=s,tes + o te, s,

(1)

1 (DA cr, co, ..., Coi 25 074 19] 3
HAskA, if 3 29 20014 5 ©e] A AElE
el =t ©]= A3t A<(feedback constant)z}i
Aot} si(t)E AZE tollA9] s ©e] Wgole} &

n—1
) si(tJrl):sHl(t+1):so+vzc,.si(t)i vepdic)
%, AIZE tel M sk 82 i=0,1,... . n-29 H§
ol A7k t-104 & o] Wgo] SEZEOE AZE
3, Spree] e A7 t-19 BE = gl
A% A% Bel WrE Ague] 28 P47t Bt
A3 AZE HA2EHAA HAEE Ay FAS A
(2) 2 vepdic)
S S 58,1 =5t Zcfsw
i=1

el (2)

5,01 =5+ Zcisi+1 e
1

ol# £ (SyellA sp,s1,..., Sn-1o Al9)g 2 &

Key key Key key
stream [+ stream |«
generator generator

Plane text/ | Cipher text ~ Cipher text /" | ™\ Plane text
™ ) N

Sender Receiver

Fig.1. General stream cipher using a RNG.
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Table 1. The maximum period of the random
numbers that are generated in general
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maximum period of the generated random
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