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ABSTRACT

Demand for the femtocell is largely credited to the surge in a more always best connected communication conscious public.
3GPP defines new architecture and security requirement for Release 9 to deal with femtocell, Home eNode B referred as
HeNB. In this paper, we analyze the HeNB security with respect to mutual authentication, access control, and secure key
agreement. Our analysis pointed out that a number of security vulnerabilities have still not been addressed and solved by 3GPP
technical specification. These include eavesdropping, man-in-the-middle attack, compromising subscriber access list, and
masquerading as valid HeNB. To the best of our knowledge, any related research studying HeNB security was not published
before. Towards this end, this paper proposes an improved authentication and key agreement mechanism for HeNB which
adopts proxy-signature and proxy-signed proxy-signature. Through our elaborate analysis, we conclude that the proposed not
only prevents the various security threats but also accomplishes minimum distance from use-tolerable authentication delay.
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Fig.1. System Architecture of Femtocell
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TR(1): HeNB Access Security (Trusted via EAP-AKA, based on Certificate)
TR(2): UE Access Security (Trusted via 3GPP TS 33.401)

TR(3): Contractual agreement

TR(4): HeNB Ownership
TR(5): Access control for UE(implicit)

Fig.2. The TR(Trust Relations) in HeNB Security Architecture
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Table 1. Security Threats and its Countermeasure

71% 9ol HeNB $# ¥7 (changing of
the HeNB location without reporting):
HeNB 45t HeNBE Aua|sla Fo3t 913
ARE AFTd $= 9ok

© ©E 28218 E-UTRAN A8} dlolg] &=
A (eavesdropping of the other wuser’s
E-UTRAN user data): #4#H= HeNBE A
3, 2AS AXsta, ez i S REE F
7 AAZT} dolEE RIEA| 92 air 9E o]
2olAY TP <lEjso] Beks 7IXA] edofeiw 4
A A& 4 ook wEbA F8iAt= o]21g HeNBel
gk 24 o] dubEHQl air QEIHO|AE AREE)
o MEA o}

O o} AHAL2 $1% (masquerade as other
users): @$gF] AoldL @YY TAAE= 5
FA FAAE o] &4 E7|u FA|RE, i

=
=
YD) TAAES @ 92T EHE Yol &

Threat group I\Q;n Security threats Countermeasure
Authentication credentials of the
1 Compromise HeNB H(e)NB  shall be stored inside
Compromise authentication token TPM(trusted platform module) or a
HeNB UlcC
credentials User cloning the HeNB The users co.uld be required to obV1ou.sly
2 authentication token confirm their acceptance before being
joined to HeNB
All software and configuration changes
) . Fraud software . .
Configuration 3 . . shall be cryptographically signed by
update/Configuration changes
attacks on OAM
HeNB 4 Mis-configuration and Security means is required for gen-
compromise of CSG eration, maintenance, and store of CSG
MitM attacks on HeNB first C.redentlals of HeNB should be recog-
5 nized on the core network operators
network access .
side
. . Communication between HeNB and
Protocol 6 Attack on OAM and its traffic OAM should be secured
attacks on SeGW in core network should have the
HeNB i related profile information of HeNB to
7 Threat on HeNB network access check whether a HeNB can access the
network
8 HeNB location change without Location locking mechanism should be
reporting designed and implemented
9 Other user’s eavesdrop When the UE camps on a closed or open
User data and E-UTRAN user data type HeNB, the user should be notified
identity 10 Masquerading as other users Same as number 9
privacy attack 1 Masquerading as a valid HeNB giSd(a}ecri)nﬁguratlon and setting should be
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Fig.3. Registration Phase
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Msg4: o] ©AlollA+= core networke ThHA]
o] 949 A A (ooamcn) = HeNBolA 9
o} A WAR core networke #1941 7Hel7]
(s'on) 2 29 919 A" Ak (ooamon) = BAZFL
dssks I 71 (Vew ' ARRE core
networke #HE ¢ ki ke, € Z,5 A¥sla K
= d"mod p . K» = g“°mod p & Axz}
21 core networke WA (3)& ulehd 19
Oéxk]ﬂo] _OHO] /HU:]Q _ﬂol .‘:Eﬂ(proxy_signed
proxy capability)S AXRI oxy £ x7F 29
A A A FvkEFE y7A oA 99E
= AL vkt ohA] el 219 AHEE 99 A
" (proxy-signed proxy signature) °]t}.

‘T/CN—HQNB =k +(‘70AM— (W"‘kz)' (3)
Moy i ]\'B) modg

a9, core networkE oon-mens, ki ko
Moy rovsS EAP-AKA = 254 7]uk 43 ol
Fog  qEdEAl e WAIR]e] AAgH
Men-tenpe CSG cellelyt IDen7t 48t W35
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+ HeNB AAE 9V}t Mev-ens = (IDpens
Il IDcsceen || IDen)

Msgh: OAM< core network7} Msgdell4 =+
¢ A FdA 2t OAMS A5 o ¢

oav-tens, Kz, Ki, Moau-renss 719 ¥ 3ich.

‘T/OAM— genp = k3t (Uav— oant k'4) ’ (4)
h (]LIOA M- HeNB Jmodq

A2 Bt AALE /A 22 CSG AA
(white-list)E& 7 HeNB ZEF2 22 o
‘oameNsHt Oonpengs 7HIAE 2ETE OAMO|
 CNe] o] A% 5388 2AxH oz HeNBelA
Adsle AL wlAEA otk dusii core
networks OAM®] core networke} A2 52j%l
HEANE 72 dAeh, 2 REME 7R 3
AA =3 AAFE T A R |Htelel 3l7] wiE
ojt}t, WHjE® zhe .Gl
A, HeNB7F Asfe] & Aol =o| FAAE
g 4 ol

A A =24

4.3 215 9 HZ Hof
(Authentication and Access Control)

T Azaf o)F oI AT Ale] A= (Fig-
ure. 4.)9} o] F2belc},

Msg6: o] A4 HeNB7} UEY identity=
el 84S Bl Ak QS ARy} ARk

Msg7: UE+ Msg3(oonv-ve, Mur, Ken-ur)ol
AA e ¢ol que A4do 7 HeNBo| dlgh
ol=S w3k} UEE Msgd3(r = Z,, R = &
mod p)& AFel&}. Nuberg Rieppel 419 HHA
9)o] AgEltia 7FAdct. a¥W UE + S, R,
Mug 2213 Kox-ug &F WIAA M= (IDyg//IDcy
[Irug)E 7FA1 3. HeNBellA A3t

S =r—Ro,y_ pph(M) modg (5)

Msg8: Msg7s W =Wl HeNBE= o3} %
< HAA(6)S AHEsld HASE Flolt}. o7|A
VCN% core network® 27| 7lo|c}. whek wpAA]

6)°] =tiHd HeNBE UEE ol3t)

— h (‘1I[ 7“ k’(‘\'* [,75)
=Ven Key yp modp

R= gSan-h(IDl,r,HID(,-\HT,;) modp modg (6)
HeNB+= AZ 99 AMHE A9 M¥ o
"on-ens (Ooanon©l 3l $19E)E 7 Aol

HeNBE Y92 r'g Al=sle] w4 (1) o] %
ste] Axbelet HeNB= (M, (R, Sen). Koaw,
K1, Ko, Men mens, h(Mw/|Koan) & Btk o
71 R's M'& o33 o} R' = ¢ mod p 1
2]a M = ( IDuens || IDcsc || IDoan |/
IDen || rrens).

IDesge HeNB9| A AHRE £33 4= 9}

SCA” =r'+o ov—menp b (M) modg (7

Msg9: A5z UE= 1 A% 370 71 v,
(= " " modp) & the3t 2 PN (8)

AHEste] B3 (v = v Koumodp)

v, = K (v ~[(2)h'(‘u‘“"”“”) mod p (8)

) mod p (9)

ooaven®l A5 w2 A9 dart givd $E
= Ak Aok wjite] ZREFS] A o] of
g B35 F 47t vk Al A Fell, 7
7] CK, IK(Integrity Key)+& taste} A&} dl
olg]9] WIAA S QZatew AREE = glvl. CKe}
IK= o ¥4l (10)=F %] Diffie-Hellman

7] &=lel ofa st

=

CK|l IK = ¢ ™" " mod p (10)

V. Hot 24
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ol &M o dAF A=A I 7=

v]7}d A (unforgeability): 24 $14%¥ UEW
CNe| tale 2 oenuveE ARSIl S A&

o
—=

A = 9lrh. wdk HeNBE OAM(coam-cn) 9
595 7 CNE dAEsA oonpenps AHESSH
o] $19 M7 s S A 4 9l HH=

Aotk o4t g A= FAAL HE
N (R, Sen’), v, Koam. K Ko,
Men-mens)®t Men-ves 7HAIH2EE 6 on-nexs®t 0
onupE FHA LR AXSE] g A WL

[l

3

3ol HFA](undeniability): 1 A9= A9
(M’ (R", Sen’), Koam, Ki, Ko, Men-riens))°] 7
S, 2 B35 Monnens’t AARE AL A1
AL 3N 71 ven' A MR T 7] voam
7} AH-Eeh, A7 CNol HeNBellAl R = A
He el & ¢ 9 "o aEE AQkE wAle
ol “J’Z] 5"‘39‘ wEget, OAMS] 4 Fol up=
v

=
§ieh. UE @ 49 313 5 ¢

A Al (identifiability): 9= A=z OAME
A7 Sox' (0 en-mensoll o3l AMHRE) o ZHE] 99
Azl A3l NS AWk widgs ukzi)
Aolel, v} Yl Azt CN-2 Seloen-urel 9
3 M) AR ER UES A¥Ed 4 gl

o,
o,
o

494 (distinguishability): UE <&

A A (genv-ve, Mur, Kon-ug)el AHE o
o el Aoz 919 A¥e FRE 5
th, z1e]3 HeNBe| Q122] 79 9]9] A= A

o

2 o\
oL
tlo

TN 7] verk $19 AHE 99 A
ol AREEl "bHel von'2 voand $

il

—F"
N
{1 2o oR 32

& o

Fahidl AMSE Zolth aREE oW AMgAE
QP Ao NE FEF S 9lE Aoleh

e B2e  Aldde] BAAZ AL uat 39
oA ke Aot

UE®} HeNB Alo]e] A3 <lZ(mutual
authentication between UE and HeNB): 4
3ol ke UES HeNBAPo|l Ats ol&s
CN# OAMe| ¥HAog wARIth= AP
B sttt HeNBE UEY wWAA| 238 CN9 A
ol =e=A] oldAE AAkgk}. =3t UE+
HeNB9| wiAx23¢ #HatsiA] CNzt OAMel| 9]
3 $d AHERE=A AR

7] %29 (Key agreement): 7] §% ‘%““’4
A2 o AA7E 7] A 71°4ﬂ & 9lk=

th Aok whale] 7] b wpAle] £ °ﬂ°l"/} 7‘
AA= 252 dapell 7] 4@"4’. TUE, THeNB)

7

O
=

N
it

z2eZ FAE d3t WA (withstanding
protocol attacks): 7]®E4o2 9|9 7] 5 W
A& Diffie-Hellman 7] £2l¢} At} z2yt
OAM¥} CN<2 9% M-S 7Ax OAMA’ CN%
Falsly] wjEel F7kAF A0 WA, A
HeNBE 7= 29 9= OAMS CN& 41:%1
A =k gkl HeNB} UE7F £413 o
on-oan’t B8] wgeltl, AFsAl CNol
OAMZ = t} 222 253 geth 343k
CNoZHE 99 MEE 2fsA daMdE fra
HeNBZ 9143 & ¢ =},

r = o —1>r£

rsL'r

HAxgg 4 9= %9 M (revocable pro-
xy-signature): eF OAM(CN)o] &A% (2§)
HeNBellA  wix|A b, 74l ooan-mens
(Oonnmens) 2B 370 S FHagdh ¥]E 99
A" Y Mol A" A== oovoan™ o
oam-enel e 919 ATel  deix= CN3t
OAM Alolellxe] o= o3| FH&sicl. a=im
2wk Hof ogt ek 43

dx)A el 4 elZ(temporary user authen-
tication): €AA el #Wue dasixe CSGY Y
2 ZFrEE ZkdAbe] A7 717ke AlgkeE gl

Table 2. Authentication Delay in Terms of Operational Cost

Message UE HeNB
Msgb - _
Msg7 2TM + TH + 1TA 3TE + 3TM + 2TH
Msg8 3TE + 3TM + 2TH +1TA 1T™M + 1TH + 1TA
Msg9 1TE 1TE
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SEI7E AljkeE WA s UES 9] 919 A1%=
At oonurs FAE WA A AEE 5 3)
ok olEg s MHEE A A A AFL
Msg4 (5)2} Fd3}c}.

A azEge]/7dy
software/configuration update): BE AZE
A1) qdulelEe} A WAL dugHor
voans 534 AE Aolx thAl hss)t uhrlow

otssh¥lct,

Adlo] E(secure

OoaM-HenE AL

VI. MH|A 24

(Table. 2.)& Algts wWals 3
e Bogh Tg, Tu, T Z2EZ Tave 44 B
=2 Ay, A, @4l 2Ela AksdabA 94
Folct, —rﬂ‘_ MsglHE Msgd7t#1e] 29342
e E3helx] kvl 1 olf= Msgld Msg2+e
CN# OAM AfelellA] AkAal Foje} A= o
Az w3E 4 glr] wEolrt =3I Msghe
HeNB7}F AA=HNS Al Aeloh. Mse3st
Msgds dubEsl Q15 Aaks & 59 vlg Ak
Rolch  wehd  F 94k & four-way
handshake® <r3l7] $lsl  8Te + 9Tm +
6Ty + 2Ta A% A" Aot} (MsgbHEl Msg9
7HA).

B =tdAe Ty, Te, Tu 2 Tad A&EEs
xyssl(10)E o]&3le] =AU} xyssle celolZ
AR F o ks gloHE| o}, o] 2lo]He

= A A ks, A 4, RSA, X.509
471 AL 75 % ofe] 7}A] *7‘43 7HA L Qlet.
gk, mukel ZA5E A AlEHelAdskr] 9l
ME]LA3 500GHz _i/‘ﬂil‘)ﬂ‘i HAEE 38
o A%ER 1024R| Edl| B8] 2rld A= 0.98
microsecond A A, A zE|a AkeAst
< 27 0.00758, 0.0202 =Elx2 0.00743
microsecond At °|g AI}E EHE F <
Z AL <F 8.044 microsecond”’} Zela oA
< UEZF A9 lAsHA] J8ich RSA 1024 sbsst
7} <F 8.921 microsecond”’} A= Aol F2

aof gt

[e2

m °1ﬂ

Vil 22

B =T $el: HeNB +25 #A3w 1
2132 HeNB7} Alg-ste BebAdel disliA zAHcl.
H]Z 3GPP HeNBel4 UE9 HeNBol| tat A<
AAS 2WPA T o] AL o3| thekdt ofelAal
Al FoFsirh(ell s EH A= 2). ol A

e ool g FAWE A Eene) e
A A8AE oteldel HeNBel H2I5E =

o}, w2y olH Bol HAAEES A $l5ked
oM AZE AT 7] 52 wA
Ak, Ak HAYES A% Aee 37 W
o2 /MAdcl (1) UESH HeNB Ale]9] Azal3
o] 7+3l=Elglet. (2) o4 HeNB +43 2 WES
WA ghet, (3) Als Hsleh Ak Adg Felvk
g3 307 A4k USIMelA #8838 S+ 9l
ak He)A el Al USIMelM F717] dake

uf

|

ot 120

Ap-g-5t2 1% %%D}. =, A8t A %7l

gb el vha ofege

E‘rA s «l J 1% WA wet JEALS o B

2 Zolvh. MEA 2 ellA

Bk é A3 AEzRA SleA v dE ZREF
_/’\_ )

2 %0 o mo A
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