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Detecting Rogue AP using k-SVM method
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ABSTRACT

Under only authorized AP is allowable environment, rogue AP which is generated by a smartphone tethering can be a
serious security breach. To solve rogue AP problem, this paper proposes classifying algorithm of Kerel Support Vector
Machine using features of RTT data. Through our experiment, we can detect rogue AP from LTE mobile network.
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Table 2. RTT estimation and data-set generation
algorithm

. Execute Traceroute to Public Domain M times
. Find common least hop count (N) except 1

1
2
3. for each I in traceroute results (M) do
4

for j € n (n: try time)

Extract RTT,,,x HopN = ERTT(L;)ho,Lv/n
=1

Extract RTTf hopl = ERTR.;'J};”1;1/71
=1

end of for j
Advg;= RTT,,— RIT, 1

ihopl -

AVar;= Z(RTT ) hop N RTTAWA\)?/”_
/: 1
SR = BT, P
P

end of for i

5. Data-Set {(Advg;, AVar)li< M}

*

M ) EdolselE AsEdd i s
% 3] & RTT 3H5

RTT1 lhup\
At F, F N ellA n3| A7
A9l j WAl A% RTT 3%

Table 3. Feature selection using RTT value
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Table 4. SVM test data-set using RTT
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