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A Study on Unknown Malware Detection using Digital Forensic Techniques*
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ABSTRACT

The DDoS attacks and the APT attacks occurred by the zombie computers simultaneously attack target systems at a fixed
time, caused social confusion. These attacks require many zombie computers running attacker’s commands, and unknown
malware that can bypass detecion of the anti-virus products is being executed in those computers. A that time, many methods
have been proposed for the detection of unknown malware against the anti-virus products that are detected using the signature.
This paper proposes a method of unknown malware detection using digital forensic techniques and describes the results of
experiments carried out on various samples of malware and normal files.

Keywords: Zombie Computer, Unknown Malware Detection, Digital Forensics

.M OB T UEE sk o] ¥ 4, AN 7|3 71 5
< E7le® F= APT(Advanced Persistent

7.7. 3.4 DDoS(Distributed Denial Of Threat, A5dA%Hek¢d) ¥4 '3.20, 6.25
Service, ¥AMBRI2ANR) FAE W ko] AR Abolr] 34" el = ALS]A o]t H AL gl o]zt
Ao #4 FEE B A Mu|aE AT BE FAd = GEAA] S AT sl

757 (zombie computer)”7} o|&%c}. FAA=

M =k

A4 (20139 104 8%), #A4Y(20134 12¢ 29), Zn] A9 #8A1S 9ste] el A&t A B3}
A (20134 124 39)) =

o] 2o 9013 E A u (] Abren) e Aoz g H 95S 3 Ao A 73 YIS A=}
FATA - HA A ] A g o} aEl AT grt. o] I == AT A (signature) WA SZ
2l (2012M3A2A1051106) etx]alel elelulolz| ~(anti-virus) AEESS $-3|

F#2}, explod @korea.ac.kr
WAIA 2} sangjin@korea.ac.kr (Corresponding author)

ol

t AlZde](zero-day) FFES Egg tfokst



% s EAE BE oAg z44 7]
M3k A B, B B 5 olgste] delAA

5 gl B A

A Aeiabarst a7, 1H}°lﬁ L e
AFD, AN AT w15 W1
Ak e o]9) Tl AR A

& FASE BT sl AR AE 0T

I
- °1ﬂ S

2
iy
=
N
:oll_":
>
R
=
2
b
=
é
L‘a
o
2y
4‘%
>
o
&0

)4). 3
3 vhe} Aols} glont Ao Figl.el WS
2 7o) Ae),

Preparaton detcon W I W Posiint
and Recovery /.

¥ and Analysis Activity

Fig.1. An incident handling process of SANS(5]

Fig.1.9] g2} 4 gAlelA = o ES
3k A3t :Rh oJul g Abarels] wtat
A ARR4) 9} EAA Auaz AL
A sk Z}E~ & AeAta 2Abell 8
5 Ak :laM B AR Qs #47
A E2e Beleq AR A wet
Ak Adhg 7h v

AL o] F BA7HEe] wY el Ale] AgL
2 I EE FAT 4 ol o] desjct

A

o
= 5

fd
Al ot mlu et gX

K}
&)

Lﬂ~

Fig.2. & ¥ A 2o] utEo 13k
FR 07 ZrlelE AL & 4 vk Al A wkAY
Qrejulola| 2~ AlF2 AZE 4§4~—7”‘: |

N .
Glool| Bt

°1
Er
32,
i
>,

T REEE
DA A el Az ‘%“éL": WS
A e

1

)- O
A=

A3 9]

23,333,333

Fig.2. The statistics of the number of malware
by year from AV-TEST
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S o] &% A TE o] W oRE A RES] FF
&4 o] 43 BAE Bl BAE o4k 1)
H 5 (14)(15)0] Al_k= %},

A BAT) slelnes AL ARk 87 75
3 o] pubE= B4 vl oTE B4 &=
7b =ejv}, w3k 54 o R=g BRE S o] dw
= = ESHUE F
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el gJelo| B 5 o] ARelA fld 5 Slek. ollE
S0l 4 Al ET} A elA o]n] otE o] I E=E
a3k Qlebs AREAbE #lle 4] Afo] Eell A=
Ao R s ggdd 5 glvh a2|a oA
2 o) Fell A48 A7) H3l Ase
S ekt W EE o8t o¥A A

H=a =

3.1 2N Cjao HE

s AR gded Astgle] AdEd (PE,
o] =k

=
Portable Executable)e] wlizlo] Z=x|o] A3
H A o] ARE HAstw £4E8 WA
e,

Table 1.-& tx" 4] 7|42 A& 5 3le
W AR FollA Adalade £S48 5 9le &
FEo|r}, dHAA] 2 dAHI=E "X sl
Al B4 AR AR BE AR AFAE 915 AR

Table 1. Information about subject of analysis

. Collection
Information Category Method
. Prefetch File Format
Execution - -
Trace UserAssist Registry
MUICache Registry
Loaded PE .
Execution (exe.dll,sys) Windows AP
Module Service Registry
Network Windows API
Automatic Run Registry
Execution Shell Registry
Internet Index.dat File Format
311 A8 =8 HE

3.1.1.1 =3 g
2] 9] (prefetch)
S5 2o Age] 2
2 F= 4 folgE Ko

o
=9 AN A shalel

[e

o

=
_\ﬂ.
2 A

de A xH

=2

17 w5 A3 3

0x00 Prefetch version

Signature (SCCA)

Senvice version

Prefetch file size

Name of executable as unicode string

Prefetch hash

0x30 Oorl

Section Info Offset

Numbsr of Sections

Page Info Offset

G Number of Pages

Filepaths Info Offset

Filepaths Info Size

Metadata Info Offset

Metadats Info Size

Last execution time of executable (FILETIVE)

0x80 MinRePrefetch Time

MinReTrace Time

(R0 Execution counter

Senithity

Signature (SCCA)

Name of executable as unicode string

Prefetch hash

Filepaths Info Offset

filepaths Info Size

0x80 Last execution time of executable (FILETIME)

Execution counter

Fig.4. Prefetch file format (Windows Vista, 7)
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ZE|ofjx] gt o] EAll= el Adale] v meo
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3.1.1.2 #A~E2]9 UserAssist

G AAE ARl A AL Al $lste
ARgALS] d)9] W& Hx|~ER]9] UserAssistel
ROT-132.2 <st3state] AAgcl(16).

= (] UserAssist

= (] {SEBABTB0-7743-11CF-A12B-00AA004AEB3T}
3 Count

= (3 {75048700-EF1F-11D0-9888-006097DE ACF 9}
- Count

SHHRZA_EHACNGU:WW 172, 16,115, 4WgtWCnpxrgWOPbar, rkr

Fig.5. UserAssist in the registry
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HRZR_EHACNGU:##172.16.115.4%gtWWCnpxrg#WQPbgr.rkr

—~g—

UEME_RUNPATH:W#172.16.115.4wtgwwPacketDCodeexe

Fig.6. ROT-13 decryption
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3.1.1.3 9#2E8¢ MUICache

Hx)~E2]9] MUICache(Multilingual User
Interface Cache, thalolx4 A 71(key)+=
thEdel & A8dE] $18) Alzwl Wl s =
Z e o] &g AMARICH1T).

HKC| WAt
W AVTTOTIWATEWIVICTOSOTUYVYINGOWS T

3 MUICache

ab) C:WWINDOWSWsystem32Wtaskmagr.exe
] C:WWINDOWSWsystem32Wwiaacmgr.exe

Fig.7. MUICache in the registry
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Fig.8. The list of processes, dynamic load
libraries, and drivers
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HKLM¥#SystemWCurrentControlSetiServices
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(1 Enum

2 Security

] imagePath REGEXPAND.SZ WAL HWINDOWSHsystem W SWKP sys

Fig.9. The information of programs that are run
as Windows Service
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HKLM#SystemWCurrentControlSet#Services
- GIEER

1 Enum
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Fig.10. The information of DLL loaded together
with the Svchost process

w3F ImagePath Zkell ‘svchost.exe7} 9J& 7
¥ HKLM\System\CurrentControlSet\Servi-
ces\{AH]& o]F)\Parameters 719 ServiceDIl
Zkell A Svchost ZEA| A9} 37 2esE= DLL I
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Proto Local Address Foreign Address State PID
TGP B.0.08.08:135 0.0.0.0:8 LISTENING 908
TGP B.0.08.0:445 0.0.0.0:8 LISTENING 4
TGP 127.08.8.1:1829 0.0.0.0:8 LISTENING 1824
TGP 192.168.1.128:13% 0.9.08.9:8 LISTENING 4
TGP 192.168.1.128:3494  192.168.1.93:139  SYN_SENT  370@
TGP 192.168.1.128:3495  192.168.1.94:139  SYN_SENT  370@
TCP  192.168.1.128:349%  192.168.1.95:139  SYN_SENT 3700
TCP  192.168.1.128:3497  192.168.1.96:139  SYN_SENT 3700

ICP  192.168.1.128:3502  192.168.1.97:139  SYN_SENI 3708
TCP  192.168.1.128:3505 192.168.1.98:139  SYN_SENT 3780
TCP 192.168.1.128:3506  192.168.1.99:139  SYN SENT 3780
TCP 192.168.1.128:3507 192.168.1.108@:13% SYN SENT 3788
TCP 192.168.1.128:3508  192.168.1.181:137 SYN_SENT 3788
TCP  192.168.1.128:3509 192.168.1.182:13% SYN_SENT 3788

Fig.11. Network connection information
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3.1.3.1 dA2=E89 Run, Shell

Alz=ge] FHEAG AREAE 2ol o x|
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Table 2. Run in the registry

HKLM\SOFTWARE\Microsoft\Windows\Curr
entVersion\RunServicesOnce
HKLM\SOFTWARE\Microsoft\Windows\Curr
entVersion\RunServices

(Logon Prompt)
HKLM\SOFTWARE\Microsoft\Windows\Curr
entVersion\RunOnce
HKLM\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run
HKCU\SOFTWARE\Microsoft\Windows\Curr
entVersion\Run
HKCU\SOFTWARE\Microsoft\Windows\Curr
entVersion\RunOnce

Table 2.+= #8 Aol W& Run®| A $=40]
o}, zbzke] YA ~EE F|oA] Zeawe] Age) o]

290 oJOo XA o
m= éa‘l‘]

Table 3. Shell®] ZH7te] #A|2E2] 7]

Al 3l
=270
g3 DLL Fde ARe o] 28 9L & 9l

Table 3. Shell in the registry

HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon
HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify
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Winlogon ZZA|lxE ARgx7E 2918 o] %,
z7] ZRA2E AAEP] $18ked Table 3.9
Winlogon 7|¢] Userinit 3kell sigdsl= =212
S A3t} =3 Winlogon ZEA|2e AR
219l 4 R, 2~aRqelN Azt 5& AW
A&l Table 3.914  Notify 7|8 JHF]|
DLLName #°2 535 DLL 3dES 23t

314 QlEu F2

3.1.4.1 Index.dat I

index.dat 342 Internet Explorer % =z}
$A el 93l o]f-=li= dle|ejro]~ Ftd R <] URL,
Aoy H T doli Folx e ARES ¥t

et

o

Table 4. The path of the index.dat file

Wlndows The path of the index.dat file
Version
Documents and Settings\{userna
XP me)\Local Settings\Temporary In
ternet Files \Content.IE5
Users\{username)\AppData\Loca
Vista, 7 I\Microsoft\Windows\Temporary
Internet Files\Content.IE5
index.dat 394 MSIECF(MS IE Cache

File) 9oz o] 9lrb(18].

Last Modified Time

Oxi0 Last Accessed Time

030 URL Offset
x40 HITP Header

Local Cache Directry Index

Flename Offset

Fig.12. URL Activity Record in MSIECF format

Fig.12.+ MSIECF =9¢ URL Active
Record F-#olth. dlg ol el ezye of
& W2 3kl e o] &3 QlEf¥l A2 (URL, Uniform
Resource Locator) 58 AR} 235 g}

Table 5. Malware testing standards

Information Standards

Catalog

Digital Signature
Loaded PE

Network Connection
DLL Injection
Malware Path
Packing

File Properties

File Attribute
Suspicious File Name
Abnormal File Path
File Signature

File Size

Malicious API

Run

Shell

Service

Sign

Module

File

321 MY I

3.2.1.171¢&1

WEFP(Windows File Protection) 7152 =2
Tl od Fasg =g A= Fido] WAHA|
UEE ghr) A|xd gdeo] W7 FHAV A 2
$ WFPE 7hdZ(catalog) FHdells a4 gt
zhol 23 o] Az vlagic}, o] F}de
A o] thEchd WFPE #iw ot /)4 &v]
(g}de] A Eell Q& A = A Y gl

= g2 A3},

ﬂllO ol



HH B 53] =g

(2014. 2) 113
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0024DFEATDEBGEE 1855852609150 DSdESSB?ACE 2
0030655FSCFD40D1EF2CECEED 561 95626B FEAZEE
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Fig.13. A list of hash values in a catalog file

oM F=rF WEPS FH3l8ta =g Al2d 3}
odS WS shER L g Sl 9le Al
& maste] A FE S ulolelA(virus), A=
(patched) ¥El¢] EZo|&HntE &2 &= Qi) ¥
7R sl Seldde Al #t dE
G Alzd sl 2 A4 gl g oI Aeks Al

a7 ghect.

oY H‘i R

3.2.1.2 ¥#¥ A9

Yx8 A" (digital signature) A¥e 54 7]
dolut el A st sl xPAlEel o&f A Y
A= Aeoln M zrt HA] Yokt A T
Sx 2 AR3ka ik

o= & = Tne.

TR H: [AFE= = SiaLICk
M M2 [20173 11" 92 =89 2= 71354

EENEET

Fig.14. The digital signature of a file
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3.2.2.2 vESZ A4 AR

A Fe7t MEY A= A= AH(IRCBot, 4
FE As) ofelHal g4 s7-H(DDosS, M=
= A1) A9AR b8 Azds A4 2 elE

3.2.2.3 DLL <144

DLL ¢14A (injection)> <M Z =2 wHE DLL
& T2 meAse due T 2ol Ashe
FEF Ast= s vlgtt

Winlogon, Explorer T2A| s AFSA7} 21

ol gk o] % 3} vlmEe] REFe] gl TRA|AR
oMz ee] FAo] ®r} Winlogon, Explorer =

EA 2ol ZEHE DLL st 58 b e sldz
2 gkl el B4 ghe 7Rl Ak st el o]
& 44 ﬁ%“%—% Lﬂsh Zrxelal DLL shde]
A ZEs o] A3 DLL

et FE AgAl A A4 sdal AT ol
slal Table 6.3 o] A4 sl Se] wo] EAlsh:
e B, Eefelw Eo Fol F2 EAE

Table 6. The main paths of malware

- %TEMP%

- %WINDIR%

- %WINDIR%\Temp

- Root Directory

- %WINDIR%\system

- %WINDIR%\system32

- %WINDIR%\system32\dllcache
- %WINDIR%\system32\drivers
- %WINDIR%\Downloaded Program Files
- CSIDL_COMMON_APPDATA\*
- CSIDL_APPDATA\*

- CSIDL_LOCAL APPDATA\*

- CSIDL_COMMON_STARTUP

- CSIDL_STARTUP

- CSIDL_INTERNET_CACHE
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24 42 M FE Ao ] AT

Table 7.0 sjgshe A28 4% 9E$ G471
o4 Aajstale] mol| et Aahstel AHalsk 24
s gk AETolch e #g A=e] Aastele]
EA iR g Hge] ot

Table 7. The paths without any executable files

- %WINDIR%\Task

- CSIDL_FONTS

- CSIDL_COMMON_FAVORITES
- CSIDL_FAVORITES

- CSIDL_PROFILE

- CSIDL_APPDATA

CSIDL(constant special item ID list)= &
4 zZR gl o& F= o]84EH= —?é?ﬂ ZT 24
AHS 93l AlndolM E3iEl fdgt ghg ATt
o}

pil

3.2.3.2 37
37} (packing)& A e stale] =17]
ol FE B o]ElA slo] 3t

L= e
ol2ldt o] M I AHAEL 7]

anszxczD.dll S5 A%

=T L k]
OHed B 1.oo
#9: IEHelper Module
HEA: Copyright 1997
JIEH A B
== 08 2r

=
4L
o

5EE! e !!9 gister

Fig.15. File properties
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A 3 AR B 2 glodrh e
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Table 8. File attribute

Flag Contents

This file is not shown in the dir
list, and is not affected by any
file commands.

Hidden
(H)

System This file is used by an operating
(S) system.

Read This file cannot be deleted nor
Only (R) | modified.

Archive This file changed after the recent

Table 9. The name of default processes

winlogon.exe, services.exe, csrss.exe, smss.exe,
explorer.exe, iexplorer.exe, spoolsv.exe,
Isass.exe, conime.exe, ctfmon.exe, userinit.exe

Table 9.9] 7|8 Z @A~ o552 2y Iz}
ol 4] A5 Hol= A ZrAAFol
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Table 10. String matching algorithm

(matched letters count / average length of
two letters) * 100

Table 10.9] #xld wiA due|EelA mat-
ched letters countt @Wlsrelel 7|2 (leven-
shtein distance)& ¢]&3Fe] F3c}(20].

E:Wcompare >compare . exe

source filename = suchost.exe
compare filename = svchBst.exe
Levenshtein distance algorithm = 1
E:lcompare >compare . exe

source filename = csrss.exe
compare filename = csprcs.exe
Levenshtein distance algorithm = 1
E:Wcompare >conpare .exe

source filename = explorer.exe
compare filename = exploit.exe
Levenshtein distance algorithm = 3

Fig.16. The result of computing levenshtein
distance
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Table 11. The experiment result of the corres-
pondence rate

String 1 String 2 ggizespondence
svchost.exe |[svchOst.exe |91%
csrss.exe csrcs.exe 89%
explorer.exe |exploit.exe 5%

w2 oY dmeEe olgael s =
o153} 80% olom FAsehdl oJalze e o
o|Box ekl

e

3.2.3.6 WA 9 A=
TS A2l ofd 22} A8 34

fus =0
Qst] slal P vlEE me e A9 wela
Asaet, A iRk QA Aok ohd 2

(2014. 2) 115
2 0 5RbE wolFy] wel et REE RS A2
W Sl B} BT o] o ARE uHte] ALEAE
A0 2~ oh;}
=2 T XM

ZrE+E DLLY A £4+ Zome 2279
o Friyve Adsie] @A) Bl Aad E A=
$ 0], PATH 270] vhe Et] 2olch. webd 4
4 Sp(DLL)e] £k 917w} WA 214 =
Aol $ ol %] ety = (DLL) 7 AT
A sh9de] obd epyzEsl me,
w9 Asd T3 5 o] B e Az
EAS WAL 3 Az sleh gk,

L

;\z

o

3.2.3.7 5o] API

HRE FAt AMEEE FH OAPIEE ZEA
YENZ, &7 e, theRE, 1A
A, 37, 3 A g 7] Fo] glrh. Alsai
IAT(Import Address Table), EAT(Export
Address Table)lA sl APIES A 5 312
v A7 =le] sichd A6l oS AA Hr

3.2.3.8 I A1y A

AEg AL A9 FRE FEsb) )

sl A AT AREAE SRl A el
GAlelA] Bgatel] whe ZR2awo R At}

e |27 | O ES (2Zf0 oy
SET I E4(I):
%I o 4 A
)06 e WA
= JoD Microsoft.Jet OLEDB.4.0
= JPE JPEG 0107
&) JPEG JPEG DIOIF
£ PG JPEG 0IOIF
Bls JScript Script File v
S II(N)
CEE I N UH Z2E8 I g4 HE 28
L=
QS T2 0 N8 ME Z2ER DN HBY STE HISA
F[US]E S=olEAR.

RE)

Fig.17. File types
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IC:Wrcalc.tmp E H A2
e HEE) 2 ZSTH)

l_ [Backsnace” CE H C

| BN | | £
N BN | | N
N 0 N | O | A2
| 72 | O |

Fig.18. The execution result of calculator with
tmp extension
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Table 12. File signature and file extension

[le Sromeiiine File Extension

(header)

COM, DLL, EXE, PIF,
4D bA SYS, ACM, OCX, CPL
FF D8 FF EO xx xx | JFIF, JPE, JPEG,
4A 46 49 46 00 JPG
25 50 44 46 PDF, FDF
DO CF 11 EO0 A1 B1 | DOC, DOT, PPS, PPT,
1A E1 XLA, XLS, WIZ

T AlauyA (file signature)s g GH-8
(header) & =A% ¥ (footer) ol U= 54T
2] 3% AHBo|rh Table 12.9F 30| IL
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Fig.19. The size of malware
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Table 13. The standards of malware detection

Standards Contents
The hash value of Windows system files is different with the one of files in the
Catalog
catalog.
Digital Signature No digital signature of the target file is included.
Loaded PE The target file is in the loaded PE information.
Network Connection The target file is in the network connection information.

DLL Injection

The DLL file loaded in the Winlogon, Explorer Process has different hash val-
ue with the one in the catalog, and is loaded into other processes.

Malware Path The target file is located in the path in Table 6. and Table 7.
. The WRITE property of the entry point section of the executable file is
Packing .
included.
File Properties No file properties of the target file are included.
File Attribute More than two attributes are included in file attributes of the target file.

Suspicious File Name than 80%.

A name of the target file is same as the name of default process with more

Abnormal File Path

The file name is same with one of Windows system files and locates in differ-

ent path.
File Signature The file signature of the target file is different with the file extension.
File Size The size of the target file is Less than 500 KB.
Malicious API The target file includes the API that is used for malicious behavior.
Run / Shell The target file is registered in the registry in Table 2 and Table 3.

Service Time

LastWriteTime of LEGACY (SERVICE NAME) key in the registry is within
three days from the analysis date.

A o7 ARSE = A 5 Algle] Hkads)
A} 7|8 22 3 (FTP), stelrtolzs A&, Hatk
Z2 (23 AllE Ao we} HdAEe Z2a

Table 14. The distribution of malware types

Malware Type Percentage Scample
ount
Trojan 53.1% 106
Worm 7.8% 16
Script 4.5% 0
Adware 4.0% 8
Virus 3.8% 8
Dropper 3.1% 6
Downloader 1.7% 4
Exploit 1.7% 0
Spyware 0.7% 2
Appcare 0.2% 1

78
Fal 0% 4 oleh. Fig.20.& 49
% shele] Bk GBS
4 melzeh

et o}

Table 15. The probabilities according to standards

Standards Malware qumal
files
Service Time 11.3% 1.3%
Run, Shell 10.6% 1.3%
Malicious API 13.2% 0.6%
File Size 84.1% 77.8%
File Signature 6.6% 10.1%
Abnormal File Path 2.6% 0.6%
Suspicious File Name 6.6% 0.0%
File Attribute 17.2% 3.8%
File Properties 71.5% 16.5%
Packing 45.7% 2.5%
Malware Path 66.2% 17.1%
DLL Injection 3.3% 0.0%
Network Connection 2.6% 1.9%
Loaded PE 35.1% 41.8%
Digital Signature 97.4% 46.2%
Catalog 9.9% 0.0%
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Fig.20. The probabilities in malware and normal files according to standards
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Table 16. The score according to the ratio of
standards

Standards Ratio Score
File Signature =1.53% =2
Loaded PE -1.19% =1
File Size 1.08% 1
Network Connection 1.37% 1
Digital Signature 2.11% 2
Malware Path 3.87% 4
Abnormal File Path 4.33% 4
File Properties 4.33% 4
File Attribute 4.53% 5
Run, Shell 8.15% 8
Service Time 8.69% 9
Packing 18.28% 18
Malicious API 22.0% 22
Suspicious File Name 22
DLL Injection 22
Catalog 22
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Table 17. The detection rates and the false
detection rates according to threshold

False False
Thresh Dgtect D.eteCt Detect | Detect
old ton ton ion ion
Count Rate Count Rate
0 210 100.0% 207 100.0%
2 210 100.0% 139 67.1%

(2014. 2) 119
4 210 100.0% 45 21.7%
6 210 100.0% 43 20.8%
8 180 85.7% 9 4.3%
10 180 85.7% 5 2.4%
11 176 83.8% 5 2.4%
14 173 82.4% 5 2.4%
15 172 81.9% 5 2.4%
18 167 79.5% 5 2.4%
19 156 74.3% 3 1.4%
20 146 69.5% 3 1.4%
22 142 67.6% 3 1.4%
23 142 67.6% 3 1.4%
24 141 67.1% 3 1.4%
25 119 56.7% 1 0.5%
26 118 56.2% 1 0.5%
28 118 56.2% 1 0.5%
29 94 44.8% 1 0.5%
31 93 44.3% 1 0.5%
33 92 43.8% 1 0.5%
35 87 41.4% 1 0.5%
36 87 41.4% 1 0.5%
37 80 38.1% 1 0.5%
40 75 35.7% 1 0.5%
41 74 35.2% 1 0.5%
42 70 33.3% 1 0.5%
44 70 33.3% 0 0.0%
46 70 33.3% 0 0.0%
48 61 29.0% 0 0.0%
50 61 29.0% 0 0.0%
51 39 18.6% 0 0.0%
53 37 17.6% 0 0.0%
54 37 17.6% 0 0.0%
55 34 16.2% 0 0.0%
56 24 11.4% 0 0.0%
58 23 11.0% 0 0.0%
59 22 10.5% 0 0.0%
63 16 7.6% 0 0.0%
68 14 6.7% 0 0.0%
72 4 1.9% 0 0.0%
77 3 1.4% 0 0.0%
90 1 0.5% 0 0.0%
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Table 18. The definition of the classification
context

Classification result
Positive Negative
tp fn
Positive (true (false
Answer positive) negative)
fp tn
Negative (false (true
positive) negative)
Precision(P) = tp (1)
tp+fp
t
Recall (R) P (2)

- tp+ fn
% Precision™ Recall
Precision + Recall

(3)

F—measure (F) =

, ) Aol 7} v (22) 5 o] 83l 7]E
Y =43 A3}= Table 19.9]4 HojFc},

Table 19. Precision, Recall, and F-measure
according to threshold

Th};ﬁzs tp| fo | fm| P R F
0 | 210| 207 0 | 0.504 | 1.000 | 0.670
2 | 210] 139] 0 | 0.602 | 1.000 | 0.751
4 | 210| 45| 0 | 0.824 | 1.000 | 0.903
6 | 210| 43| 0 | 0.830 | 1.000 | 0.907
8 | 180] 9 | 30 0.952 | 0.857 | 0.902
10 | 180] 5 | 30| 0.973 | 0.857 | 0.911
11 | 176] 5 | 34| 0.972 | 0.838 | 0.900
14 | 173] 5 | 370972 | 0.824 | 0.892
15 | 172 5 | 380972 | 0.819 | 0.889
18 | 167| 5 | 43 | 0.971 | 0.795 | 0.874
19 | 156] 3 | 54 | 0.981 | 0.743 | 0.846
20 | 146| 3 | 64| 0.980 | 0.695 | 0.813
22 | 142| 3 | 68| 0.979 | 0.676 | 0.800
23 | 142| 3 | 68| 0.979 | 0.676 | 0.800
24 | 141| 3 | 69| 0.979 | 0.671 | 0.797
25 | 119] 1 | 91 0.992 | 0.567 | 0.721
26 | 118| 1 | 92| 0992 | 0.562 | 0.717
28 | 118| 1 | 920992 | 0.562 | 0.717
29 | 94| 1 | 116] 0.989 | 0.448 | 0.616
31 | 93| 1 | 117] 0.989 | 0.443 | 0.612
33 | 92| 1 | 118] 0.989 | 0.438 | 0.607
35 | 87| 1 | 123] 0.989 | 0.414 | 0.584
36 | 87| 1 | 123] 0989 | 0.414 | 0.584
37 | 80| 1 | 130] 0.988 | 0.381 | 0.550
40 | 75| 1 | 135| 0.987 | 0.357 | 0.524

41 741 1 | 136] 0.987 | 0.352 | 0.519
42 70 | 1 | 140] 0.986 | 0.333 | 0.498
44 70| 0 | 140] 1.000 | 0.333 | 0.500
46 70| 0 | 140] 1.000 | 0.333 | 0.500
48 61| 0 | 149] 1.000 | 0.290 | 0.450
50 61| 0 | 149] 1.000 | 0.290 | 0.450
51 39 0 | 171] 1.000 | 0.186 | 0.313
53 371 0 | 173] 1.000 | 0.176 | 0.300
54 371 0 | 173] 1.000 | 0.176 | 0.300
55 341 0 | 176] 1.000 | 0.162 | 0.279
56 241 0 | 186] 1.000 | 0.114 | 0.205
58 23| 0 | 187] 1.000 | 0.110 | 0.197
59 22| 0 | 188] 1.000 | 0.105 | 0.190
63 16 | 0 | 194 1.000 | 0.076 | 0.142
68 14| 0 | 196] 1.000 | 0.067 | 0.125
72 4 0 | 206] 1.000 | 0.019 | 0.037
7 3 0 | 207] 1.000 | 0.014 | 0.028
90 1 0 | 209] 1.000 | 0.005 | 0.009

$
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