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ABSTRACT

As the data gets bigger recently, the demand for relational database management system (RDBMS) and NoSQL DBMS to
process big data has been increased consistently. The digital forensic investigation method for RDBMS has been studied
actively, but that for NoSQL DBMS, which is popularly used nowadays, has almost no research. This paper proposes the
digital forensic investigation process and method for MongoDB, the most popularly used among NoSQL DBMS.
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"Name": "Kim",

"address": {
"streetAddress": "1st Street",
"city": "Seoul",
"postalCode": 1112

H

"phoneNumbers": [
"111-222-333".
"555-666—-777"

1

}

Fig.1. An Example of JSON Document
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Fig.2. MongoDB Replication
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| (mongod --configsvr) |
(mongod --shardsvr

~-replSet)

& Frimary
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“‘ e Config Server A
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Fig.3. MongoDB Sharding
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Table 1. The term difference between RDBMS
and MongoDB
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Column/Field Key
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Table 2. The main executing options of MongoDB

% K\i Aé Uv::)]
o dlele] el 91X
__ 73
dbpath 7= (Default : /data/db)
# . Au] s EE
_ L EH
port EEWS (Default : 27017)
i:,_J]_ol O]

- P )
logpath 7= (Default @ 3wi&)

A AFEA Za5dE Hol
27 @ oleld %

—replSet “HAAM o] 5| HA M AHE 5t
Ak w2 st
A Z 5t

—logappend

—shrdsvr

——configsvr

T5wAlS Eelske #el= MongoDB A1# 9]
local DBelA startup_log Collections #als}
= o OSelA] ZRA~ 2| 2eS gelahs
o] it} Fig. 5.= startup_log Collection®llA]
Teuas gelehs WS HojEe)

shard-a:PRIMARY> use local
switched to db Tocal
ihard—a:PRIMAR\b db.startup_log.findone({}, {cmdLine:1})

"_id" : "ServerA-1372812799893",

"cmdLine” :
“dbpath” : "/data/shard-a-p",
"logappend™ : true,
"logpath" : /data/shard a-p.log",
"port" : 30000,
"replset” : "shard-a",

) "shardsvr" : true

H

Fig.5. The executing options in startup_log
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"state" : 1

"stateStr" : "PRIMARY",

"uptime"” : 1628,

"optime" : {

"t": 1375942989,
1

gl

N
"optimeDate" : ISODate("2013-08-08T06:23:092"),
"self" : true

Iy
t :
"Aad" 1,
"name" : "ServerC:30001",
"health" : 1,
”state” s
statEStr : "SECONDARY",
"uptime"” : 1382,
"optime" : {
"t" : 1375942989,
. wiv 1y
"optimeDate" : ISODate(”ZUl} 08-08T06:23:092"),
"lastHeartheat" : ISUDate( 2013-10-18T00:45: 441”)
”hstHeartbeatRecv ; I[S0Date("2013-10-18T00:45: 442”)
pwnng :U,
) "syncingTo" : "ServerA:30000"
i ,
"id" 2,
"name" : "ServerB:30002",
"health" : 1
”state” : 7,
statEStr : ”ARBITER”
"uptime" :

”'IastHeartbeat : ISODate(”ZUl} 10-18T00:45:442"),
”'IastHeartbeatRecv : ISODate("2013-10-18T00:45: 442”)
"pingus"” : 0

1

Fig.6. Checking the configuration of Replica Set
by rs.status() command
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mongos> use config

switched to db config

mongos> db. shards. find()

{"3d" : "shard-a", "host" : "shard-a/Servera:30000,ServerC:30001" }
{"d" : "shard-h", "host" : "shard-b/Serverd:30100,ServerC:30101" }

Fig.7. The configuration of sharding in shards
Collection

=7 dele 38 Ssid+= 1A DB 29
= dlolel7k £8= Collectione zrolof e},
MongoDBell &413}= DBY &2 Fig. 8.3 %
o] show dbs W& oZ &<lglt} DB ¢]&F dlo]
Elolele] gake Falst 2 9l B4 DB
Collection %2 show collections W&o 2 &

SEie=s

mongos> show dbs

admin Cempty)

cloud 0. 2031256

cloud-docs 9.9033203125GB
config 0.046875GB

onpart 0.203125GB

test 0.203125GB

yjstest 0.203125GB

Fig.8. Show dbs command
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a4 v
Field Type Index
_id Objectld VES
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att2 BasicDBObject NO

user2 string NO
title2 string NO
title String NO

Fig.9. Tadpole DB Hub tool
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mongofilesE ¢]$3le] GridFSE AAHs I
55 st 5ATAS A3 ool

Ja rlo

- AA 52 %3] : mongofiles -h A¥¥ =& P:
FE -d DB °]& list

349 44 : mongofiles -h AW4 =& [P:

d DBe]& get Ftdo]&

A WA= MongoDB Driver® AH-3lod 2pA14
o2 EFE sl t} MongoDB SwlolddE
S/WE o] &3k whe|t,

GridFS dHelel& A & dxA7A 713
a3 el -2 MongoDB Shellel|A] welt]o]E

AAE Eal $4% e 243 F mongofiles =
el & SAshe Wyl

4.5 Data File = &M 3 AFEZE 2M

MongoDB®] dlele] =4l Default A2E+=
“/data/db/"°*1Y%+ MongoDB %A —-dbpath %
Ao g w7 7issit). dlolE el DB HelA A
= AR 4l ey & AAse dd= 7iE
ot deRHEE ARt U Namespace 3o
ozt sh=dl "(DBel&).ns” FHlo Uz A
At delelE ARk #dS "(DBelF. A
Hejo] st o2 A= do|e] e §ko] T3}
of o shte] =7)7) 2GBE 9 5 9o
27F 04-E 14 F7hetA] A2 gedo] AAH
Fig. 11.& 24 7|22 A== DB local
DBe} 3712 AAE cloud, cloud-docsEl= DBE
ghalst 4 9lch

MongoDB29| dHle]g] F+%+ =ZA Namespace-
Details, Extent, Record® 7A¥rcl. Name-

)

o %
=

o, oE



130 MongoDBol| w3t t]x|&d

244 24 7]

i
e
-

. tmp 2013-07-d 2% ... O 50

. journal 2013-07-03 2% .., OH 20
. cloud,0 2013-07-04 2% .., OO 65,536KB
__ cloud. 1 2013-07-04 2= ... 1O+ 131.072KB
__| cloud.ns 2013-07-04 2= .., NS O 16,384KB
cloud-docs.0 2013-07-03 2% .., OOk 65,536KB
| cloud-docs,1 2013-07-03 2 ... 1o 131.072KB
__ cloud-docs.ns 2013-07-03 2% ... NS OHz 16,384KB
__Jlocal.O0 2013-07-03 2% ... 0@ 65.536KB
__local.1 2013-07-03 2% ... 1o 2,086, 128KB
! local,2 2013-07-03 27 .., 2O 2,096, 128KB
_Jlocal.3 2013-07-03 @A™ ... 3mMY 2.096,128KB
__| local.ns 2013-07-03 2% ... NSO 16,384KB
__ mongod.lock 2013-07-03 27 ... LOCK IOH 1KB

Fig.11. An example of the generated data files

spaceDetails T7%A4+ "DBe]E. Collections ©]
Z" ¥el9] Namespace’} AH-3t= Extent?] $
A AHAE 3 gl aE dFme 2], A, Qda
HAeHqA 8 5 veld BE 243k ¢lvh(16). Name-
space 429 NamespaceDetails FZAE 3|
Extent®} RecordE wel7PdA FAshd Name-
space ¥} dlolg FHdolA HelHE FET &
glt}. Fig. 12.& MongoDB2| A=Al dolg F
25 HolF,

Test.ns Test.0 Test.1
Namespace Name | |, Extent —
First Extent—
Last Extent.. Record Record
DeletedList[lQT Record Record
IndexData
\A EXtent
Namespace Name
First Extent Record Record
Last Extent
DeletedList[19] e fES
IndexData

Fig.12. The data file structure of MongoDB

Extent+ 4% 559 AgoR 22 Name-
spaced| 43 Extents ©|F AT AER °4€
He] elx 7+ Extentell Record’} i
Record+ BSON Documenttt B-tree @ej] v

}
Extent Extent Extent

ﬂ nextOfs nextOfs nextOfs
© A prevOfs - prevOfs =8 prevOfs

Data Data Data

lastRecord
g S| il | el

Fig.13. The structure of Extent and Record

ole] & AAsla slow FHHE Record”®] olF &
e ~ER QA= 9lu}. Fig. 132 Extente}
Record®] +x2& Wt}

4.5.1 NamespaceDetails T

MongoDB+ Hashtables °]$3}*d Name-
space }Ydl4 NamespaceDetails TZA5 %
=t} NamespaceDetails 7249 A 4bytestE
Aol e, ©ke 128bytes®E DBolE.
Collections ©]&" @el2] Namespace’} 7] =%t}
o] % 7} 8bytese A WA<} nkx=t Extent®] $13
£ velid 9AE Jehl= 8bytesd A&
4bytest dlolelgtde] WMZ ("DBY. A 4 F 9
A E Yehi, v 4bytes% Te] ‘4101]*19] £
=4 s & A =g v
He = 7133}3’— 91—"—”4 E‘r— 8bytesd dlo|Ele] =
719} HFZE N7} vepdt

v ] Narespac
e I e

:[ 00 00 00 00 F2 62 96 6F]79 6A 73 74 65 73 74 2E
([ 61 62 63 00 00 00 00 00 00 00 00 00 00 00 00 00 | @bC.uuruunennnnn
| 0o 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

| 00 00 00 00 00 00 00 00 00 00 00 00 00

:| 00 00 00 me—=a—=a=x 00 00 00 00 00 00 ({ First Bﬁsiij

| 00 00 oo 00 00 00 00 00 00 600 --...-
:| 00 00 00 o7 46 00 00 00 00 00 00 00 0060 00 00

| 0o 00 0e#B0 00 00 00 00[G6 60 00 00 06 50 01 60

[ 00 00 00 00 00 90 01 OOJFF FF FE FF 00 00 00 00

EFE FE EF FF 00 00 00 00 FF FF FF FF 00 00 00 00
;| FF FF FF FF 00 00 00 00 FF FF FF FF 00 00 00 00
;| FF FF FF FF 00 00 00 00 FF FF FF FF 00 00 00 00
;| FF FF FF FF 00 00 00 00 00 00 00 00 EO 91 01 00
;| FF FF FF FF 00 00 00 00 FF FF FF FF 00 00 00 00
;| FF FF FF FF 00 00 00 00 FF FF FF FF 00 00 00 00
FF FF FF FF 00 00 00 00 FF FF FF FF 00 00 00 00
;| FF FF FF FF 00 00 00 00 FF FF FF FF 00 00 00 00
| EF FF FF 00 00 00 FF FF FF FF 00 00 00 00
;| Fo oo oc 00 00 oofo4 00 00 00 00 00 00 00

-
1 00 20 o. Q2 _00 00 00 00 00 00 0- Q_Cco o1 00
i.2e oo 00 Dala Size 00 00 00 O Record Count
an an an E oEE R

Fig.14. The format of NamespaceDetails struct

Namespace o4 NamespaceDetails T
ZAE F3 Extentd] $1xe} A= HFZ=9 94
= gefst 4 9l

452 Extent 714

NamespaceDetails FZA N4 Extente] $13
% 2}01'6}_1‘ o]%53l¥ Signature %<l "0x4443424
< gl 4= glr}. o] F 8bytes? a9 Extent
9], the Extent?] €92, o)A Extent] ¢#7}
velhde} o} 128bytes= NamespaceZ} o1
o]% 4bytest Extentd Z7]& FAZ}. o|F 7+
8bytes® A Record®] 1|2} w}A|2 Record®] 4

L)—‘
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2|7} 7125}, Extent 7242 Record $14 5 &
ol3te] Records wAe 5= glr}.

00 0 F Location of This Extent Next Extent
00 004U 00 00 00 O 0 00 00 00 00 00 00  ......

44 43 ¢ 41|00 00 00 00 00 90 01 OD|FE' FF FF FF
00 00 00 00|FF FF EF FF 00 00 00 00|78 6 73 72 ....yyyy....yjst
5 73 74 2E 61 62 63 00 00xA0_00 00 00 00 00 00| est.abc.........
00 00 00 00 00 00 00 00 oﬁ%ﬁmoo 00| ™ Namespace
00 00 00 00 00 00 00 00 0 00 00 .&

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00foo 20 00 00|
00 00 00 00 F8 90 01 00]00 00 00 00 98 91 01 00

48 00 00 90 01 00 40 91 O F8 90 01 00 | H.vvuuws
“T "7 FirstRecord  |°7 77| lastRecord |7 T )

Fig.15. The format of Extent struct

E=)

S

4.5.3 Record 274

Extent 7ZA 4 Record?] $1x5 &alsta o]
Esbd 7+ 4bytes® Record®] =27], a9 Record
7} 43+ Extent] Offset, th& Record?] Offset,
o]A Record®] Offsete] veldr} o]%F BSON o]
1} B-Tree #e]9] Datas #Held 5= gl

119080} 48 00 00 00]00 90 01 00 40 91 01 00 £8 90 01 00 Heveruns @'..z...
1:90Cfh: 35 00 00 00 07 SF 69 64 00 7 Q041112
1:9000%: 7A B RecordSlze mame..
1:90F0h: 04 33,4500 00 00 00 00[48 00 00 oo|oo 90 01 00 Dm .
1:9100n: 50 90 0L O0[FE FF FF FF[37 00 00 00 07 5F 69 64 BsONorbTre)

1:9110h:) 00 51 D4 64 9E

S22 51 E321 79 2C %A 02 75 73 .Qéd'z=,Qi’y,§Tus
1:9120h:| 65 72 6E 61 6D Previous Record Offset 6A 73 32 00| ername..... yjs2,
1:9130h:) 02 61 67 65 00 wo—vv—vv—v 32 00 00 00f . 2222...
1:9140h: 58 00 00 00 00 90 01 00 98 91 01 00 BO 90 01 00  Xuusueun R TCTT

Fig.16. The format of Record struct
4.5.4 A=l Record 24

MongoDB+& #E|#p7} 3] W&eiQl repair-
Database £+= Collection CompactE A33}7]
A7kA NamespaceDetails F2A412] Deleted
Listell 2t41¥l Record®] $1x1& 7153 AA| o]
HE AARHA =tk B4 Record AHA| F WstE
29 Fig. 17.243 A% Recorde} ##% Offset
zro] WA=z AHE Record?] Data?] A HA
4bytes?] zto] '0OxEEEEEEEE"Z ®74 =t}

AHAE Record® 573171 91314+ Name-

:9080h: 48 00 00 00 00 90 01 Q0|FE EF EF FE 00 00 00 00} #....... .
90C0h: 01 SF 69 6400 5T D5 ST 5. id.giel| 12
30D0R: 7C 02 75 73 65 72 6E 61 6D 63 00 05 zj i|.usernare..

S0EOh: 00 00 00 79 €A 73 33 00 02 61 67 65 00 03 00 00 ...yjs3..age....
S0FOh: 00 33 33 00 00 00 00 00|48 00 00 00|00 90 01 00| .33..... Hicivsns

9100h:} 40 91 01 00 JFF FF FF EF[37 00 00 00 07 SF €9 64] °...§¥{i7...._id
9110n:[00 5Y'D4 64 9E 3D 82 51 £3 21 79 2C 9A 02 75 73| .QGdz=,Qd!y,d.us
9120h, 2 6E 61 6D 65 00 05 00 00 00 79 6A 73 32 00| ername..... yis2.

9130n:] 02 61 67 65 00 05 00 00 00 32 32 32 32 00 00 00 .age..... 2222...
9140t 58 00 00 00]00 90 01 00 98 91 01 00 BO 90 01 00  X....... “a0%00
9150h: 35 00 00 00 07 SF 69 64 00 51 DB AR 73 7C 3L 72 5.... id.Q0%s|1z

P I e

Fig.17. The changes after deleting record

space o] EAsh= 4+
21419 Record?] ¢35 ©4ste] B} 75810
Namespace o] 4% 7ol dlolg] o
A AAE Record®] A1yl "0xEEEEEEEE"
+ Aste] B3 5 ol

DeletedList &<l &

4.6 23 1Y 4

#7138 DBMS$} vH7HA 2 MongoDBX: thekah
232 Wil MongoDB AHe 215 EA4ste]
& HEAF F20u DB WA o]
A3 4= o)t} MongoDB 1= duF Log, Oplog,
startup Log, Diagnostic Log7} ith. 4 2o+
MongoDB-4 - ol vt ANE L &
A e S QlomE 22 54 - 14 ol

kel AIS] £ E Sfotleh ek

461 etz

HolF= Ao| 7]|EAA |t} MongoDB-— 8] 2
o] gghtinl odwbq o R g awiels A|Asle
k. 2a9de]l $4= MongoDB  TE Al
—logpath 422 A A%} f9~ Alde] OSE
syslog He 2 2322 AA 2 g} o6k 23
= E2IE 7|53e g Adde 9=t Log
Level-e— 712N - vyvvv(v N7F BEFE A
g 2a)7HA 24 5 stk o714 71 Log
Levelolx] 85 4= 9l ARE tfE Zo|t}.

AHFE 4= Fig. 18,3 Zo| o[HlE HAAA], o]
WE Az, oWl E W4 R 7| E5I) dntR
oA geld 4= gl AR AW FE/AR], Fut
o]lE 14 DB AA4/AH, Collection AA/AH
solcth.

25}
u

MongoDB<®] o4l 271+ Stdout, & o=
|
7%
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ZPA 24 7 AT

Fri Oct 18 13:53:17.635 [initandlisten] waiting for connections on port 27017
Fri Oct 18 13:53:17.651 [websvr] adwin web console waiting for connections on po
rt 28017

Fri Oct 18 13:53:42.486 [initandlisten] connection accepted from 127.0.0.1:54799
#1 (1 connection now open)

Fri Oct 18 13:55:56.054 [FileATlocator] allocating new datafile /data/test\testl
.ns, filling with zeroes.

Fri Oct 1§ 13:55:56.194 [FﬂeA Tocator] done allocating datafile /data/test\test
1.ns, size: 16MB, took 0.142 secs

Fri Oct 18 13:55:56.210 [FileATlocator] allocating new datafile /data/test\testl
.0, filling with zeroes..

Fri Oct 18 13:55:56.502 [FﬂeA Tocator] done allocating datafile /data/test\test
1.0, size: 648, took 0.6 secs

Fri Oct 18 13:55:56.818 [conn1] build index testl.test { _id: 1}

Fri Oct 1§ 13:55:56.818 [connl] build index done. scanned 0 total records. 0.00
2 secs

Fri Oct 18 13:55:56.818 [connl] insert testl.test minserted:1 keyUpdates:0 Tlocks
(micros) w:768002 768ms

Fri Oct 18 13:55:56.818 [FileATlocator] allocating new datafile /data/test\testl
.1, filling with zeroes...

Fr1 Oct 18 13:55:57.707 [FileATlocator] done allocating datafile /data/test\test
1.1, size: 128M8, took 0.876 secs

Fig.18. An Example of MongoDB log

ZAF A MongoDB AujellA] dultz 15 =
3o glebd AlA <l dlole] WAARIA] 7= o
AR o] 2o Abeje} DB #2473 A7k

+& 34 5 gk
4.6.2 Oplog

Oplogt EA4 Fel2 %+ MongoDB A
B 7] 57158 $l8) DBE] WA AR 2
Zo]t}.  Oploge local DB Wlel oplog.rs
Collectione A=t} Oplog= MongoDB £+
Aol ue} 7|55 3= 43Fe] th29 32bit A
H ol A= 50M, 64bit AWl vIARE-F<l ti~
=z g3 5%%E A3ttt MongoDB 54
—oplogSize ¥A& &3 Z7|E WAL F Ut
Oplog®l 2717} Auirict ohg 5= Qb1 witell A&
3 o= A-72] DBE WstE #A% 5 ol&A
EA437] 7RI HF DB W3S dlolE] 57t
A AFAQ S 4 5 olvks AHelA ez gl
o} o2 Oplog®] eliel 7+ 719 &fvle wh3t A
o},

{
“ts” 1 {7t 1 1286821993000, 17 ¢ 1},
"h” NumbeILong( 5491114356580488109”),

Yop” T
"ns” : "test.foo”,
0" : { " id” :
ObjectId("4cb3586928ce78a2245fbd57"),
X2,y 1)

}

<t ¢ odlE odAbe] WhAUSh efqlamlE (t) 9} A4t
< Azlshed A8 A7)

h 7 qdake] A4 1D

cop ¢ Ak F ie AL ue 4L de A

‘ns ¢ % 4kl o3 9% W DBS} Col-
co kel ig(dle]E])
2h ] BAAel Aoz T gl

73%- local DB9 oplog.rsollAl £ AA2 DB #
2 8e B4R delelel Akl 4, Ab

'ET’:
= WsE 24 4 gle
V.2 E

E =l g4 el NoSQL DBMSS! Mon-
goDBel vt Tl Eals] A3js} ofel9= 277
A 24 e AASlSIE 712 4% DBMSs)
£ oA Oge, oheel A w4 delElE v}
A3 gl7) wel AR TAE A4 2AE A
o zejsle} sl Ajake] woldlel 2elu} dlole]
s}1] Eeluh Aul7k Fakehis Waje] 43 A%

8
Hololx] A gelst A el Bak w2 ol
gk A% DBMSe] 1)) 71464 o2} e

e ohd Ao gherElc)

gFole 322 MongoDBE #4g &
= HAE x4 2AF BEFE PR Ao,
MongoDB °]¢]«|= HBase, Cassandra, Cou-
chDB % thefgt NoSQL DBMSel gt 4] =
AL 71H A5 Z13E oAo
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