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ABSTRACT

Since anti-forensics have been developed in order to avoid digital forensic investigation, the forensic methods for analyzing
anti-forensic behaviors have been studied in various aspects. Among the factors for user activity analysis, Iconcache.db” files,
which have the icon information of applications, provides meaningful information for digital forensic investigation. This paper
illustrates the features of IconCache.db files and suggests the countermeasures against anti-forensics utilizing them.
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Table 1. The name and storage path of Icon-
Cache.db file

File name Wnll Path
Ver.
95 %SystemDrive%\Windows\S

Shelllcon helllconCache

Cache NT |%SystemDrive%\Winnt\Shel
2000 |lIconCache

%SystemDrive%\Documents
<p and Settings\Username\Lo-

Icon cal Settings\Application Data
Cache.db \lconCache.db

Vista |%UserProfile%\AppData\Lo
7 / 8 |cal\IconCache.db
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HE AAsts Fie® iEe] olvh zed
Windows 844 o]v|A] dlo]E] $lo] AZAH RS
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Windows Vista - 7 Windows 8
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Path of icons
(First Section)

Path of icons
(Second Section)

Path of icons
(Third secmn

Path of icons
(First Section)

Icon image
(32%32)

Background of icon image
(32x32)

Path of icons

Icon image I nd Section)

(163%16)

Background of icon image
(16 16)

O
.

Icon image
(48% 48)

Background of icon image
48x48) Path of icons
(Third Section)

Icon image
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Background of icon image
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Fig.1. File structure of lconCache.db in Win-
dows Vista, 7 and 8
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Fig.2. The stored image file of IconCache.db
in Windows 8
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Table 2. IconCache.db file header structure

0123456 789ABCDETF
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ox00| Header i ature | File build
size version
number
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0X20 | Unknown
0X30 | Unknown

Unknown |Unknown
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Table 3. Windows version-specific lconCache.db
file header value

. Header . File Wlndows
win ver. . Signature R build
size version
number
XP 50h 57 69 6E 34 | 05 05 00 00 [ 54 0B 00 06
Vista 40h 57 69 6K 34 | 06 05 00 00 | 72 17 00 06
7 40h 57 69 6E 34| 06 05 00 00 [BO 1D 01 06
8 40h 57 69 6E 34 | 06 05 00 00 | FO 23 02 06
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Fig. 3. The entire structure of path information
of IconCache.db file
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Table 4. The calculation methods depending on
signatures and versions of Windows.

dus | AadA [ sk A= EAe del A

01, 11, 41 | File Path Length x 2
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02, 22, 42 | File Path Length

8} ;‘3 ?i File Path Length x 2
Win8 —

02, 22, 42 | File Path Length
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