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Andro-profiler: Anti-malware system based on
behavior profiling of mobile malware*
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ABSTRACT

In this paper, we propose a novel anti-malware system based on behavior profiling, called Andro-profiler. Andro-profiler
consists of mobile devices and a remote server, and is implemented in Droidbox. Our aim is to detect and classify malware
using an automatic classifier based on behavior profiling. First, we propose the representative behavior profiling for each
malware family represented by system calls coupled with Droidbox system logs. This is done by executing the malicious
application on an emulator and extracting integrated system logs. By comparing the behavior profiling of malicious applications
with representative behavior profiling for each malware family, we can detect and classify them into malware families.

Andro-profiler shows over 99% of classification accuracy in classifying malware families.

Keywords: Behavior profiling, Malicious behavior, Similarity, System call, Integrated system log, Android platform, Malware
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Table 1. Example of mapping of network object

Hel | olF =3k 4
13F7898990705EE3
tjule]~ ID | DDFE64DEOESF07
09
o]~ ) Android
IMEI 357242043237517
A= IMSI 310005123456789
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MNC 260
= 24 WA 10
A= SDK "4l 2.3.4
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{Operation-name : {Operation-target :

Operation-attribute}}

Operation-name ::= Sending SMS | Calling number |
Sending data | Converting data

Operation-target ::= Premiumrrate SMS/number |

Device ID | IMEIL | IMSI | ... | etc

Operation ::=

5 Eo] I =r) SAlEe AR O A
AH7} Table 1.3} Ztpd, o] & Zevlde] 7|52
the3} o] FAF 4= gle}

{Network : {Sending data : {{IMEI : 357242043237517},
{MCC : 310}, {MNC :260}, ..., }}}
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Fig.1. Overall procedure of Andro-profiler
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Table 2. Similarity metric to apply to each
behavior factor

3} 24 39 =3 fAE 715
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(SS)
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3. vMlEY AR delelE: AE3r] $d8 dHolHE
glzdlol} ok5 3= Edlo] 1:147:1/\] 7]
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AE At "713}04 ogt gk —% AL AR Al
Akl 54% URL $49 f4k<+ Longest
Prefix Matching W& 483 ¥ £dAs= &
Fol tefA= Levenshtein distance WS 24
gt} ofl& 5901 www.abe. com™} www.def net
< vlaghc}y 8-S u Longest Prefix Matching
wog 5 URLY dx=+w F8 wwws 73}
A "ok YA BYAEHE= 2l abe.com
def.netel tgt A=+ Levenshtein distance
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=l galA woluz 2
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2 e 23 CDSY HALES vlme
o] W CDS9 7FeAl+= 0.12 g}, SIS¢F CDS
o AHEFE AR oflst 2},

Sensitive information ::= System information | Private
information
Converting data ::= Destination URL | Encryption

mode | Encoding mode
System information ::= IMEI | IMSI | Device id | Device type |
Device model | OS Version | Carrier |
MCC | MNC | ... |
External storage contents | Language |
GPS information | Country code | ... |
Encryption mode ::= Nothing | DES | AES | Blowfish

Private information ::=

Encoding mode ::= Nothing | gzip | ... |
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% 2} | Application | 327 4, 23 5 9
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2o doZ FdEnh. ol Fig.3.e
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L—> Hash digest(sHA256)

H 36" 'uid=10043', 'pid=81': 'uid=1000"}, 'statsd': ['pid=228': -'uid=10017',
3', -'pid=81': -'uid=1000"}})
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'

name="PRO. VE " Valu "true”

> operation

(Phone]

'2id=436": -'uid=10043"), 'staté': -{'pid=436": -'uid=10043"}})

Fig.3. Behavior profiling of FakeBattScar
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Table 4. The similarity comparison with different
malware families

Malware | AdWo | AirPush | Boxer |FakeNotify [FakeBattScar
AdWo 1.0 0.7 0.7 0.7 0.4
AirPush 0.7 1.0 0.8 0.8 0.45
Boxer 0.7 0.8 1.0 0.8 0.45
FakeNotify | 0.7 0.8 0.8 1.0 0.45
FakeBattScar| 0.4 0.45 0.45 0.45 1.0

Table 5. The similarity comparison with different
malware and benign samples

Bemgnalware AdWo | AirPush | Boxer | FakeNotify [FakeBattScar
Productivity | 0.06 0.1 0.1 0.1 0.1
Business 0.06 0.1 0.1 0.1 0.1
Fducation | 0.06 | 0.1 | 0.1 0.1 0.1
Shopping | 0.06 | 0.1 | 0. 0.1 0.1
Game 006 01 | 01 0.1 0.1
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Table 6. Classification accuracy for 372 malware,
350 benign samples

Category Accuracy | Sum | Correct |Incorrect

Boxer 1.00 100 100 0

Fakei‘attSc 1.00 59 59 0
Malware

AdWo 1.00 100 100 0

AirPush 0.95 60 57 3

FakeNotify| 1.00 60 60 0

. Application 0.92 327 301 26
Benign

Game 1.00 23 23 0

Average 0.96 722 693 29

Table 7. Classication performance for 372 mal-
ware and 350 benign samples

Accuracy (%)
Category
Andro-profiler | Crowdroid
Boxer 100 2
FakeBattScar 100 92
Malware AdWo 100 65
AirPush 95 6
FakeNotify 100 15
) Application 92 27
Benign
Game 100 41
Average 96 37
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