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ABSTRACT

To enhance network efficiency, content-centric networking (CCN) proposes that intermediated network nodes on a
content-delivery path temporally cache transmitted contents. Then if an intermediated node receives a content request message
(Interest) for previously cached content, the node directly transmits the cached content as a response message (Data) to
requestors and finishes the transmission of the received Interest. Since Interest is performed by intermediated network nodes,
it is possible to efficiently transmit contents and to effectively solve a network congestion problem caused around contents
sources. For that, CCN utilizes both content store to temporarily cache content and pending Interest table (PIT) to record
Interest incoming Face. However, it has mentioned the possibility of denial service attack using both the limitation of PIT
resource and fake Interests. In this paper, we briefly describe the presented PIT flooding attack utilizing fake Interest. Then we
introduce new attack possibility using fake Data and propose a countermeasure for the proposed attack. Also we evaluate the
performance of our proposal.
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