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Detection of invalidated sanity checks caused by undefined behaviors*
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ABSTRACT

C programming language has undefined behaviors, which cause unintended execution of a program. When a programmer
adds sanity checks without caring about undefined behaviors, compilers may misunderstand and invalidate the sanity checks.
Thus, we propose an automated system to detect invalidated sanity checks by marking sanity checks in source code and
checking the marks in binary code.
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Table 1. Invalidated sanity checks depending on
compiler optimization options and the result of
the detection by the proposed system. (The
results of the proposed system are showed in () )
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