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ABSTRACT

When implementing cryptographic algorithms in mobile devices like smart cards, the security against side-channel attacks
should be considered. Side-channel attacks try to find critical information from the side-channel infromation obtained from the
underlying cryptographic devices® execution. Especially, the power analysis attack uses the power consumption profile of the
devices as the side-channel information. This paper proposes a new gate-level countermeasure against the power analysis attack
and the glitch attack and suggests how to apply the measure to securely implement AES.
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