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ABSTRACT

With increasing demands for security evaluation of side-channel resistance for crypto algorithm implementations, many
equipments are developed at various research institutes. Indeed, commercial products came out for the purpose of evaluation
and certification tool of security products. However, various types of security products exclusive a smart card make it difficult
to implement a security evaluation system for them. In this paper, we describe implementation and characteristic of the
side-channel evaluation boards of the KLA-SCARF, which is the project to develop domestic side-channel evaluation system.
This report would be helpful for following researchers who intend to develop side-channel evaluation boards for other security
devices.
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Fig.27. Fault-injection test result of an AES card
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Fault Analysis

SUMMARY

Details

Ok s key 19(15) taio 1 001, seb Ky 1 2, s key 247(F) o 13,003, s key 143091 ratio 700
oK b key 17(11) raio 1 001. seb key 2002, sub key 175AF) ratio 10.003. s key 206(CE) raio 1200
oK s ey 25(1D) rao § 001, s ey 2(17) e 0,002, sub key 70(46) 1o 2 003, sub key T

oK 7CTF) vasio 1,001, s ke SECIA) raso 0,002, b key 13

27GES) ratio 1001, sub key 606) raio 0 002, web ey 8K
oK subs Ky 14504) rasio 1,001, wab kiey 92(5C) rasio 0.002, sub ey 17MAD) ratio 1.003, sulb key 135(87) rasio .00

oK 4A) ramo 1001, sub kory 65(45) rasio 0,002, seb key 145(95) rasio 2 003, sb key 115(73) rasio 1 00
OK ao 1 001, seb key 93(5D) catso 4 002, sab key 72(45) ratso 3 003, s key 206(CE) rato § 00
oK vamo 1.001, sub ey 105(89) rasio 0,002, ssb key 161(A1) ratio 0,003, mab key 113070) rasio 0.00
oK s ke (D7) ratio 1001, s key 43(2D0) rao 6 002, sub key $2(34) satio 7003, b ey 115
OK wab koey 16T(AT) raso 1 001, sub key S203E) rasio 0 002, wib key SS3A) raso 0003, sub key ¥,
oK s key 13EB) rasio 1001, sub key 157(BE) ratio 1 002, sub key 15(12) eatio 0,003, sub ey 179(B3) rasio 1 00
OK wub ey TT(AD) ramo 1 001, wab loey 133(85) raso 1 002, sub key 23&EC) rato 3 003, sub key 104(68) rato 1 00
oK a0 11001, s key 1 40F) extio 0,002, sb key 11(08) rano 0.003, sub key 166(A6) s 3 00
OK - atso 1 001, wab key 10(0A) raio 0002, sub key 109(6D) raso 2 003, wib key 107(68) raso 2 00
OK wb ey 197(C) raso | 001, web koey 65(84) rasio 0 002, sub key 184(BS) rasio 0 003, sub key 17S(AF) rasio 0 00
L - an s wn - |

Fig.28. Fault analysis result of an AES card
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