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ABSTRACT

A PUF is a technology for distinguishing a device from other devices like biological information such as humans’ iris or
fingerprints. Over the past decade, many researchers studied various methods for implementing PUFs and utilizing them in
identification, random number generation, key distribution and authentication. However, various attacks on the PUFs are the
major reason to inhibiting the proliferation of PUF. For the reasons, various technologies are being studied to enhance safety
of PUFs. In this paper, we will see several PUF implementations and various attacks on PUFs, and suggest guidelines for
securely implementing PUFs. We expect our guidelines would be the foundation for implementing the secure and reliable
PUFs.
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Fig.1. PUF circuit based on drain voltage variations
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Fig.2. PUF circuit using a differential amplifier.
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2.2 Arbiter 7|8t PUF
2.2.1 Arbiter PUF

Arbiter PUF= 7H¢ we] @214 Sl= PUF%



AR H 535 =7A (2014, 2) 243

slifoltt. Arbiter PUFE AAAIC R Fd3 Ae
5 /M T A2 53 AEE By o AlEv)
WA Arbiterel] EAs=A ] wEl o] A==
PUFelt} v]E AR 53 AzdAzle
A AAE A e A2 gk Ee)A] zlo] <l £
A whEelzl v A5 2ol ME o2 A A7k
7FA A "} Arbiter PUFE Qe ZEx] 508 o]
ol A4H ko] wAR o] FoiAhE]. F AR
o Fg A3} FA, FdT 7 wHAE AA
AR5 ue} Az, o] ARE elA 7t oAl
2 Z0]92E kN9 challenge ¢ B|Ee| 9 A
sAlct ilA vEE ol DA AR e ks
vl Aeh, w2 dA A Bk A7) s AR
o]Fo1l arbiter® Eol7la = F oW Alsst A
A sl =AE ghEste] Qo 19 AdE &9

gt

Switch component

0
T ] ] e ;[:];[:1;[: Arbiter [

b by b bz b b

Fig.3. Structure of Arbiter PUF

2.2.2 Feed-Forward PUF
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Fig.4. Structure of Feed-Forward PUF

2.2.3 XOR PUF
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Fig.5. Structure of XOR Arbiter PUF
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2.2.4 Lightweight PUF
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218l parallel PUFel| £°17}+= challenge #t3 ®
Z3eh Inputgte] deta & o, o= gl QA==
challenge ct olefe} 2}, ol NS Aot}

Cytit1 =d;, fori=1 1)
2
Cit1 =d,®d, | |, fori=1,3,5,... N—1 2)
2
Cytito =4;Bd; |, fori=2,4,..., N—2 (3)

2

Output networkt XOR PUF$} f-Alsiet,
Output network: arbiter PUFel|A Y2 Az}
RS O Mappingdttlt, O HRZ A=A



244 ksl Al 9l

Input 4», l Input Network(G)}a—/——{ PUF ‘ A
+

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Cutput

(H) >MomiaN ndinQ

Interconnect Network

Fig.6. Structure of Lightweight PUF,

DN DN_1 DN_2 D2 D1
Cny2 Cn Cin-2y2 Cineay2 C1 Cpaa

Fig.7. Detailed structure of Input Network
H:B9->p?, B={0,1},¢ <Q °Ich.

0;= @ Tt s+i) mod @), forj:L...,Q (4)

i=1,..2

A L g
o000 - 0040
A l I I [
C G Ca Cha Cn G
Ii
A |—r
a oo - 000
C‘N Cll C]z Cr’ws Cha ClN 1
A —n
A A A A R Ay
C‘l Clz Cls Chn CL 1 ClN
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2.3 Ring Oscillator 7|8t PUF
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2.4 H2a| 7|8 PUF
2.4.1 SRAM PUF

SRAM(Static Random Access Memory)
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Fig.10. NOR Latch and NAND Latch
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2.4.4 Memristor PUF
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3.2 Key Generation
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3lth(22]). o]+ 3] PUFe 53t challenge®
B2 A 22 responsed 92 ¢ itk AR
o 7]alglt}. z2lu PUFE 34 o] Axe )
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g3 PURS 4o 25 kyH4el 7)13e &4
7] 98 o2l AA3 Fuzzy Extractor(FE)<}
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3.3 Random Number Generation
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At 9 AelMe PURNA 248l 9 %
o w2 n w3 W3l(variance) S A2 A
o7 AHgE 9l AlAsE Fig.14.&= PUF
F o] 8g e A1 HlE HFa glrh.
517 el M= PUFZE 0 19] vl &S FaF 59
3] F7 3= challenge® “unpredictable
challenge@tx 3t PUF2] Z3 oA 03 19 ]
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lenge+ Last Challengezhe ~E2|A| o] AA =] o]
PUFY challenge® AH-Hedl, N bite 3
HobA responsed| wlelolaE Faldte] eMr}
7d$-olE N bitE thA] M—1H ol By E AH
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Fig.14. PUF-based random number generator
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3.4 Public Key Cryptography

PUFE Public-Key Cryptography*3 2=
WS Beckmann® Potkonjak (25)¢] #lgtstsd
th 158 XORAICIES H& o] &3l Fig.15.
9} 7+ Public PUF(PPUF) & F2&5 Agkst

£ o443 PKCE Algksisint. =39
PPUF= A%E& 57| 918 AA=EZH, AAZE o |
< Y7 A& 7 PHE FAe] Hoh

aYa)

Fig.15. Example of PPUF
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] PPUFE 7HA AL olekar 7H48kar, Table 1.3
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t, y5 AliceollZl Bz, Alicetx », < 2o# v &
o} Alice= 27 3t zpollM t=27psellM y=10&
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olat 718 oA i} o]z gt A M MNlTl=
PPUF 3|2 1 2pA7} == Aolch. 3471e] Al
A+ Alice’} PPUF 3 2% 72 527 AR
o} £2j8lw, Bobe] g W& A EHo]dE 3l A+
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o

Table 1. Gate delay from input to output(ps).
Inputl | Input?2 Inputl | Input2

E 0.86 0.95 F 1.24 | 0.96

C 1.11 0.90 D 0.78 0.71

A 0.93 1.01 B 1.12 0.88

3.5 Oblivious Transfer

Oblivious Transfer(OT) ZR2EZL ojg] 7)<
ARE 7R e FAlAbe} 1§ shis A wka
Aoy sk AL Alele] TR EFon ARl F
AAZ slolF oWl ABE 87 FYeAE 22A A
& Wz} s AR AR i’ﬁ“‘ﬂ Abg 9ol
e ARE $AA7} REAT s Zarzeld)

%713} @AM 4127 PUFS 743 CRP &
2E £5 AAs QAo AE-3E pUF__ Z A2}
A Adgiet, o] F A BEAA DA A5 Fig.16.3
zro] A=},

Receiver

Sender

PUF

(1) input b € {0,1} bit
select CRP (c,r) inlist L.

(1) Input string sg,s; € {0,114

(2) Select ramdomly xo,%; € {0,1}4.

(3) Caleulatev = ¢ @ x (4) Measure the responses 1y, vy of the

PUF correspond to
co=v B, o= By

(5) Sets the values
So=soBn, Hi=58n

So. 51
(6) Recoverthe string 5,:= 5, Br 4=
that depends on bit b.
and erase (c,r) inL.

Fig.16. Subsession phase of OT protocol.
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k SR A

A W 3y 2, Adshed AL
J{

A 5k

3.6 Bit Commitment

Bit Commitment(BC) Z2EZS OT ZEE
5 AR = gE Z2EE R, oY 7ix]e] A9
2 F g 7HE TR ), oW s EseAE 5
A ARl s & 5§t el o] Fd +
3= 71Heltt. (26)e4= PUFE ©]4% BC ==&
EZol| disiA = d53tar gick BC ZR2EFe] 74
b ¥ EE 7S FAIR AR AdellA Adstr]
S1gk wWlelH b W EE Fqlsta A AAe gl
7Fe3t % 3= 54 (commitment)$ 7HIch BC
ZREZY A OT Z2EF Fdsx|w w1 &
Aztel Az Atz eE ] p v ES Bels
3L AE Aol BC ZREZS] SR boF 37 v
e Adg} o] W v 2 CRPS XOR A4k

Qb of
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tlo
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=
ofx
22
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o
&
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>
K

3}7‘] s OT —.EE”‘J’} =R
XOR I4+s &3l A4 3-&
2L FA FHgshq  o]lF |

Interactive Hash 7|®¥e] A|¢t=]7]= sk} (27).

3.7 Key Exchange

Alice Bob

Initialization Phase :
(1) Repeat N times : PUF
Choose a challenge ¢ at random. ———>
and addthe tuple (c,v,st,d) inlistL.

Subsession Phase : Repeat N times

1) select the tupl (¢.d)
(1) select the tuple

( t,d) inlist L (2) Mature a responser’ to the challenge c
o7,st,d) inlist L.

use helper data d to recover st.

(4) Set akey K = st

and erase (c,r,st,d) inlistL . (3)SerakeyK = st.

Fig.17. KE Protocol.

Fig.17.914+= Key Exchange(KE) Z2EZ ]
g HAE Re] FrH26). o} r> A7
challenge$} responses Yell™ | di= FEel| A}
45 = helper data, st FE2 &3 e}
%713 @Al M= PUFE AH-3le] CRP 2l~E ¥
712 A 3E IR ARSI, AEAA GA
A= Alices ¢, d 35 AL Bob2 c& AH8-3}
o] response r & 1o ol % r 3} 42 E3) 7|2
A8 stE A 7] shsslAlh rA e R
Alice= A8 FE& B2E £ oA AAZ ]

L=
i!*—?

IV. PUF 3% 7|2 o7 S8

o

4.1 717 &t 7lgt =g

PUF¢] 4 CRPE ¢|48A4 YA CRPE F

7] S8, 71A S daelEE 33t CRP
FZaW= FFe] A==k (28,29)4 = o}
t PUFe wiste], & =4 9le 714 s g
5 o] &3] A=t mdg] FA e AIE A8t
olth. Table 2.= WxA <l 34 A37} A=<
CdlE A= 7 g5e] PURE RdE el
U1 drhd EEA Q] EFIAE BT thEA
ol AHEl & 4= 9o}, (28)elA+= Arbiter PUF

(
N

Rl T o2 mu
%0, o o

il

=2 ¥W]&s] XOR, Lightweight, Feedfor-
Ward—PUF A= RO—PUF% e s vE &

-‘?—%lo‘ %’73.—% 633}"3‘:} Arbiter PUF-J 35 7<]
2] e w1 (SVM, Support Vector Machine),
2228 3|9 (Logistic Regression), %13 #zF
(Evolution Strategy) ﬁ-J A gy S
o]-g3te] mdE Ay, 1 F 2A~H 37
£ o8 A M 2 731]”5 Holvta gl 64
EPﬂ]S’J Arbiter-PUF+ Intel Quadcore Q9300
o]-8g AgelA, o 640719 CRPE °]43l 10
s "ol &g skgslglen] 95%9 FER oS5
g 4= qJodrke g} 2,55571¢] CRPE gy
s 130ms 9] Sy AZEeR 99% AEES DA
% st Arbiter PUFS] sHAE E=id, 54
FEZ o =3] 93 o] &2 CRPE Z8=% 31,
g5 AZtE Wel Hasph 649A9] XOR
Arbiter PUFQ] 7%= 4719 XORS AH-31%d
S o] 12,000718] CRPZ < 4% ubol] sk5-5 sk&
sl 99%9] ©l& §= Jd5T 4 . dAE
1282 =4 7% 2u19] CRP<} oF 341719] sh4; A
7+ F98 % slgen, XORFE H/IZ Eej#t 28
gt CRP9 471 80,0007 2 &912n, g5AZ = 2
17} 8%l o]=3ir}. 64%H4 Lightweight PUF2]
A5 3718 XORE AH-& 79 6,00071¢] CRPE
o] g3l 8.9%9 FHAZIeR 99%9] FER 04]—’“‘
= e}, 6424 Feed-Forward PUFY] ~
N8 FF-LoopE AH-& 73 50,00070<] CRPE
o] 83l oF 8% A=el H& vhA, 97.7%°] &
Z &S & 4 39l thE Arbiter PUFY] 4%
2228 377 7 2 A AFAE HA
Feed-Forward PUF®] A5 213} A2k dare]Eo]
7].7(]— 51«_0_ :’.73 7 erE_ E.Oﬂ 1;]_
RO-PUFE 348 4 S’J«L 7P A3 o) o 41
WS LE CRPE 9 e
9] ring oscillators Ol%EHH RE —’F 3+& CRP

o

mlo 3

r;‘ﬁm

o A7 k(k—1)/27) Hholl 514 847] whEolch &
& A} A4 Wo2 CRPE 49T & 9l
W 4e d7E 5L ol 4d RO Fo4E 25w
o2 skt Aol APl oleld W o4
s 7 Foes o

2l 9 WAE & Qe o
< CRP9 2& 295 100%% A5 & oleth. A
ol 256708l ROF AH4sh= RO-PUFe 3]
A oF 14,0007H¢] CRPE °l-83l14 99%=% °l|53t
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= o] 7lsdE ol

(29]x= (28]el4e] AF-5 HE FAsiele
o], AlA] FPGA(Field Programmable Gate
Array)®} ASIC(Application Specific Inte-
grated Circuit) & o]&3le] 733 PUF| A
stod mdls]) $AE Fasilct. AA AL o] & ¥
Holl= Arbiter PUFS} XOR PUFe| tfafjAqt 4
asloiend, 649A9 Arbiter PUFS 3% 6,500
7Ne] CRP& FPGA®] 7% 830ms, ASIC—J 35
760msel shgo] 715l om 99%2] BE5Z o=
o] 7ls3stsdct. 64HA%] 5-XOR Arbiter®] 73-%-
FPGA®} ASIC 27 78,00070¢] CRPE <F 39%
I 1889 &y A7 Fd 99%° FEE 5%
= slsdet.

Table 2. The main result of machine
learning-based modeling attack. LR is Logistic
Regression, ES is Evolution Strategy, QS is Quick
Sort, S means simulation, F means FPGA, and A
means ASIC.

No.
PUF Mach. of |CRP No. of Training| Pred.
Learn. CRPs .
Type Algo. Stage| Src. (XIOS) Time | Rate
/RO
128 | S 39.2 2.1s 199.9%
64 | S 0.64 10ms | 95%
Arbiter LR 64 | S 2.555 | 130ms | 99%
64 | F 6.5 830ms | 99%
64 | A 6.5 760ms | 99%
4-XOR 128 | S 24 2:52hr | 99%
Arbiter LR 64 S 12 3:42min| 99%
64 | S 80 2:08hr | 99%
5-XOR LR 64 | F 78 39min | 99%
Arbiter 18:09mi
64 | A 78 N 99%
3-Light IR 128 | S 15 40sec | 99%
weight 64 | S 6 8.9sec | 99%
5-Light LR 128 | S 1000 | 267day | 99%
weight 64 | S 300 13:06hr | 99%
6-FF 128 | S 50 3:15hr 99.1%
Arbiter | P5 [T6a | S | 50 |7:51min|97.7%
Ring 256 | S 14.06 - 99%
Osc. QS 512 | S 36.06 - 99%

4.2 23 T
FA FAS chielzol iR Bl 349 <)

S0, clol vl FARHE U pAHE Hus

FAete] 320 B3 Aoleh, I E Hof

Abgsh= whel CMOS(Complementary Metal
Oxide Semiconductor)®] 7% 325 FAsh=
A Et AelE vlE uf vhoh At 2] AY 4R
7F delut=d], oledk AY ARy 32 AellA] Az
3 gl ol el FAbel et o E H'E Kol
=}, olzlgl BAE o] &3k, Ao WAE = AR
A AHE o]gal ] Aolx M= ole vEA
BE dopd & vk weol] dEA FAlER:=
SPA(Simple Power Analysis), DPA(Differ-
ential Power Analysis), SEMA(Simple Elec-
tromagnetic Analysis), DEMA(Differential
Electromagnetic Analysis) §°] itk

PUF 94| 3|22 FA== 3l=se]e] dFe]r]
g, FAd FAL S AR gtk AA
PUFE WAoR &= o8 712 34 A7) A=
At (30)dlMe PUFE ol4-8) tastel AMEE+=
1 715 A U= FEE ditez sk A4d
AL A=t FE Wiels #9438 PUF9
] °ﬂi’1% AR = o] AA Ao x3hE
Toll A= ®el AH-E+= BCH ZE W54
PUF % Zhell wjel 22 (Syndrome) AXE 2ol
H oJAlo ] ;].E ﬂ] ASEQ‘:_ zJ_CL o]ﬁ_s}o:]

[o5

rr

Differential Template Attacke ssistaict. 3l
2 Aol A= TI MSP430 mlo|=22 AEZE ol F
&g RS Decoderdll W3t 54 AdellA 507 A%
o] AY =4 Efo|xE o]gd] FHo] 7ls3e B
sk

(31)llM = FEWIA AMEE= 4] dasEe
Ay HAd FAE 338t FE dae el

Ae Y= 719 BEE wdss] S8 a4
G 5E AHEHA ==, dl4l dare] el A
9 ARE EeA i PUFY 538 dopd & gl
A Hx, d7 85 53 FEE 58 F&55H= 715
F5 5 A = g AFelx= 54 FE +4
ol A} AH-¥ Toeplitz 4] <7} w43 LFSR +
z2 T4 A wf$ 28A-o)A" PUF responsed
ufe} FAbo] gedd] deb A T FHeks A
< olgslddrl. dld FAelA+ Xilinx Spartan
3E FPGA Al 51171¢] ROE AH8-3l+= RO-PUF
<} 640 E2] 715 AAsh= Toeplitz 4] 45 +
gk 7 B2 Foll BAsE EMS EAste] 3Ad
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FA g3l FAAE & 200712 EFo]~ (photon emission) #AS sl vine] e
s 7 2% 1070 LHQQ] HIERF S35 3 v doji= whs Z83k9dclk. SRAME 74$- MOS
HESS AF3-oR 223l on 8000702 Ed (Metal Oxide Semiconductor)E &3 73=+&
o|~E AMESIE W, oF glo] HIEE B & 797 w2d, MOS® A$  off, linear,
axadet. saturation®| Al 7}#] 2 =5 ZHAAl "}, o]
= AR EE ROE 7|HEe R 3= PURE diAt> ] saturation %3GelA tufe]se] 3 Yol A

2 3 FAd 3 ke mdE o] qlsltt
(32). PUF7} 714eF & EAo|= PUF Al &
HZ(tamper) 345 AXd o] PUFY EAlo]
3] wpH oA ok gtk SAo] glAIRE, T oA
4= FPGA Ao HA7AE Med 35 AA=
= 1L 5Ao] s3] kA de e AYE F3lA
gvigich. AgelA = A2 E AAR| A AA
g o FPGA Al 4% RO F349] Aol &
v wsks] o} A8 A8 Fof A Aot gles
Bt} o] & o] 43 FPGA A2 vpdwd A7]2| & A
73k Hell EM Probe % tf Aol 77He 3o 4
Z AA, A told X, VER AY F s 3
o], t}o] AbelA] EM A% (cartography)s =Hds}
= A% 7FssHA shodeh. A 3AE Sl olE
S 971l ROE FPGAe +33tx, 7 challenge
sl n, nt+1 WA RO F NE A3}
responses FYHEE 33t RO-PUF7} 3+
= Eo ¥sl= EM 4135 Fourier Transform
S Ed) Fulpe w2 zZoz Wdsiw, 479
challengee] W3] o9 Fal57} WA= A& ~
HEHS FalA s 4+ it} challenge® n,
n+1W4 ROE AEstes akol7] vitel, AT
challenge Afolell& %dé gl 4= glom, AA
RO°| digt ~HE3 grEE TN AA
CRPol w3t ndg mwt=x

érl

4.3 =8 2%

PUF7} 74} & 54 5 7P 543 54
2 27 2715 (Unclonable) ol ®3F 544 7o|t}.
A #H - SRAMS o]$-3F PUF| gt &
Zo] AA=rH33). SRAM PUF9 CRPE
Ul wh vl oheedhd] ohees] W] F45
FaL do]HE Yol &= who|A|wk, o]ajdh Fxtol
tu]gh whofAe] o3 wme] <lElso]~E FH
CRPE &50] ole¥ *o % 714 °H TAE Axst
sdrk. A QATelA= SRAMS] Fiel ohE 7
s deotiz] el SRAMOJW WA S

—

r

< p
Sl

glof7} A whg FRgE Ade] AAEA] gk
u oJof AEjeir} W Fe & urEsEy P2} wE |
Aol WhAE ==, CMOS A9 7% o] <3ko]
o #@7] wlEell, o] £2bE EASI|7) oIFc). o]
5 2as] 98 Ao 27] AY ) A whEgt
% Near Infrared CCDE o]43)] Ho W&E& =
sled SRAM PUF¢| CRPE E53ksitt

o]% 243 SRAM PUFZ EAlsl7] 93] 3<%
¥ (Focused Ion Beam)g &3t ol&

tlo

s el ARE P HeEd, F
W7t F 27 FEE ] S8 ol 2Rl ol
AW n-welle ol WAY, & Ad
ontact)S A|AsI] A= gro] = A =t
HH
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& o o

[¢]

rE S oo L B O

ot n-well & Zhob ¥ A 27] SAIR vl

| 2] 2212] 7]5 (7], 7))ol AL A8, A
A8 AAL A9 v R 29 75 Al of
18F W 2 ATmega328P vlo]zZ2 AEZe
2] SRAM=S- ©]43 SRAM PUFE EAlstE= 7ol
At v olzjd ¥AS 3] feAE
a7ke] Aol dasiAt, PUF o tigh 54 7}
/9% 2ol Tk AolA 2wt gleta & 4= 9l
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4.4 Z2EZ 2

(34)¢llM = A A& PUFE AH-8 OT, BC,
“z‘ KE zZ2gZ gt 34 wis Akl
6)ollA= PUFE o|43 OT, BC ¥ KEZ2EZ
+ At (34)ellM = AtEE ZR2EF
sio] PUF wigh of2 34 =2dS 7PAsia glod
Hi vlasks 7o) ofHeS s
JellAls= PUF 7|4 R el tigh 34 2l
—?:‘4 slda, o] & 7|MEeE PUFE o]4%
4 KE Z2EZ9| A& A3 ch
(34)el4= PUF 7wt Z2rZe] 34 2d&
Stand-Alone, Good PUF Model, PUF
Re-Use Model, 2] Bad PUF Model & #%
sloict. Stand-Alone, Good PUF Model & &t

i
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252 shdska A4 Sl
A A dEsl glor, ZREd 5a Fo o
gl Sale L, o] ol Aol 7459 PUF &
Wolch. PUF ¥ Aol Apdel] AR ALgAtel7)
% s PUR sheslolol] vg glole] 2afolu}
WAL Brhssek R, meb $ARE 9

K

ZEEZS R Y Z2EF o= Y
3= Aute] 4=}, weli o] male Al 28
A A9 AL 27ks s, PUF 2223 34&
g8 7eMem 7T 5 ol How AREr
PUF Re-Use Model& Z2EZ 43 & t}& A

Aell tigh 714 AdE 8-83k= PUF 34 ®wlo]
t}. Bad PUF Model PUF 3l=go]d EA4&
u:]7:]3]_711/], uﬂz—;;}_‘: AL § sl wdo|r), oAb
o2 PUFAM#E BoA|RE W= A& 715
A TPs) Aew FAse] glo] YEHe] A
Wo 2= Bad PUFQA] opdAE mA]= Aol &7}

& 3het

(34)el4+= Re-Use 2dS 243 79 OT ¥
BC ZREFC] 7)o} 9| o]F AuAAd &
@ F| PUF9 CRPE 3= 75 3hvta 71 o,
EAT CRPE o]&3 A7} 418 = 2
o} Wl & 9l At ohut FAA = AL
Adgh e dollr] g}l =3 Bad PUF
Model2 o]-43 Z$ =2 BT I oH =43 3}t
3 A EHo]HoE L response FHOE AR}
At & 27 dopd & 55 At KE
Ao A= Re-Use ZHS 2143 ot3] T2 8
Z Aol A AE challenge 7+ thA] PUF A
sled querys 2ZH responses 53 AlA 71E
A S AAFI

(35)ell41+= PUF7} ATM(Automated Teller
Machine)® PUF7} Z3g 7t=5 o]&3) &3 A}
olof| 4] AA 7]5 el 7w ZREES A’
ko A (20)ddlMe d" ZEEFA
ATM/PUF #le]e] EAlS =4 4 9lx, PUFM
gk A2o] 24 23] A% 7153t CRP &40 7}
T3, ZREFA AAEE dATE Lokl F
UL, olF w3l AREHE A 715 dold e
=3 ]743}7]‘: skoich,

<

OHEE PUF 782 218t J10|=2tel

o] Ao M= kA PUFE &3] Sl 7o

k71l
cefele AAstaLzl gy, A A E sfel =ahel o

A ahiE PUFS] 78 Allsh -4 A, 2
PURS tiiom s thoo] sjo]elels EaA
P A4S Wl Sk YA, FARL 5]
F 49 082 Tl A% 3 & 4 3
% 702 7,

o

1 DR DHo X sk7] I8t 7tol=2Ql
5.1.1 PUF challenge Z!0| &7}

(28,29)ll = 717 oz PUFE H33}
7] ¢l8)4& PUF challenge Z°o|& ZA 3}— 7wt

o2 FAd B3 AE Y & 9leE A4 3
vt AA Arbiter PUFS] 79 2da FAA
A 64004 1282 S8 ACR Shepe] Q.
g CRPE 7 W o] o= 3les sjolon, e
of Fg3 AE FoluAl shdrh. AR
challenge®] Ze|7} Eolvh= I sfudlo] w4
Z7Vel7) wiel|, Algslaal she bAAE aedsfod

715 AR 7o) F83t

(28,29)0ll4 7k 7122l dele] Arbiter
PUF] 7% 714 855 o]8-3 g FAo| w5
Fekek Aoz Jepdr}. 649419 Arbiter PUFS
735 & 64070] CRPRE2Z 10ms el shate]
95% o]74e] & &2 ¥4 7hes AR duA 9l
o} ol=g FHeRdS ®skshr] $1sl XOR PUF,
Lightweight PUF, Z8]x Feed-Forward PUF
ol Ak =Hlew, olF 7|HL EF Arbiter
PUFel vlAd¥AdE F718t7] $13 whelct. oA
HARAE F7hshE 21 Sel B8 A7 E
FAE oFA & 5 o) vAPAS S W
o= AND, OR, XOR @4+& 4ap71u, 243k

(Min), #Hdzt(Max), ==(Majority)el <Jgt ut

ol 2449 4 9

5.1.3 &Z 7[gtel &3 x|
RO-PUFY] 7% w3 CRP7F &5+ ARte
2 FARNA B2 ARE F F 9} dE E

fl >f2°ﬂ EHG]' —“% % oév]_ fz <f2°ﬂ EH?-{

S50 2 nos Ak, X}d gt



HH B 53] =g

(2014. 2) 253

7] JJrﬁH A9 5 FE3
response’} W& FEo] #2415 4T 4 ok
o] oA 4= o]Ake] CRPZ 7}474 ©%, RO-PUF
F A% RO Fa 219 <915 3¢ & 9
W, o]} A% gl= MER AHLE T Afel F
7} 7188 HHEE |43 A responsed: :ré‘?‘a]’
T 35 ovigtt ek RO-PUFE AH-& woll
= @7 7k S Aok, A3t A Q=
CRP& AH&-3HA] Folo} gh},

kA 2.2-0A A7Ng AAF Identity Map-
ping(11])e]zt= l‘“—"‘ 3l =@ 7Nk Y 3

33 5= glek. ol & o]4e] RO Fob4-5 23]
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Zo] 29¢| BFo2H, FAIF RO F3b4 2]

IAE 714 o2 RO-PUF=} &4]2te, A3 o2
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(32)ll A= CRP 7k A3 AAE = = 9=
= 3 W challengeel A% ROE o2 chal-
lenge°ll A AME31A] o= 7S A3l o] 7|9
o] dAL nife] ROE o434 W& 4 3li= CRP
o] $5 n/2F EoEA = Holr}, ol
+ B3] 4 (36)ol4= AH87ksg CRP dle]

EWo]~E Ao F 7] daE|ES AlAERIT
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skl
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Ppo} PR Fre] AFIdem £33 A Pt P
ol 43 9l+ challenge Alolell& o} 1zt
7F 7] witel], AR MR A3 Ay
challenge®to @ A% dlolgjuo|~E s
o}

o

Bl =2, rxi
2 e X,
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z A E getairv, 2] WS o83 n-well
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Hd, o8 /A Wx A4S S ole TR
7h = ol7] Wi, A e AR ole =
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RO-PUF9] 7% RO Fulapol ube}l AlafA
Az 7} AEsl7] W&, Fourier Transform< 5

A3 A 7t RO7E AT a2 5

ot} Wk 372 SR = ”741—4 7Afoll= Tk
of g ARE H9A =EFo=H, PUFY SA4S
A3 7t glek. webd PURE 793 dole
71l vt responsert A E= WIS A ofE ol ok
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